Configure Grouper PSP

Follow the steps below if you would like the Grouper Provisioning Services Provider (PSP) to provision group and group membership information from
Grouper to LDAP. Usually this deployment configuration is done to provision to the same LDAP in which the COmanage LDAP Provisioner Plugin is
provisioning person records.

1. Verify that your LDAP server includes the eduMember schema (eduMember ObjectClass and isMemberOf and hasMember attribute types).

2. Review the COmanage LDAP Provisioner Plugin configuration and confirm that it is not configured to provision group and group membership
information. The eduMember and groupOfNames object classes should not be enabled.

3. Edit the COmanage LDAP Provisioner Plugin configuration to add "eduMember" in the "Additional Person Object Classes" text box.

4. In the Grouper deployment create the file /opt/grouper/grouper.apiBinary-2.2.2/conf/ldap.properties with the following contents. Be sure to adjust
the values appropriately for your deployment:

# LDAP connection URL
edu. vt. m ddl eware. | dap. | dapUr| =

edu. vt. m ddl ewar e. | dap. sear chScope=SUBTREE

# LDAP bind DN and password for user with wite access
edu. vt . mi ddl ewar e. | dap. bi ndDn=
edu. vt. m ddl ewar e. | dap. bi ndCr edenti al =

edu. vt. m ddl ewar e. | dap. aut ht ype=si npl e

# Use ssl=true for ldaps:// and tls=true for StartTLS with |dap://
edu. vt. mi ddl ewar e. | dap. ssl =t rue
edu. vt . ni ddl eware. | dap. t| s=f al se

edu. vt . m ddl ewar e. | dap. pool . mi nPool Si ze = 2
edu. vt . m ddl ewar e. | dap. pool . mexPool Si ze = 5
edu. vt . m ddl ewar e. | dap. pagedResul t sSi ze=0

# Overal |l base DN
edu. vt. mi ddl ewar e. | dap. baseDn=

# Base DN into which groups will be provisioned
edu. i nternet 2. m ddl ewar e. psp. gr oupsBaseDn=

# Base DN where person records can be found
edu. i nternet2. n ddl ewar e. psp. peopl eBaseDn=

edu. i nternet 2. ni ddl ewar e. psp. gr oupObj ect O ass=gr oupCf Nanes

# Grouper stemwith children to be provisioned. Leave blank for all stens
edu. i nternet 2. m ddl ewar e. psp. baseSt enr

edu. i nternet 2. m ddl ewar e. psp. struct ur e=bushy

edu. i nternet2. m ddl ewar e. psp. cnSour ceAt t ri but el D=ext ensi on

edu. vt . m ddl ewar e. | dap. sear chResul t Handl er s=edu. i nt er net 2. m ddl ewar e. psp. | dap. Quot edDnResul t Handl er, edu.
vt. m ddl ewar e. | dap. handl er. FqdnSear chResul t Handl er

# RDN attribute for person record. This should be coordinated with COranage LDAP Provi sioner Plugin
configuration
edu. i nternet 2. m ddl ewar e. psp. r dn=enpl oyeeNunber

# ID of the Grouper subject source for COranage found in sources. xmn
edu. i nternet 2. m ddl ewar e. psp. sour cel D=COmanage_Humani t i es_Conmons

5. Download psp.xml, psp-internal.xml, psp-resolver.xml, psp-services.xml, and psp-vt-ldap-1.xml put them into /opt/grouper/grouper.apiBinary-2.2.2
/conf.
6. Test the PSP configuration using GSH:

cd /opt/grouper/grouper. api Binary-2.2.2
sudo -u tontat6 ./bin/gsh.sh -psp -bul kCal c


https://spaces.at.internet2.edu/download/attachments/98306121/psp.xml?version=1&modificationDate=1461865420671&api=v2
https://spaces.at.internet2.edu/download/attachments/98306121/psp-internal.xml?version=1&modificationDate=1461865420696&api=v2
https://spaces.at.internet2.edu/download/attachments/98306121/psp-resolver.xml?version=1&modificationDate=1461865420693&api=v2
https://spaces.at.internet2.edu/download/attachments/98306121/psp-services.xml?version=1&modificationDate=1461865420690&api=v2
https://spaces.at.internet2.edu/download/attachments/98306121/psp-vt-ldap-1.xml?version=1&modificationDate=1461865420682&api=v2
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No data will be provisioned but you should see an XML representation of the objects the PSP computed based on the configuration and the state
of Grouper.

. Run a full bulk synchronization using GSH:

cd /opt/grouper/grouper. api Binary-2.2.2
sudo -u tonctat6 ./bin/gsh.sh -psp -bul kSync

If all objects (groups and memberships) provision correctly you should see an XML parent element in the output from the bulkSync command like
this:

<psp: bul kSyncResponse xm ns: psp='http://grouper.internet2. edu/ psp' status=' success' request|D="2016/04
/28-17:52: 14. 567" >

. Edit the file /opt/grouper/grouper.apiBinary-2.2.2/conf/grouper-loader.properties and add the following:

changelLog. changeLogTenmpToChangelLog. quartz.cron = 0/10 * * * * ?

changelog. consuner . psp. cl ass = edu. i nternet 2. m ddl ewar e. psp. gr ouper . PspChangeLogConsuner
changelLog. consuner. psp. quartzCron = 5/10 * * * * ?

changelog. consuner. psp.retryOnError = true

changelog. psp. ful | Sync. cl ass = edu. i nternet2. m ddl ewar e. psp. gr ouper . PspChangeLogConsuner
changelog. psp. ful | Sync. quartzCron = 0 0 5 * * ?

This will configure the Grouper loader daemon to use the PSP for "real time" provisioning of groups and memberships from Grouper to LDAP.

. Test the Grouper loader daemon configuration by running

cd /opt/grouper/grouper. api Binary-2.2.2
sudo -u tontat6 ./bin/gsh.sh -1oader

Leave the process running and then use the COmanage Registry to create a test group and add a person to the group. Within 15 seconds you
should see that the COmanage Grouper Provisioner has provisioned the group and membership to Grouper and then the Grouper PSP/loader
has provisioned the group and membership from Grouper to LDAP.

Stop the current Grouper loader process (Ctrl+c).

Create a directory for the Grouper loader process PID file:

nmkdi r /var/run/ grouper_| oader
chown tontat6 /var/run/grouper_| oader

Download grouper_loader.sh and put it into /opt/grouper/grouper.apiBinary-2.2.2/bin/. Be sure to make the file executable:

cp grouper_| oader.sh /opt/grouper/grouper. api Bi nary-2. 2. 2/ bin/
chnod 755 /opt/ grouper/grouper. api Bi nary-2. 2. 2/ bi n/ gr ouper _| oader. sh

Download the init script grouper_loader (Debian/Ubuntu) and put it into /etc/init.d/. Be sure to make the file executable:

cp grouper_|l oader /etc/init.d/
chnod 755 /etc/init.d/ grouper_| oader

Configure the init script to be run at system boot time:

update-rc.d grouper_| oader defaults

Start the Grouper loader process:

/etc/init.d/grouper_| oader start


https://spaces.at.internet2.edu/download/attachments/98306121/grouper_loader.sh?version=1&modificationDate=1461866917479&api=v2
https://spaces.at.internet2.edu/download/attachments/98306121/grouper_loader?version=1&modificationDate=1461866917474&api=v2
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