Grouper rules privileges inheritance on Ul
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In Grouper 2.3+ there is support for privileges inheritance in the new Ul. Inherited privileges were previously available by assigning attributes in a specific
way or by using GSH. Note: inherited privileges are also displayed in the normal privilege screens. If they are removed from the object privilege screen,
they will be automatically reassigned within a period of time (e.g. within a day, when the rule daemon runs which is configurable).

(D Grouper Privileges (ADMIN, UPDATE, READ, VIEW, etc.) are defined in the Grouper Glossary.

There are 7 screens to control and view inherited privileges.

Patch improvements

Screen: View or assign inherited privileges in a folder

Screen: View inherited privileges that affect a group

Screen: View inherited privileges that affect a folder

Screen: View inherited privileges that affect an attribute definition
Screen: View inherited privileges that affect a subject

Screen: View inherited privileges assigned to members of a group
Screen: View all inherited privileges in registry

Privileges required to manage inherited privileges

Patch improvements
In grouper newer than these patches:

grouper_v2_3_0_api_patch_90

grouper_v2_3 0_ui_patch_38

These Jiras are implemented:

GRP-1663: inherited privileges should revoke those privileges to subobjects
GRP-1664: do not add admin privileges to root or wheel when creating objects

GRP-1665: do not add admin privileges to inherited admins
GRP-1667: a folder inherited privilege should apply to the assigned folder

Screen: View or assign inherited privileges in a folder

On a folder screen, if you are an ADMIN (and you can manage inherited privileges, see below), you can click "More -> Privileges inherited to objects in
folder"
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Click "Add members" to add a new inherited privilege
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The following table lists privileges assigned to objects in folder

Mote: you cannot edit an entry. You must create a new entry and delete the old one.

Remove selected inherited privileges

Assigned to

Select a member and the type to "Assign to" (which could be multiple types at once)
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The following table lists privileges assigned to objects in folder

Mote: you cannot edit an entry. You must create a new entry and delete the old one.

Remove selected inherited privileges -

You can delete direct inherited privileges (which are assigned to this folder). To delete inherited indirect entries, click on that folder and delete from there

£= localhost:8090/grouper/c X'-‘_\ m o 1=l
€ - € [ localhost:8090/grouper/grouperUi/app/UiV2Main.index?operation=UiV2Stem.privilegesinherited ToObjectsInFolder&stem|d=a69594b88d454ff48a42935095e 155y @ a =

a Q -
INTERNET, Search
Logged in as GrouperSysAdmin - Log out

Success: added 1 inherited privilege entries

SR
Quick links = . stem2

More actions~

My groups More
My folders
My favorites Folder contents Privileges. More ~
My services
My activity The following table lists privileges assigned to objects in folder
Admin Ul Mote: you cannot edit an entry. You must create a new entry and delete the old one
Lite Ul
Remove selected inherited privileges
Browse folders =
Assigned to
=] = Root (] Folder Entity Object type this folder Levels Privileges
+ (O efc z : 2 : =
I Root & my name is test subject3 Aftribute Indirect All Admin
+ o stemi
A S I Root & my name is testsubjects Aftribute Indirect All Admin
+ [ stem3 B Root & my name is test subject0 Folder Indirect All Admin
O Emstem2 & admins Folder Direct All Admin

Screen: View inherited privileges that affect a group

If you are an ADMIN of a group and can view inherited privileges, pull a group up on the Ul and click "More -> This group's privileges inherited from folders"
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Screen: View inherited privileges that affect a folder

If you are an ADMIN of a folder and can view inherited privileges, pull a folder up on the Ul and click "More -> This folder's privileges inherited from
ancestor folders"
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Screen: View inherited privileges that affect an attribute definition

If you are an ADMIN of an attribute definition and can view inherited privileges, pull an attribute definition up on the Ul and click "More -> This attribute's
privileges inherited from ancestor folders"
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Screen: View inherited privileges that affect a subject

If you can view inherited privileges, pull an entity up on the Ul and click "More -> This subject's privileges inherited from folders"
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Screen: View inherited privileges assigned to members of a group

This is similar to seeing privileges assigned to a subject. lIts a little confusing. This is not the privileges of this group that are affected by inherited
privileges.

If you can view inherited privileges, pull a group you can VIEW up on the Ul and click "More -> This subject's privileges inherited from folders"
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Screen: View all inherited privileges in registry
View all inherited privileges in the registry that you are allowed to see.

Click on Miscellaneous (if you can see inherited privs you will see this link)
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This website allows you to manage groups associated with your organization and the members of those groups. For a list of answers to
frequently asked questions, refer to the support documentation.

Recent activity

Added attribute value to attribute ruleThenEnumArg1 2016/03/31 20:21 PM
Added attribute ruleThenEnumArg1 to an attribute assignment. 2016/03/31 20:21 PM
Added attribute value to attribute ruleThenEnumArgl 2016/03/31 20:21 PM
Added attribute ruleThenEnumArg0 to an attribute assignment. 2016/03/31 20:21 PM
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Note: you can only see entries in folders where you are the admin of relevant objects. You can create or delete inherited privileges in the
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Privileges required to manage inherited privileges
This section describes who is allowed to view or assign inherited privileges.

In order to see rules configuration for inherited privileges on the Ul, you need to be able to be an admin (stemAdmin) on a folder which is affected by the
rule. If you want fewer people to be able to see the rule, you can adjust these in grouper.properties.



# require admn (G ouperSysAdm n or wheel group) to update inherited privileges
ui V2. privil egel nherit anceUpdat eRequi reAdnin = fal se

# require adm n (G ouper SysAdm n or wheel group) to read inherited privileges
ui V2. privil egel nheritanceReadRequi reAdnin = fal se

# require adm n (G ouperSysAdm n or wheel group) to update inherited privileges
ui V2. privil egel nheritanceUpdat eRequi reG oup =

# require adm n (G ouper SysAdm n or wheel group) to read inherited privileges
ui V2. privil egel nheritanceReadRequi reG oup =

Note, you dont need to be able to read attributes on the assigned (parent or ancestor folder) to be able to see the privilege inheritance. You also do not
need privileges on rule attributes. If you want to require rules attributes privileges set this in the grouper-ui.properties.

# if this is true you dont even need to be able to

ui V2. privil egel nheritanceDoesnt Requi reRul esPrivileges = fal se

If that is set to false, then to see the inherited privileges, you need to be able to READ the two attributeDefs for rules type and attributes

You can control the global screen (note, there is no paging as of 2.3.0)

# if show miscellaneous I|ink
ui V2. showM scel | aneousLi nk = true

# if show gl obal inherited privileges |ink
ui V2. showd obal I nheritedPrivil egesLink = true

sfd
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