TIER API POC on Grouper demo server

TIER Authz demo on grouper demo server (use chrome recommended). User/pass: email the list to get access
® Has member

® https://grouperdemo.internet2.edu/grouper-ws_v2_2/tierApiAuthz/v1l/Groups/name:test:testGroup/Members/id:test?indent=true
® Doesn't have member

® https://grouperdemo.internet2.edu/grouper-ws_v2_2/tierApiAuthz/v1l/Groups/name:test:testGroup/Members/id:mchyzer@upenn.edu?
indent=true

Setup

Generic TIER authz server:
https://github.com/Internet2/grouper/tree/GROUPER_2_2_BRANCHY/grouper-misc/tierApiAuthzServer

Grouper implementation of a back end:
https://github.com/Internet2/grouper/tree/GROUPER_2_2_BRANCH)/grouper-misc/grouper-tierApiAuthz-connector

Build those to jars, put it in grouper 2.2

Put in the config files:
https://github.com/Internet2/grouper/tree/GROUPER_2_2_BRANCHY/grouper-misc/grouper-tierApiAuthz-connector/src/resources

Add tierApiAuthz.server.properties:

# Server type in the service neta. e.g. Gouper W5 2.1.23
tierApi AuthzServer. server Type = G ouper W5 2.2.2

tierApi AuthzServer.servlietUrl = http://|ocal host: 8089/ grouper\W/tierApi Aut hz

# groups nenber |ogic, inplenment edu.internet2. mddl eware.tierApi AuthzServer.interfaces.

AsasApi GroupsMenber | nterface

tierApi AuthzServer.interface. groupsMenber = edu.internet?2. m ddl eware. grouper Ti er Api Aut h. i nterfaces.
G aasG oupsMenber I nt er f acel npl

HHH R R R
## Cient configuration

# dir where dirs can hold client configs. Files could be in this dir or in a subdir
tierApi AuthzServer.clientConfigDir = /opt/tontats/tontat_i/clients

https://github.com/Internet2/grouper/tree/GROUPER_2_2 BRANCHY/grouper-misc/tierApiAuthzServer/src/resources
Add grouperTierApiAuthz.server.properties which is blank

Add this to the web.xml


https://grouperdemo.internet2.edu/grouper-ws_v2_2/tierApiAuthz/v1/Groups/name:test:testGroup/Members/id:test?indent=true
https://grouperdemo.internet2.edu/grouper-ws_v2_2/tierApiAuthz/v1/Groups/name:test:testGroup/Members/id:mchyzer@upenn.edu?indent=true
https://grouperdemo.internet2.edu/grouper-ws_v2_2/tierApiAuthz/v1/Groups/name:test:testGroup/Members/id:mchyzer@upenn.edu?indent=true
https://github.com/Internet2/grouper/tree/GROUPER_2_2_BRANCH/grouper-misc/tierApiAuthzServer
https://github.com/Internet2/grouper/tree/GROUPER_2_2_BRANCH/grouper-misc/grouper-tierApiAuthz-connector
https://github.com/Internet2/grouper/tree/GROUPER_2_2_BRANCH/grouper-misc/grouper-tierApiAuthz-connector/src/resources
https://github.com/Internet2/grouper/tree/GROUPER_2_2_BRANCH/grouper-misc/tierApiAuthzServer/src/resources

<filter>
<filter-name>TI ER APl authz server filter</filter-nanme>
<filter-class>edu.internet2. m ddl eware.tierApi Aut hzServer.|2ee. TaasFilterJ2ee</filter-class>
</filter>
<l-- Map the filter to a Servlet or URL -->
<filter-mappi ng>
<filter-name>TI ER APl authz server filter</filter-nanme>
<url-pattern>/tierApi Authz/*</url-pattern>
</filter-nappi ng>
<servlet>
<servl et - name>Ti er Api Aut hzSer vl et </ ser vl et - nane>
<di spl ay- name>TlI ER APl authz Servl et</displ ay- name>
<servl et-cl ass>edu. i nternet2. m ddl eware. tierApi Aut hzServer.j2ee. TaasRest Servl et </ servl et-cl ass>
<| oad- on-startup>1</1oad-on-startup>
</servlet>
<servl et - mappi ng>
<servl et - nane>Ti er Api Aut hzSer vl et </ servl et - nane>
<url-pattern>/tierApi Authz/*</url-pattern>
</ servl et - mappi ng>

<l-- optional if you need this, configure appropriately -->
<security-constraint>
<web-resource-col | ecti on>
<web- r esour ce- nane>Web servi ces</ web- r esour ce- nane>
<url-pattern>/tierApi Authz/*</url-pattern>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<r ol e- name>gr ouper _user </ r ol e- nane>
</ aut h-constrai nt >
</security-constraint>

Client configuration

Each client can have its own configuration to define which fields to return etc

Set the directory where the client configs are in tierApiAuthz.server.properties

HEHHHIH R A
## Cient configuration
I A R

# dir where dirs can hold client configs. Files could be in this dir or in a subdir

tierApi AuthzServer.clientConfighir = C\\Users\\nthyzer\\ Docunment s\\ G t Hub\\ gr ouper _v2_2\\ gr ouper -
m sc\\tierApi AuthzServer\\clients

Have a base config e.g. clients/common/baseClient.properties



# properties shared anmong all clients

# The tier api server uses Configuration Overlays (docunented on wi ki)

# By default the configuration is read from authzStandar dApi . server. base. properties
# (whi ch should not be edited), and the authzStandardApi.server.properties overlays
# the base settings. See the tierApiAuthz.server. base.properties for the possible
# settings that can be applied to the tierApi Authz. server.properties

HEHHHHEH R A A
## Confi g chaining hierarchy
HEHHHHH R I R R

# conma separated config files that override each other (files on the right override the left)

# each should start with file: or classpath:

# e.g. classpath:soneFile.server.exanple.properties, file:c:/sonething/ myconfig.properties
#tierCient.config.hierarchy = classpath: soneFile.server.base. properties, classpath:soneFile.server.properties
# this needs to be in each client config file

# seconds between checking to see if the config files are updated

#tierCient.config. secondsBet weenUpdat eChecks = 60

## Client config
SR R R T T

# set this for a non hel per config, which specifies which users it is applicable for
# tierClient.users =

# show exception stack in response

tierCdient.showExcepti onStack = fal se

## Generic operations
SRR A R R R

# show name in get group nenber
tierCient.generic.showNane = true

HHH R R R T
## Get group nenber operation

# show nane in get group nenber: true, false, or inherit fromtierdient.generic.showNane
tierCient.get GoupMenber. showName = inherit

You can have generic overrides for all clients, e.g. clients/common/baseClientCustom.properties

## Client config

# show exception stack in response
tierCdient.showExcepti onStack = fal se

Each client can have its own config or you can share among clients, e.g. clients/GrouperSystem/GrouperSystem.properties



# comma separated config files that override each other (files on the right override the left)
# each should start with file: or classpath:

# e.g. classpath:soneFile.server.exanple.properties, file:c:/sonething/ myconfig.properties
tierCient.config.hierarchy = file:C\\Users\\nthyzer\\ Docunents\\ G t Hub\\ gr ouper _v2_2\\ gr ouper -
m sc\\tierApi AuthzServer\\clients\\comon\\based ient.properties, file:C

\\ User s\\ nthyzer\\ Docunent s\\ G t Hub\ \ gr ouper _v2_2\\ gr ouper -

m sc\\tierApi AuthzServer\\clients\\comon\\based i ent Custom properties, file:C

\\ Users\\ nchyzer\\ Docunment s\\ G t Hub\ \ gr ouper _v2_2\\ gr ouper -

m sc\\tierApi Aut hzServer\\clients\\ G ouper Syst em \ G ouper Syst em properties

# this needs to be in each client config file

# seconds between checking to see if the config files are updated

tierCient.config. secondsBet weenUpdat eChecks = 60

HEHHHHEH R A A
## Client config
HEHHHHH R I R R

# set this for a non hel per config, which specifies which users it is applicable for, conma separated
tierCient.users = G ouperSystem

Logging

Add this to log4j.properties to get request logging

| 0g4j . appender . ti er Api Aut hz_r equest Log
| 0g4j . appender . tier Api Aut hz_requestLog. File / some/ fol der/tier Api Aut hz_request. | og
| 0g4j . appender . ti er Api Aut hz_r equest Log. Dat ePattern "L yyyy- M dd

| 0g4j . appender . ti er Api Aut hz_r equest Log. | ayout = org. apache. | og4j . Patt er nLayout

| 0og4j . appender . tier Api Aut hz_request Log. | ayout. ConversionPattern = %l{IS08601}: %dn

org. apache. | og4j . Dai | yRol | i ngFi | eAppender

| 0g4j . | ogger. edu.internet2. m ddl eware. tierApi Aut hzServer. | oggi ng. TaasRequest Log = DEBUG, ti er Api Aut hz_requestLog
log4j.additivity.edu.internet2. mddl eware.tierApi AuthzServer.| oggi ng. TaasRequest Log=f al se
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