LDAP Subject API example
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Public LDAP example

CMU has a public LDAP server. We can hook up a subject source to it as an example
Server: Idap.andrew.cmu.edu

Base DN: dc=cmu,dc=edu

URL: Idap://ldap.andrew.cmu.edu:389/dc=cmu,dc=edu
Top OU: ou=person

Users: guid=ABC123

Attributes:

objectClass: cmuPerson

cn (First Last)

mail

eduPersonSchoolCollegeName
cmuAndrewld: netld

This example shows a description that is the concatenation of the name and the school college name. It will concatenate if it exists or not if there is no
school college name.
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Default schema loaded successfully.

Schema for Idap.andrew.cmu.edu: 389 loaded successfully.

0 subnodes | | £ Anonymous Schema fetched

subject.properties

# Copyright 2016 Internet2

#

# Licensed under the Apache License, Version 2.0 (the "License");

# you may not use this file except in conpliance with the License.

# You may obtain a copy of the License at

#

# http://ww. apache. org/licenses/ LI CENSE-2.0

#

# Unless required by applicable law or agreed to in witing, software
# distributed under the License is distributed on an "AS | S" BASIS,

# W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
# See the License for the specific |anguage governing perm ssions and
# limtations under the License.

#

# Subj ect configuration

#

# The subject properties uses G ouper Configuration Overlays (docunmented on w ki)
# By default the configuration is read from subject. base. properties

# (whi ch should not be edited), and the subject.properties overlays

# the base settings. See the subject.base.properties for the possible

# settings that can be applied to the subject.properties

# enter the location of the sources.xml. Mist start with classpath: or file:
# bl ank means dont use sources.xm, use subject.properties

# default is: classpath:sources. xm

# e.g. file:/dirl/dir2/sources.xm

subj ect . sources. xm .|l ocation =

## Configuration for source id: cnu
## Source configName: cnu




subj ect Api . source.cnu.id = cnu

# this is a friendly nane for the source
subj ect Api . source. cnu. name = cnu

# type is not used all that much. Can have multiple types, comma separate. Can be person, group, application
subj ect Api . source. cnu. types = person

# the adapter class inplenents the interface: edu.internet2.n ddl eware. subject. Source

# adapter class nust extend: edu.internet2. nm ddl eware. subject. provi der. BaseSour ceAdapt er

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapter2 : if doing JDBC this should be used if
possible. Al subject da

ta in one table/view

# edu.internet?2. nmddl eware. grouper. subj. G ouper JdbcSour ceAdapt er : ol dest JDBC source. Put freeform queries
in here
# edu.internet2. m ddl eware. grouper. subj . G ouper Jndi Sour ceAdapt er . used for LDAP

subj ect Api . sour ce. cnu. adapt er G ass = edu. i nternet2. ni ddl ewar e. gr ouper . subj . G- ouper Jndi Sour ceAdapt er

# e.g. comsun.jndi.|dap.LdapCt xFactory
subj ect Api . source. cnu. param | NI TI AL_CONTEXT_FACTORY. val ue = com sun. j ndi . | dap. LdapCt xFact ory

# e.g. ldap://Ilocal host: 389
subj ect Api . sour ce. cnu. param PROVI DER_URL. val ue = | dap://1dap. andrew. cmu. edu: 389/ dc=cnu, dc=edu

# e.g. sinple, none, sasl_nech
subj ect Api . sour ce. cnu. par am SECURI TY_AUTHENTI CATI ON. val ue = none

# | dap attribute which is the subject id. e.g. exanpl eEduRegl D Each subject has one and only one subject
id. Cenerally it is opa

que and pernmanent.

subj ect Api . sour ce. cnu. param Subj ect| D _Attri but eType. value = guid

# if the subject id should be changed to | ower case after reading fromdatastore. true or false
subj ect Api . sour ce. cnu. par am Subj ect | D_f or mat ToLower Case. val ue = fal se

# attribute which is the subject nane
subj ect Api . source. cnu. param Nane_Attri but eType. val ue = cn

# attribute which is the subject description
subj ect Api . sour ce. cnu. param Descri ption_Attri buteType. val ue = nanmelLong

# when evaluating the virtual attribute EL expression, this variable can be used fromthis java class.

# subjectVirtual AttributeVariable_grouperUtilEl Safe variable is the edu.internet2. m ddl eware. grouper.util.
GrouperUil El Safe cl ass.

Call static methods

subj ect Api . sour ce. cnu. param subj ectVirtual Attri buteVari abl e_grouperUtil El Saf e. val ue = edu.internet?2. m ddl eware.
grouper.util.G ouperU

til El Safe

# This virtual attribute index O is accessible via: subject.getAttributeVal ue("nanmeLong");

subj ect Api . sour ce. cnu. param subj ect Virtual Attri bute_0_naneLong. val ue = ${grouper Util El Safe.

appendl! f Not Bl ankSt ri ng(grouper Uti | El Saf e.

defaul t1fBl ank(subject.getAttributevalue('cn"), "'), ' - ', grouperUtilEl Safe. defaul tlfBl ank(subject.
get Attri buteVal ue(' eduPer sonSch

ool Col | egeNane'), ''))}

# the 1st sort attribute for lists on screen that are derived fromnmenber table (e.g. search for nenber in
group)

# you can have up to 5 sort attributes

subj ect Api . sour ce. cnu. param sort Attri but e0. val ue = naneLong

# the 1st search attribute for lists on screen that are derived frommenber table (e.g. search for nenber in
group)

# you can have up to 5 search attributes

subj ect Api . sour ce. cnu. par am sear chAttri but e0. val ue = naneLong

#searchSubject: find a subject by ID. IDis generally an opaque and permanent identifier, e.g. 12345678.
# Each subject has one and only on ID. Returns one result when searching for one ID.

# sql is the sql to search for the subject by id. 9% ERWow || be subsituted by the id searched for
subj ect Api . source. cnu. sear ch. searchSubj ect. param filter.value = (& (gui d=9%TERMY (obj ectcl ass=cnuPerson))



# Scope Val ues can be: OBJECT_SCOPE, ONELEVEL_SCOPE, SUBTREE_SCOPE
subj ect Api . sour ce. cnu. sear ch. sear chSubj ect . param scope. val ue = ONELEVEL_SCOPE

# base dn to search in
subj ect Api . sour ce. cnu. sear ch. sear chSubj ect . par am base. val ue = ou=person

#sear chSubj ect Byl dentifier: find a subject by identifier. Identifier is anything that uniquely
# identifies the user, e.g. jsnmth or jsmth@nstitution. edu.

# Subjects can have nmultiple identifiers. Note: it is nice to have if identifiers are unique
# even across sources. Returns one result when searching for one identifier.

# sql is the sql to search for the subject by identifier. 9% ERWow Il be subsituted by the identifier searched
for

subj ect Api . source. cnu. sear ch. searchSubj ect Byl dentifier.paramfilter.value = (& (cnmuAndrewl d=%ERM4

(obj ect cl ass=cnuPer son))

# Scope Val ues can be: OBJECT_SCOPE, ONELEVEL_SCOPE, SUBTREE_SCOPE
subj ect Api . sour ce. cnu. sear ch. sear chSubj ect Byl denti fi er. param scope. val ue = ONELEVEL_SCOPE

# base dn to search in
subj ect Api . sour ce. cnu. sear ch. sear chSubj ect Byl denti fi er. param base. val ue = ou=person

# search: find subjects by free formsearch. Returns nultiple results.

# sql is the sql to search for the subject by free formsearch. 9% ERMAW || be subsituted by the text searched
for

subj ect Api . sour ce. cnu. sear ch. search. param filter.value = (& (| (| (crmuAndrew d=%TERM/ (cn=* %TERM ) ) ( gui d=%TERMA) )
(obj ectcl ass=cnuPer s

on))

# Scope Val ues can be: OBJECT_SCOPE, ONELEVEL_SCOPE, SUBTREE_SCOPE
subj ect Api . sour ce. cnu. sear ch. sear ch. param scope. val ue = ONELEVEL_SCOPE

# base dn to search in
subj ect Api . sour ce. cnu. sear ch. sear ch. param base. val ue = ou=person

# attributes fromldap object to becone subject attributes. commma separated
subj ect Api . source. cnu. attri butes = eduPersonSchool Col | egeNane, sn, cnmuStudentd ass, givenNane, mail

# internal attributes are used by grouper only not exposed to code that uses subjects. comm separated
subj ect Api . source.cnu.internal Attributes = searchAttribute0

sources.xml (pre v2.3)

<source adapterd ass="edu. i nternet 2. n ddl ewar e. gr ouper. subj . G ouper Jndi Sour ceAdapt er" >
<i d>cnu</i d>
<nane>cnu</ name>
<t ype>per son</type>
<init-parane
<par am nane>| NI TI AL_CONTEXT_FACTORY</ par am nane>
<par am val ue>com sun. j ndi . | dap. LdapCt xFact or y</ par am val ue>
</init-paran>
<i ni t - paranp
<par am nane>PROVI DER_URL</ par am nane>
<par am val ue>l dap: //| dap. andr ew. cnu. edu: 389/ dc=cnu, dc=edu</ par am val ue>
</init-paran>
<init-parane
<par am nane>SECURI TY_AUTHENTI CATI ON</ par am nane>
<par am val ue>none</ par am val ue>

<!-- paramval ue>si npl e</ paramval ue -->
</init-paran>
<l-- init-paranpr

<par am name>SECURI TY_PRI NCl PAL</ par am nane>
<par am val ue>CN=gr ouper ad, OU=Ser vi ce Account s</ param val ue>
</init-paranme



<init-paran>
<par am nane>SECURI TY_CREDENTI ALS</ par am nane>
<par am val ue>/ et c/ gr ouper/ ADSour ce. pass</ par am val ue>

</init-param -->

<i ni t-paranp

<par am nane>Subj ect | D_At t ri but eType</ par am name>
<par am val ue>gui d</ par am val ue>

</init-paranmp

<init-parane

<par am nane>Subj ect | D_f or mat ToLower Case</ par am nane>
<par am val ue>f al se</ param val ue>

</init-paran>

<i ni t - paranp
<par am nane>Nane_At t ri but eType</ par am nane>
<par am val ue>cn</ par am val ue>

</init-paranmp

<init-parane
<par am nane>Descri ption_Attri but eType</ param nanme>
<par am val ue>naneLong</ par am val ue>

</init-paran>

<t-- I/l

/1l For filter use -->
<sear ch>
<sear chType>sear chSubj ect </ sear chType>
<par anp

<param name>filter</param nane>
<par am val ue>

(&anp; (gui d=%TERMY (obj ectcl ass=cnuPerson))
</ par am val ue>

</ par an»
<par an®»
<par am nane>scope</ par am nane>
<l-- Scope Val ues can be: OBJECT_SCOPE, ONELEVEL_SCOPE, SUBTREE_SCOPE

<paramval ue>
ONELEVEL_SCOPE
</ paramval ue>
</ par an»
<par an»
<par am name>base</ par am nanme>
<par am val ue>
ou=per son
</ param val ue>
</ par an>

</ search>
<search>
<sear chType>sear chSubj ect Byl denti fi er </ searchType>
<par ane
<par am name>fil ter </ param nane>
<paramval ue>
(&anp; (cnmuAndrewl d=%TERM4 (obj ectcl ass=cnuPerson))
</ paramval ue>
</ par an»
<par anp
<par am name>scope</ par am nane>
<par am val ue>
ONELEVEL_SCOPE
</ param val ue>
</ par an»
<par an>
<par am nanme>base</ par am nanme>
<par am val ue>
ou=per son
</ par am val ue>
</ par an»
</ search>

<sear ch>
<sear chType>sear ch</ sear chType>



<par an®>
<par am nanme>fil t er </ par am nane>
<par amval ue>
(&anp; (| (] (cnmuAndr ew d=%TERMA ( cn=* %TERM/ ) ) (gui d=%TERMY ) (obj ect cl ass=cnuPer son))
</ par am val ue>
</ par an»
<par an®»
<par am nane>scope</ par am nane>
<param val ue>
ONELEVEL_SCOPE
</ paramval ue>
</ par an»
<par an>
<par am name>base</ par am nanme>
<par am val ue>

ou=per son
</ param val ue>
</ par an»
</ sear ch>
<l-- you need this to be able to reference Gouperlil El Safe in scripts -->

<i ni t - paranp
<par am name>subj ect Vi rtual Attri but eVari abl e_grouper Ut i | El Saf e</ par am nane>
<par am val ue>edu. i nt er net 2. m ddl ewar e. grouper . util. G ouper Ui | El Saf e</ par am val ue>
</init-paran>
<!-- nake sure subjectVirtual AttributeVariable_grouperUtilEl Safe is set above -->
<i ni t - paranp
<par am nane>subj ect Virtual Attri but e_0_nanmeLong</ par am nane>
<par am val ue>${ gr ouper Ut i | El Saf e. appendl| f Not Bl ankSt ri ng( grouper Uti | El Saf e. def aul t | f Bl ank(subj ect.
getAttributevalue('cn'), "), " - ', grouperUtilEl Safe.defaul t|fBl ank(subject.getAttributeVal ue
(" eduPer sonSchool Col | egeNane' ), ''))}</paramval ue>
</init-paran>

<init-parane

<par am nane>sort At tri but e0</ par am nanme>

<par am val ue>naneLong</ par am val ue>
</init-paran>
<i ni t - paranp

<par am nane>sear chAtt ri but e0O</ par am nanme>

<par am val ue>nanmeLong</ par am val ue>
</init-paran>
<internal -attribute>searchAttributeO</internal-attribute>
<l-- ///Attributes you would like to display when doing a search -->
<attri but e>eduPer sonSchool Col | egeNane</ attri but e>
<attribute>sn</attribute>
<attribute>crmuStudent O ass</attribute>
<attribut e>gi venNane</attri bute>
<attribute>mail</attribute>

</ sour ce>

this is the Java test case: LdapSubjectTest.java in Grouper API



Subj ect subj ect = SubjectFi nder. findByl dAndSour ce("00000000- 0000- 1000- 2F4C- 0800207F02E6", "cnu"

assert Equal s("Vi ncent Lun", subject.getName());

assert Equal s("vl un@ndrew. crru. edu”, subject.getAttributeValue("mil"));

assert Equal s("Vincent Lun - Student Enploynent", subject.getDescription());

assert Equal s("Vincent Lun - Student Enploynent", subject.getAttributeVal ue("naneLong"));

//check the search and sort attributes

Menber menber = Menber Fi nder. fi ndBySubj ect (G ouper Sessi on. st art Root Sessi on(), subject, true);
assert Equal s("Vi ncent Lun - Student Enploynent"”, nenber.getSortString0());

assert Equal s("vincent lun - student enploynent", nenber.getSearchString0());

Subj ect subj ect2 = SubjectFinder.findByldentifierAndSource("vlun", "cmu", true);
assert Equal s(subj ect.getld(), subject2.getld());
Set <Subj ect > subj ects = Subj ect Fi nder. findAll ("Vincent Lun", "cmu");

//hmm will this be one? maybe
assert Equal s(1, GouperUil.length(subjects));
assert Equal s(subject.getld(), subjects.iterator().next().getld());
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