Exposing Groups Through Shibboleth
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Institutions may want to release group information to Shibboleth Service Providers in a secure way when a user is accessing a site. Here are some ways
to do that. You may also want to see the page on Grouper and Shibboleth Integration.

Sending the isMemberOf attribute

Using LDAP's isMemberOf attribute as a source

If you have users' group memberships being sync'ed to user objects in LDAP in an attribute such as isMemberOf and you also have a Shibboleth Identity
Provider data connector for your LDAP, then you can very easily and securely release specific group memberships to each Service Provider using attribute
filter policies. Your data connector for LDAP and your attribute definition for isMemberOf may look like the following:

<resol ver: Dat aConnect or id="nyLDAP" xsi:type="LDAPDi rectory" xm ns="urn: mace: shi bbol et h: 2. 0: resol ver: dc"
| dapURL="1 daps://| dap. exanpl e. or g" baseDN="dc=exanpl e, dc=org" pri nci pal ="cn=di rect ory manager"
princi pal Credenti al ="password" pool I nitial Size="3" pool Maxl dl eSi ze="3">
<Fi |l ter Tenpl at e>
<! [ CDATA[
(ui d=$r equest Cont ext . pri nci pal Nare)
11>
</ FilterTenpl ate>
</ resol ver: Dat aConnect or >

<resol ver: AttributeDefinition id="isMenberO" xsi:type="Sinple" xm ns="urn: mace: shi bbol et h: 2. 0: resol ver: ad"
sourceAttributel D="i sMenber O " >
<resol ver: Dependency ref="nyLDAP" />

<resol ver: Attri but eEncoder xsi:type="SAM.1String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder"
name="urn:oid:1.3.6.1.4.1.5923.1.5.1.1" />

<resol ver: Attri but eEncoder xsi:type="SAM.2String" xm ns="urn: mace: shi bbol eth: 2. 0: attri but e: encoder”
name="urn:oid:1.3.6.1.4.1.5923.1.5.1.1" friendl yNane="i sMenberO" />
</resol ver: AttributeDefinition>

Using LDAP's member attribute as a source

If, instead, you have users' group memberships being sync'ed to group objects in LDAP, where the group's name is the cn attribute, you can still easily and
securely release specific group memberships to each Service Provider using attribute filter policies. Your data connector for LDAP and your attribute
definition for isMemberOf may look like the following:

<resol ver: Dat aConnect or id="nyLDAP" xsi:type="LDAPDi rectory" xm ns="urn: mace: shi bbol eth: 2. 0: resol ver: dc"
| dapURL="1daps://| dap. exanpl e. org" baseDN="dc=exanpl e, dc=org" pri nci pal ="cn=directory manager"
princi pal Credenti al ="password" pool I nitial Size="3" pool Maxl dl eSi ze="3"
maxResul t Si ze="500" nergeResul ts="true" >
<Fil terTenpl at e>
<! [ CDATA[
(menber =ui d=${ r equest Cont ext . pri nci pal Nane})
11>
</FilterTenpl ate>
<ReturnAttributes>cn</ReturnAttributes>
</ resol ver: Dat aConnect or >

<resol ver: AttributeDefinition id="isMenberO" xsi:type="Sinple" xm ns="urn: mace: shi bbol et h: 2. 0: resol ver: ad"
sourceAttributel D="cn">
<resol ver: Dependency ref="nyLDAP" />

<resol ver: Attri but eEncoder xsi:type="SAM.1String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder”
nanme="urn:oid:1.3.6.1.4.1.5923.1.5.1.1" />

<resol ver: Attri but eEncoder xsi:type="SAM.2String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder"
name="urn:oid:1.3.6.1.4.1.5923.1.5.1.1" friendl yNane="i sMenberO" />
</resol ver: AttributeDefinition>
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Filtering the attribute

So, for instance, say if you have a group called institution:dept:allMembers. And say if you want to release this group (but no other groups) to sp.example.
org for users that are a member of this group. Your attribute filter policy may look like the following. The PermitValueRule is used to restrict the values that
are sent to the Service Provider.

<AttributeFilterPolicy id="isMenberOf Rul eExanpl e">
<Pol i cyRequi rement Rul e xsi:type="basic: Attri but eRequesterString" value="https://sp.exanple.org
/ shi bbol eth" />

<AttributeRule attributel D="i sMenberOf ">
<Permit Val ueRul e xsi:type="basic: AttributeVal ueString" value="institution:dept:
al | Menbers" />
</AttributeRul e>
</AttributeFilterPolicy>

Another use case may be that you allow a department to create adhoc groups within the folder institution:dept:adhoc and you want to release all those
adhoc groups (but no other groups) to sp.example.org. Your attribute filter policy may look like the following:

<AttributeFilterPolicy id="isMenber Of Rul eExanpl e2" >
<Pol i cyRequi renment Rul e xsi:type="basic: AttributeRequesterString" value="https://sp.exanple.org
/ shi bbol eth" />

<AttributeRule attributel D="i sMenber Of ">
<Per m t Val ueRul e xsi :type="basic: AttributeVal ueRegex" regex="institution:dept:adhoc:.*"

</ AttributeRul e>
</AttributeFilterPolicy>

The difference here is that the PermitValueRule is based on a regular expression match rather than an exact string match.

Sending the entitlement attribute

The isMemberOf attribute requires that an SP have intimate knowledge of the group names used by each of its IdP partners. It seems unlikely that all the
partners will conveniently choose exactly the same names for groups of similar purpose. In addition, the SP has to know, for each IdP, what membership
in one or more groups implies. Thus an SP working with many IdPs will often ask for an consistent entitlement, which may or may not be derived from
group membership at a particular IdP.

Converting isMemberOf to an entitlement

If you have a data connector producing isMemberOf attributes (or cn), as described above, your attribute definition for entitement may look like the
following:

Suppose you want to release the standard library entittement, based on membership in one or more groups.



<resol ver: Attri buteDefinition id="nmenberships" xsi:type="Sinple"
xm ns="ur n: mace: shi bbol et h: 2. 0: resol ver: ad"
sourceAttributel D="i sMenber O " >
<resol ver: Dependency ref="nyLDAP" />

</resol ver: AttributeDefinition>

<resol ver: AttributeDefinition id="entitlenment_lib" xsi:type="Script"
xm ns="ur n: mace: shi bbol et h: 2. 0: resol ver: ad" >
<resol ver: Dependency ref="menbershi ps" />

<resol ver: Attribut eEncoder xsi:type="SAML1String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder"
name="urn: mace: dir:attribute-def: eduPersonEntitlement" />

<resol ver: Attri but eEncoder xsi:type="SAM.2String" xm ns="urn: mace: shi bbol eth: 2. 0: attri bute: encoder"
name="urn:oid:1.3.6.1.4.1.5923.1.1.1.7" friendl yNanme="eduPersonEntitlenent" />

<Scri pt >
<! [ CDATA[
i mpor t Package( Packages. edu. i nt ernet 2. m ddl ewar e. shi bbol et h. conmon. attri bute. provider);

entitlenent = new BasicAttribute("entitlement_lib");
var ngroup = nenbershi ps. getVal ues().size();
for (var i=0; i<ngroup; i++) {

var group = nenberships. getVal ues().get(i);

if (group.equal s("uw student”) || group.equal s("uw enpl oyee") || group.equal s("uw lib:users") ) {
entitlement. getValues().add('urn:mace:dir:entitlement:conmon-lib-terns');
br eak;
}
}
11>
</ Scri pt>

</resol ver: Attri buteDefinition>

Your filters for this attribute would look similar to those for the raw isMemberOf attribute filters.
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