Using the Registered By InCommon Category

This page shows some sample Shibboleth configurations that leverage the Registered By InCommon Category.
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IdP Uses of the Registered By InCommon Category

Typically, an IdP will use the r egi st er ed- by- i nconmon entity attribute (if it uses it all) to constrain its attribute release policy. A number of sample
policy rules are illustrated in the subsections below.

1 Do not filter SP metadatal!

An interoperable IdP consumes all the SP metadata in the world, no exceptions. Consequently, an IdP does not filter metadata. Instead an
interoperable IdP implements a rational set of attribute release rules, subject to local policy.

Releasing the Essential Attribute Bundle

A Shibboleth IdP uses type basi c: ANY to activate a policy for any requester. For example, here's a default attribute release policy that releases the Essen
tial Attribute Bundle to all SPs:

A Shib IdP config that releases attributes to ALL SPs

<afp: AttributeFilterPolicy id="rel easeEssential AttributeBundl e">

<I-- this policy is active for ANY requester -->
<af p: Pol i cyRequi renent Rul e xsi:type="basic: ANY"/>

<!-- the Essential Attribute Bundle -->

<afp: AttributeRul e attributel D="eduPersonPrinci pal Nane" >
<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/>
</ afp: Attribut eRul e>
<afp: AttributeRule attributel D="email">
<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/>
</ af p: AttributeRul e>
<afp: AttributeRule attributel D="di spl ayNane" >
<af p: Perm t Val ueRul e xsi :type="basic: ANY"/>
</ af p: Attribut eRul e>
<afp: AttributeRul e attributel D="gi venNane" >
<af p: Perm t Val ueRul e xsi:type="basic: ANY"/>
</ af p: Attribut eRul e>
<afp: AttributeRul e attributel D="surnanme">
<af p: Perm t Val ueRul e xsi:type="basic: ANY"/>
</ af p: Attribut eRul e>

</afp:AttributeFilterPolicy>

A default policy (such as the previous policy) takes on a different meaning in the presence of eduGAIN metadata. For various reasons, some IdPs will want
to retain the semantics of their current default policy, at least for a time. This is why the Registered By InCommon Category was created.

Here's how an instance of Shibboleth IdP V2 can leverage the r egi st er ed- by- i ncommon entity attribute to retain its current default policy:


https://spaces.at.internet2.edu/display/InCFederation/Registered+By+InCommon+Category
https://spaces.at.internet2.edu/display/InCFederation/Default+Attribute+Release
https://spaces.at.internet2.edu/display/InCFederation/Essential+Attribute+Bundle
https://spaces.at.internet2.edu/display/InCFederation/Essential+Attribute+Bundle
https://spaces.at.internet2.edu/display/InCFederation/Registered+By+InCommon+Category

A Shib IdP V2 rule that releases attributes to all SPs registered by InCommon

<I-- this policy is active for a requester with the following entity attribute -->
<l-- (for Shib IdP V3, use type sam :EntityAttributeExactMatch i nstead) .-
<af p: Pol i cyRequi renent Rul e xsi:type="sanl:AttributeRequesterEntityAttributeExactMatch"
attributeNanme="http:// macedir.org/entity-category"
attributeVal ue="http://id.inconmon. org/ cat egory/registered-by-i ncoomon"/>

An instance of Shibboleth IdP V3 will either leverage the r egi st er ed- by- i ncommon entity attribute (as above) or the <ndr pi : Regi strati onl nf o> el
ement directly, as shown in the following example:

A Shib IdP V3 rule that releases attributes to all SPs registered by InCommon

<l-- this policy is active for a requester whose registrar has the given ID -->
<af p: Pol i cyRequi renent Rul e xsi:type="sanl: Regi strationAuthority"
regi strars="https://inconmon. org"/>

The value of the r egi st r ar s XML attribute above is the globally unique ID for the InCommon registrar.

Releasing the R&S Attribute Bundle

Most of the Research & Scholarship (R&S) IdPs in the InCommon Federation are configured with a policy rule that releases attributes to R&S SPs tagged
with the legacy InCommon R&S entity attribute value:

A Shib IdP V2 rule that releases attributes to legacy R&S SPs

<af p: Pol i cyRequi renent Rul e xsi:type="sanl: AttributeRequesterEntityAttributeExact Match"
attributeNanme="http://macedir.org/entity-category"
attributeVal ue="http://id.i nconmon. org/ cat egory/research-and-schol arshi p"/>

@ An IdP configuration SHOULD NOT rely on the incommon.org R&S tag in SP metadata

Use of the legacy incommon.org R&S tag to configure attribute release policy at the IdP is deprecated. Eventually this tag will be removed from
all SP metadata although a timeline for doing so has not yet been determined.

R&S IdPs should instead be configured with a policy that releases the R&S Attribute Bundle to all R&S SPs, including R&S SPs in other federations:


https://spaces.at.internet2.edu/display/InCFederation/Research+and+Scholarship+Attribute+Bundle

A Shib IdP config that releases the R&S bundle to ALL R&S SPs

<afp: AttributeFilterPolicy id="rel easeRandSAttri buteBundl e">
<l-- for Shib IdP V3, use type sanm :EntityAttributeExactMatch instead -->

<af p: Pol i cyRequi renment Rul e xsi:type="sam : AttributeRequesterEntityAttributeExact Match"
attri buteName="http://macedir.org/entity-category"
attributeValue="http://refeds.org/ category/research-and-schol arshi p"/>

<l-- a fixed subset of the Research & Schol arship Attribute Bundle -->

<afp: AttributeRul e attributel D="eduPersonPrinci pal Nane" >
<af p: Perm t Val ueRul e xsi :type="basi c: ANY"/>
</ af p: Attribut eRul e>

<l-- if your deploynent of ePPN is non-reassigned, release of ePTIDis OPTIONAL -->
<afp: AttributeRul e attributel D="eduPersonTar get edl D' >

<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/>
</ afp: AttributeRul e>

<afp: AttributeRule attributel D="email">
<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/>
</ af p: Attribut eRul e>

<l-- either displayNane or (givenName and sn) is REQU RED but all three are RECOMMENDED - ->
<afp: AttributeRule attributel D="di spl ayNane" >
<af p: Perm t Val ueRul e xsi:type="basic: ANY"/>
</ af p: Attribut eRul e>
<afp: AttributeRul e attributel D="gi venNane">
<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/>
</ af p: Attribut eRul e>
<afp: AttributeRul e attributel D="surnane">
<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/>
</ af p: Attribut eRul e>

<l-- release of ePSAis OPTIONAL -->

<afp: AttributeRul e attributel D="eduPersonScopedAffiliation">
<af p: Perm t Val ueRul e xsi:type="basi c: ANY"/>

</ af p: Attribut eRul e>

</afp:AttributeFilterPolicy>

To facilitate the migration suggested by the previous examples, all R&S SPs registered by InCommon have a multivalued R&S entity attribute in metadata.

It is thought that some R&S IdPs will want to retain their current attribute release policy for a time. An instance of Shibboleth IdP V2 may leverage the Regis
tered By InCommon Category to retain its current attribute release policy but without relying on the legacy InCommon R&S entity attribute value:

A Shib IdP V2 rule that releases attributes to R&S SPs registered by InCommon

<l-- for Shib IdP V3, use type sam:EntityAttributeExactMatch instead -->

<af p: Pol i cyRequi renent Rul e xsi :type="basic: AND'>
<basi c: Rul e xsi:type="samnl : Attri but eRequesterEntityAttributeExactMatch"
attributeName="http://macedir.org/entity-category"
attributeVal ue="http://refeds. org/category/research-and-schol arshi p"/>
<basi c: Rul e xsi:type="saml : Attri but eRequesterEntityAttributeExact Match"
attri buteName="http://macedir.org/entity-category"
attributeVal ue="http://id.incomon. org/category/registered-by-i ncormon"/>
</ af p: Pol i cyRequi r enent Rul e>

An instance of Shibboleth IdP V3 will either leverage the r egi st er ed- by- i ncommon entity attribute (as above) or the <ndr pi : Regi strati onl nf o> el
ement directly, as shown in the following example:


https://spaces.at.internet2.edu/display/InCFederation/Research+and+Scholarship+Entity+Metadata
https://spaces.at.internet2.edu/display/InCFederation/Registered+By+InCommon+Category
https://spaces.at.internet2.edu/display/InCFederation/Registered+By+InCommon+Category

A Shib IdP V3 rule that releases attributes to R&S SPs registered by InCommon

<af p: Pol i cyRequi renent Rul e xsi:type="basic: AND"'>
<basi c: Rul e xsi:type="sam :EntityAttributeExact Match"
attri buteName="http://macedir.org/entity-category"
attributeValue="http://refeds.org/ category/research-and-schol arshi p"/>
<basi c: Rul e xsi:type="sanl : Regi strati onAuthority"
regi strars="https://incommon.org"/>
</ af p: Pol i cyRequi r enent Rul e>

For more information about configuring an IdP for Research & Scholarship, consult the R&S Attribute Bundle Config topic in the wiki.

SP Uses of the Registered By InCommon Category

SPs typically leverage entity attributes up front when metadata is consumed. The r egi st er ed- by- i nconmon entity attribute may be used to customize
the discovery interface, or in some special circumstances, to filter metadata altogether.

See the Shibboleth Metadata Config topic for a complete example of a Met adat aPr ovi der . At most one of the following Met adat aFi | t er elements
may be added to that Met adat aPr ovi der .

Filtering Untrusted Metadata

To filter all but InCommon metadata, add the following Met adat aFi | t er to your SP's Met adat aPr ovi der:

Filter all metadata not registered by InCommon

<!-- consurme only InCommon netadata -->
<MetadataFilter type="Witelist" matcher="EntityAttributes">
<sam :Attribute
Name="http://macedir.org/entity-category"
NameFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrname-format: uri ">
<sam : AttributeVal ue>http://id.incomon. org/ category/registered-by-i nconmon</san : Attri but eVal ue>
</sam :Attribute>
</ Met adat aFi | ter>

The above policy is severe but sometimes warranted. A more relaxed policy will simply filter the metadata from the discovery interface, as shown in the
next section.

Customizing Discovery Interfaces

To show all IdPs with the r egi st er ed- by-i ncommon entity attribute, add the following Met adat aFi | t er to your SP's Met adat aPr ovi der:

Show only InCommon IdPs on the discovery interface

<l-- Show all IdPs with the registered-by-incomon entity attribute -->

<Di scoveryFilter type="Witelist" matcher="EntityAttributes"
attributeNane="http://macedir.org/entity-category"
attri but eNameFor mat =" urn: oasi s: nanes: tc: SAML: 2. O0: attrnane-format: uri"
attributeValue="http://id.i ncoomon. org/ category/registered-by-i ncormon"/>

Keep in mind that hiding an IdP from the discovery interface does not prevent the SP from accepting an assertion from that IdP.


https://spaces.at.internet2.edu/display/InCFederation/Research+and+Scholarship+IdP+Config
https://spaces.at.internet2.edu/display/InCFederation/Shibboleth+Metadata+Config
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