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The following MCB config files show the configuration of username/password authentication via Kerberos/JAAS and the SafeNet eTokenPASS OTP
product. The 'example’ labels describe the customized configurations.

multi-context-broker.xml:

<?xm version="1.0" encodi ng="UTF-8"?>
<Mul t i Cont ext Br oker >

<vel oci tyPropertiesFil e>/1ocal /shibbol et h-idp/conf/velocity. properties</vel ocityPropertiesFile>

<l--
Show this list of choices for initial authentication to establish a session. Optionally limt the
choi ces
to those also requested by the SP. If no choices nmatch the SP request, then show the entire list just
as if
the SP had not requested any.

<!-- exanple: IdP displays a menu with the follow ng choices. -->
<initial AuthContext requestedOnly="fal se">
<context name="urn:oasis:names:tc: SAM.: 2. 0: ac: cl asses: Password" />
<context name="http://id.incomon. org/ assurance/ bronze" />
</initial Aut hCont ext >

<l--
This value identifies the ID of the attribute in the Shibboleth attribute-resolver.xm file that
contains the user's allowed context val ues.
-->

<!-- exanple: IdP can obtain a value for the attribute nane given bel ow -->
<idms attributeResol ver| D="eduPer sonAssur ance" />

<l--
If set to FALSE, then if the user has no assigned contexts and the SP does not request one, then
successful authentication via the initial authentication will be returned to the SP as
successful. This in effect mimcs the current Shibboleth behavior.
If set to TRUE, then a valid context for the user is always required.

-->

<pri nci pal Aut hnCont ext Requi r ed>t r ue</ pri nci pal Aut hnCont ext Requi r ed>

<l--
The nmaxi mum nunber of failures allowed a user before returning a SAML failure to the
relying party. Miust be specified according to schema definition. Set to a value of -1
to allow an unlinted nunber of login failures.

-->

<maxFai | ur es>3</ maxFai | ures>

<l--
authContexts is the list of configured contexts the MCB will honor.
-->
<aut hnCont ext s>
<l--
For each context, the name attribute is used to match up with the values returned by the IdVS and
al so

used to natch the requested authentication context sent by the SP.
The nethod attribute corresponds to the authentication nethod this context uses.
-->
<cont ext nanme="urn:oasi s: names:tc: SAM.: 2. 0: ac: cl asses: Passwor d" met hod="password">
<al | owedCont ext s>
<context nanme="http://id.incomon. org/assurance/ bronze" />
</ al | owedCont ext s>
</ cont ext >

<context nanme="http://id.incomon. org/assurance/ bronze" nethod="bronze">
<l--
Note that since the bronze level allows silver and silver allows gold, neans gold is acceptable
here. Contexts



are inherited. Since two |levels of silver have been configured, either is acceptable for

aut henticating at the

bronze | evel (but only because both are |isted).

-->
<al | owedCont ext s>

<context name="http://id.incommon. org/assurance/silver" />
<context nanme="http://id.incomon. org/assurance/sil ver-token" />

<l--

<cont ext nane="urn:oasi s: names:tc: SAM.: 2. 0: ac: cl asses: X509" />

-->
</ al | owedCont ext s>
</ cont ext >

<context name="http://id.incommon. org/assurance/silver" method="silver">

<l--

al | onedContexts is a list of contexts which satisfy this level as well

-->
<al | owedCont ext s>

<context nanme="http://id.incomon. org/assurance/silver-token" />

</ al | onedCont ext s>
</ cont ext >

<cont ext nane="urn:oasi s: nanes:tc: SAM.: 2. 0: ac: cl asses: X509" net hod="t oken" >

<l--

al | onedContexts is a list of contexts which satisfy this level as well

-->
<al | owedCont ext s>

<context name="edu:internet2: m ddl ewar e: assurance: nth: t okenpl uspi n" />

</ al | onedCont ext s>
</ cont ext >

<cont ext nanme="edu: i nternet2: m ddl ewar e: assur ance: ncb: t okenpl uspi n" net hod="t okenpl uspi n" />

</ aut hnCont ext s>

<l--
authMethods is the Iist of authentication nethods supported by the MCB
-->
<aut hMet hods>
<l--

A nethod defines one authentication nethod. The nane attribute corresponds to the nethod val ue
used in the context definition. The bean attribute is the nane of the subnodul e bean | oaded by
the Spring framework during Shibboleth startup. The value of the method node is the friendly nanme

used for display purposes.
-

<met hod nane="password" bean="ntb. user nanepasswor d" >

User nane/ Password Only
</ met hod>

<met hod nanme="bronze" bean="ntb. user nanepasswor dbr onze" >

User nane/ OTP
</ met hod>

<met hod name="sil ver" bean="ntb. user nanepasswordsilver">

Si | ver Assurance Level
</ met hod>
<met hod nanme="t oken" bean="ntb.token">

Silver Assurance Level (via hardware token)
</ met hod>

<met hod nane="t okenpl uspi n" bean="ntb. t okenpl uspi n">

Gol d Level - Token/PIN Required
</ met hod>

</ aut hMet hods>
</ Mul ti Cont ext Br oker >

mcb-spring.xml:

<?xm version="1.0" encodi ng="UTF-8"?>
<beans xm ns="http://ww. springfranmework. org/ schema/ beans"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"



xm ns:util="http://ww.springfranework. org/schema/util"
xsi : schemaLocati on="http://ww. spri ngfranework. or g/ schena/ beans http://ww. spri ngfranmework. or g/ schena/ beans
/ spring-beans-2.0. xsd
http://ww. springframework. org/ schema/util http://ww. springfranmework. org/ schema/ uti
/spring-util-2.0.xsd">

<l-- This bean represents an authentication subnodule -->

<!-- Exanple: Configures the use of Kerberos to do password authentication -->

<bean i d="nth. user nanepassword" cl ass="edu.internet?2. m ddl ewar e. assur ance. nth. aut hn. provi der

JAASLogi nSubrodul e" >

<constructor-arg index="0" val ue="/1ocal /shi bbol et h-idp/conf/| ogin.config.ncb" />
<constructor-arg index="1" val ue="MCBUser PassAut h" />
<constructor-arg index="2" val ue="jaasl ogi n.vn' />

</ bean>

<!-- This bean represents an authentication subnodule -->
<!-- Exanple: Configures the use of the SafeNet eTokenPass OTP device using the RADI US JAAS Mdul e from
Pi eter Vandepitte -->
<bean i d="nth. user nanepasswor dbronze" cl ass="edu.internet 2. ni ddl ewar e. assurance. ntb. aut hn. provi der
JAASLogi nSubnodul e" >
<constructor-arg index="0" val ue="/1ocal/shi bbol et h-i dp/conf/ 1 ogi n. config.radius" />
<constructor-arg index="1" val ue="MCBUser OTPAut h" />
<constructor-arg index="2" val ue="j aasl ogi nbronze. vt />
</ bean>

<!-- This bean represents an authentication subnodule -->
<bean i d="ntb. user nanepasswordsi |l ver" class="edu.internet2. ni ddl eware. assurance. ntb. aut hn. provi der
JAASLogi nSubnodul e" >
<constructor-arg index="0" val ue="/1ocal/shi bbol et h-idp/conf/| ogin.config.ncb" />
<constructor-arg index="1" val ue="MCBUser PassAut h" />
<constructor-arg index="2" val ue="j aasl ogi nsilver.vnm' />

</ bean>

<!-- This bean represents an authentication subnodule -->

<I--

<bean id="nth. token" class="edu.internet2.n ddl eware. assurance. nth. aut hn. provi der. TokenLogi nSubnodul e" >

</ bean>

-->

<I-- Exanple: Configure the use of the renpote_user |ogin handler for X 509 certs -->

<bean id="nth. token" class="edu.internet2.m ddl eware. assurance. ntb. aut hn. provi der . Renot eUser Subnodul e" >
<l-- <constructor-arg i ndex="0" val ue="/ Aut hn/ MCB/ Renot eUser" /> -->
<constructor-arg index="0" val ue="/ Aut hn/ X509/ Logi n" />

</ bean>

<l-- This bean is our configuration object representing the customconfiguration file -->

<bean i d="nth. Configuration" class="edu.internet?2. m ddl ewar e. assurance. nch. aut hn. provi der. MCBConfi gurati on">
<constructor-arg
val ue="/1ocal / shi bbol et h-i dp/ conf/ nul ti - cont ext - broker.xm " />
<constructor-arg>
<list>
<ref bean="ntb. usernamepassword" />
<ref bean="ntb. usernamepasswor dbronze" />
<ref bean="ntb. usernamepasswordsilver" />
<ref bean="ntb.token" />
</list>
</ constructor-arg>

</ bean>

<l-- This bean places the configuration bean into the Servlet space -->
<bean id="nth. Servl et Attri buteExporter" class="edu.internet?2. m ddl eware. shi bbol et h. common. confi g. service
Servl et Cont ext Attri but eExporter™”
depends-on="ncth. Configuration" init-method="initialize">
<constructor-arg>

<list>
<val ue>nthb. Confi gurati on</val ue>
</list>

</ constructor-arg>
</ bean>



</ beans>
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