Grouper rules pattern - Send email due to permissions
disabled date
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Grouper rules
If an entity is going to be disabled from permissions, send an email to the employee and an admin

Assign this rule to the permission definition of the permission that is disabled.

Java example

//add a rule on the pernission definition saying if you are about to | ose a perm ssion by all paths
(flattened), then send an enuil
AttributeAssign attributeAssign = perm ssionDef
.getAttributeDel egate().addAttri bute(Rul eltils.ruleAttributeDefNanme()).getAttributeAssign();

attributeAssign. getAttributeVal ueDel egat e(). assi gnVal ue(

Rul elti | s. rul eAct AsSubj ect Sour cel dNanme(), act AsSubj ect. get Sourceld());
attribut eAssign. get AttributeVal ueDel egat e(). assi gnVal ue(

Rul eUtils. rul eAct AsSubj ect| dNanme(), actAsSubject.getld());
attribut eAssi gn. get Attri buteVal ueDel egat e(). assi gnVal ue(

Rul elti | s. rul eCheckTypeNane(),

Rul eCheckType. per m ssi onDi sabl edDat e. nane() ) ;

//will find nenberships with a disabled date at |east 6 days fromnow. blank neans no nmin
attribut eAssign. getAttributeVal ueDel egat e(). assi gnVal ue(

Rul eUtils. rul eCheckArgONane(), dayslnFutureDi sabledDateM n == null ? null : dayslnFutureDi sabl edDat eM n.

toString());

//will find nenberships with a disabled date at npst 8 days fromnow. blank nmeans no max
attribut eAssign. getAttributeVal ueDel egate(). assi gnVal ue(

Rul elti | s. rul eCheckArglName(), dayslnFutureDi sabl edDateMax == null ? null : daysl nFutureDi sabl edDat eMax.

toString());

attribut eAssign. getAttributeVal ueDel egat e(). assi gnVal ue(

Rul elti | s. rul eThenEnunNane(), Rul eThenEnum sendEnwil. nanme());
attribut eAssi gn. get AttributeVal ueDel egat e(). assi gnVal ue(

Rul elti | s. rul eThenEnumAr gONane(), enail ToVal ue);
attribut eAssign. getAttributeVal ueDel egate(). assi gnVal ue(

Rul eti | s. rul eThenEnumAr g1lNanme(), enmil Subj ect Val ue);

//the to, subject, or body could be text with EL variables, or could be a tenplate. |If tenplate, it is
/lread fromthe classpath from package: grouperRul esEnail Tenpl at es/t heTenpl at eNane. t xt
//or you could configure grouper.properties to keep themin an external folder, not in the classpath
attribut eAssi gn. get Attri buteVal ueDel egat e(). assi gnVal ue(

Rul elti | s. rul eThenEnumAr g2Nanme(), enmi |l BodyVal ue);

//shoul d be valid
String isValidString = attributeAssign. getAttributeVal ueDel egate().retrieveVal ueString(
Rul eUtils.rul evalidNane());

if (I'StringUils.equals("T", isValidString)) {

throw new Runti meException(isValidString);
}

GSH shorthand method
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Rul eApi . emai | OnFl at t enedPer ni ssi onDi sabl edDat e( Subj ect Fi nder . f i ndRoot Subj ect (), perm ssionDef, 6, 8,

Grouper Config.getProperty("nail.test.address") + ", ${safeSubject.ennil Address}", "You will have this

per m ssi on unassi gned: ${attri buteDef NaneDi spl ayExtension} in role ${rol eDi spl ayExt ensi on}, renoved on

${rul eEl Uil s.formatDat e(pern ssi onDi sabl edTi nestanp, 'yyyy/MMdd')}", "Hello ${saf eSubject.nane}, \ n\ nJust
letting you know you will have this permssion removed ${attributeDef NameDi spl ayExtension} in role

${rol eDi spl ayExt ensi on}, renmoved on ${rul eEl Util s. format Dat e( per m ssi onDi sabl edTi mestanp, 'yyyy/MMdd')} in the

central Groups / Pernmissions managenent system Please do not respond to this enmmil.\n\nRegards.");

GSH test case

gsh 0% grouper Sessi on = G ouper Sessi on. st art Root Sessi on();
edu. i nternet 2. mi ddl ewar e. gr ouper . G- ouper Sessi on: 755a39e6672d4f 60bf ca6cc5ed065b5d, ' Grouper Systen , ' appl i cati on’

//perm ssion definition

gsh 1% perm ssionDef = new Attri but eDef Save(grouper Sessi on) . assi gnNane("stem permi ssionDef").
assi gnCr eat ePar ent St ens| f Not Exi st (true). assignAttributeDef Type(Attri but eDef Type. pern).save();
edu. i nternet2. m ddl eware. grouper. attr. AttributeDef: AttributeDef[nane=stem perm ssi onDef,

uui d=al1522f e8665443538a4f 7a7529¢c5996d]

gsh 2% per m ssi onDef . set Assi gnToEf f Menber shi p(true);

gsh 3% per m ssi onDef. set Assi gnToG oup(true);

gsh 4% perni ssi onDef.store();

//run daenobn once
gsh 6% Rul eApi . enmi | OnFl at t enedPer ni ssi onDi sabl edDat e( Subj ect Fi nder . fi ndRoot Subj ect (), perm ssionDef, 6, 8,
"a@.c, ${safeSubject.emnil Address}", "You will have this perm ssion unassigned:
${attribut eDef NaneDi spl ayExtension} in role ${rol eDi spl ayExtension}, rempved on ${rul eEl Utils.formtDate
(perm ssi onDi sabl edTi nestanp, 'yyyy/MMdd' )}", "Hello ${safeSubject.nane},\n\nJust letting you know you will
have this perm ssion renoved ${attributeDef NameDi spl ayExt ension} in role ${rol eDi spl ayExt ensi on}, renpved on
${rul eEl Utils. format Dat e(perm ssi onDi sabl edTi nestanp, 'yyyy/MMdd' )} in the central Goups / Pernm ssions
managenent system Please do not respond to this email.\n\nRegards.");
edu. i nternet2. m ddl eware. grouper. attr.assign. AttributeAssign: AttributeAssign
[i d=01e759e67c424ded95665ddf 0eeOf 6b6, acti on=assi gn, attri but eDef Name=etc: attribute:rules:rule,

attri but eDef =Attri but eDef [ name=st em per m ssi onDef, uui d=al1522f e8665443538a4f 7a7529c5996d] ]

//hasnt fired yet
gsh 7% G ouper Emai | . t esti ngEmai | Count
java.l ang. Long: 0O

//two roles

gsh 8% payrol | User = new GroupSave(grouper Sessi on). assi gnNane("apps: payrol | :rol es: payrol | User").
assi gnTypeO G oup( TypeOf Group. rol e) . assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

group: name='apps: payroll:roles:payroll User' displayNanme="apps: payroll:roles:payroll User'

uui d=' bd2872af 67bc42b3adal6566985854c4’

gsh 9% payrol | Guest = new GroupSave(grouper Sessi on) . assi gnNanme("apps: payrol |l :rol es: payrol | Guest").
assi gnTypeO Group( TypeO Group. rol e) . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

group: nane='apps: payroll:roles:payroll Guest' displayNane="apps: payroll:roles:payroll Guest"'

uui d=' 104bc36f 602f 4dce868eba7196f eellb’

//three users

gsh 10% subj ect 0 = Subj ect Fi nder . fi ndByl dAndSour ce("t est. subj ect.0", "jdbc", true);

subj ect: id="test.subject.0 type='person' source='jdbc' nanme='ny nane is test.subject.0
gsh 11% subj ect1 = Subj ect Fi nder. fi ndByl dAndSour ce("test. subject. 1", "jdbc", true);

subj ect: id="test.subject.1l" type='person' source='jdbc' nanme='ny nane is test.subject.1
gsh 12% subj ect 2 = Subj ect Fi nder. fi ndByl dAndSour ce("test. subject.2", "jdbc", true);

subj ect: id='test.subject.2" type= person' source='jdbc' nanme='nmy nane is test.subject.?2

/Il payroll user has the pernission
gsh 13% payrol | User . addMenber (subj ect 1, fal se);
true

/I payroll guest requires user to have perm ssion explicitly assigned
gsh 14% payrol | Guest . addMenber (subj ect 0, fal se)

true

gsh 15% payrol | Guest . addMenber (subj ect 2, fal se)

true



/| perm ssion resource

gsh 16% canLogi n = new Attri but eDef NanmeSave( grouper Sessi on, perm ssionDef).assi gnNane("apps: payrol | : permni ssions:
canLogi n") . assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

edu. i nternet2. m ddl eware. grouper.attr. Attri but eDef Name: Attri but eDef Nane[ nanme=apps: payrol | : per m ssi ons: canLogi n,
uui d=943475dbdcac45ef a2335c6a8c399971]

/lassign resource to the user role

gsh 17% payrol | User. get Per mi ssi onRol eDel egat e() . assi gnRol ePer m ssi on(canLogi n);

edu. i nternet2. n ddl eware. grouper.attr.assign. AttributeAssignResult: edu.internet?2.niddl eware.grouper.attr.
assign. Attribut eAssi gnResul t @ 5e601

//assign subject2 directly to perm ssion

gsh 18% payrol | Guest . get Per mi ssi onRol eDel egat e() . assi gnSubj ect Rol ePer m ssi on(canLogi n, subject?2);

edu. i nternet2. m ddl ewar e. grouper. attr.assign. Attri buteAssi gnResul t: edu.internet2. n ddl eware. grouper.attr.
assign. AttributeAssi gnResul t @a70476

//assign subject0 to perm ssion, but keep assignnent to be able to put disabled date on it
gsh 19% attribut eAssi gn = payrol | Guest. get Per mi ssi onRol eDel egat e() . assi gnSubj ect Rol ePer i ssi on(canLogi n,
subj ect0) . get Attri but eAssi gn();
edu. i nternet2. m ddl eware. grouper. attr.assign. Attri buteAssign: AttributeAssign
[i d=12c472cealce471bba0d05ach3abl167a, acti on=assi gn, attri but eDef Nanme=apps: payr ol | : per m ssi ons: canLogi n,
group=Gr oup[ nane=apps: payrol | :rol es: payrol | Guest, uui d=104bc36f 602f 4dce868eba7196f eellb],
subj ectld="test.subject.0 /' person'/"'jdbc']

//run daenon, still shouldnt find it.
gsh 20% G ouper Loader . runOnceByJobNane( gr ouper Sessi on, G ouper Loader Type. GROUPER_RULES) ;
| oader ran successfully: Ran rul es daenon, changed 0 records

gsh 21% Grouper Enmi | . t esti ngEnmai | Count
java.lang. Long: O

//set disabled time of permission to be 7 days in the future

gsh 23% attributeAssign. set Di sabl edTi me(new java. sql . Ti nestanp(SystemcurrentTineMIlis() + (7 * 24 * 60 * 60 *
1000)));

gsh 24% attri but eAssi gn. saveOr Updat e() ;

//find that record and send an email

gsh 25% G ouper Loader . runOnceByJobName( gr ouper Sessi on, G ouper Loader Type. GROUPER_RULES) ;
| oader ran successfully: Ran rul es daenon, changed 0 records

gsh 26% G ouper Enmi | . t esti ngEnai | Count

java.lang. Long: 1

//set 5 days in advance, and it is not between 6 and 8, so it wont find it

gsh 27% attri but eAssi gn. set Di sabl edTi me(new j ava. sql . Ti nestanp(SystemcurrentTineMIlis() + (5 * 24 * 60 * 60 *
1000)));

gsh 28% attri but eAssi gn. saveOr Updat e() ;

gsh 29% G ouper Loader . runOnceByJobName( gr ouper Sessi on, G ouper Loader Type. GROUPER_RULES) ;

| oader ran successfully: Ran rul es daenon, changed 0 records

/1 still one email sent
gsh 30% G ouper Enmi | . t esti ngEnai | Count
java.lang. Long: 1

//set it 9 days in advance

gsh 31% attri but eAssi gn. set Di sabl edTi me(new j ava. sql . Ti nestanp(SystemcurrentTineMIlis() + (9 * 24 * 60 * 60 *
1000)));

gsh 32% attri but eAssi gn. saveOr Updat e() ;

gsh 33% G ouper Loader . runOnceByJobNane( gr ouper Sessi on, G ouper Loader Type. GROUPER_RULES) ;

| oader ran successfully: Ran rul es daenon, changed 0 records

//out of bounds

gsh 34% G ouper Enmi | . t esti ngEnai | Count

java.lang. Long: 1

gsh 35% attri but eAssi gn. set Di sabl edTi me(new j ava. sql . Ti nestanp(SystemcurrentTineMIlis() + (7 * 24 * 60 * 60 *
1000))) ;

gsh 36% attributeAssign. saveOr Updat e();

//run the daeron and find another record

gsh 37% G ouper Loader . runOnceByJobNane( gr ouper Sessi on, G ouper Loader Type. GROUPER_RULES) ;
| oader ran successfully: Ran rul es daenon, changed 0 records

gsh 38% Grouper Enmi | . t esti ngEmai | Count



java.lang. Long: 2

//add another path w thout a disabled date, and it should not find it this time

gsh 39% payrol | User . addMenber (subj ect 0, fal se);

true

gsh 40% G ouper Loader . r unOnceByJobName( gr ouper Sessi on, G ouper Loader Type. GROUPER_RULES) ;
| oader ran successfully: Ran rul es daenon, changed 0 records

// same nunber, no new emails

gsh 41% G ouper Enmi | . t esti ngEmai | Count
java.lang. Long: 2

gsh 42%

dsaf
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