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Extending Classic GridShib

The classic GridShib Attribute Pull Profile (called Classic !GridShib) is an initial attempt to provide interoperability between Globus Toolkit and Shibboleth.
The next round of implementations will refine Classic !GridShib, decompose the profile (for reusability), and address attribute push in addition to attribute
pull.

Why are we extending Classic !GridShib?

. To serve as a model for future revisions of the OASIS SAML V2.0 Attribute Sharing Profile (an important work-in-progress)

. To provide a specification to drive this round of GridShib implementations (which addresses the needs of caBIG, among others)
. To facilitate the GGF ShibGrid Birds-of-a-Feather interoperability testbed (to be discussed at GGF18)

. To provide reusable building blocks for subsequent profiles (including an emerging X.509 Binding Profile for SAML Assertions)

A WN PP

How are we extending Classic !GridShib?
Specific work items include the following:

® [GridShib for GT] Modify the Shibboleth Attribute Requester PIP to send the Issuer DN in the NameQual i f i er attribute.

® [GridShib for Shib] Modify the Gri dShi bNameMapper plugin to process the Issuer DN in the NaneQual i f i er attribute.

® [GridShib for Shib] Refactor the GridShib NarmreMap interface (and everything that depends on it) to map an ordered pair of the form ( subj ect DN,
i ssuer DN) to a local principal name.

® [GridShib for Shib] Implement a modified query protocol handler (similar to !LionShare) that handles the case where the requester is the subject of
the query (i.e., self-queries). If the DN of the query matches the DN of the requester (from TLS client authn) and the !IdP trusts the issuer of the
client cert, then the AA bypasses the ARPs and returns all attributes pertaining to the subject. (See below for a sample assertion.)

® [GridShib Client] Extend the SAML Assertion Client to query a Shib AA (similar to !LionShare) and embed the resulting assertion in a non-critical
X.509 extension. In the query, the name identifier format is X509Subj ect Nane and the value of the Narrel dent i fi er is the Subject DN of the
client certificate. The NameQual i fi er attribute is the Issuer DN of the client certificate.

® [GridShib for GT] Extend the SAML Assertion Consumer PIP to consume the assertion in the extension as follows: If the assertion contains an At
tribut eSt at enent , the attributes are parsed and the Shibboleth Attribute Requester PIP is bypassed. If, on the other hand, there is only an Au
thenti cati onSt at ement in the assertion, the Shibboleth Attribute Requester PIP is invoked. Note: The assertion MUST contain an Aut hent i
cationSt at ement and it MAY contain an Attri but eSt at enent .

® [GridShib for GT] Modify the SAML Assertion Consumer PIP to validate the signature on an assertion (if one exists).

® [GridShib for GT] Modify the SAML Assertion Consumer PIP to perform holder-of-key subject confirmation (if necessary). Note: An assertion with
holder-of-key subject confirmation MUST be signed.

® [GridShib for Shib] Define a new role at the !ldP that calls out support for this profile.

® [GridShib for GT] Extend the metadata handler to check for profile support at the !ldP.

Future extensions to Classic !GridShib:

® [GridShib Client] Extend the SAML Assertion Client to issue a SOAP request with a SAML assertion in the SOAP header (according to the WSS
SAML Token Profile).

® [GridShib for GT] Extend the SAML Assertion Consumer PIP to handle assertions in SOAP request headers (according to the WSS SAML Token
Profile).

Example:

<Assertion
xm ns="urn: oasi s: names: tc: SAML: 1. 0: assertion"
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schena" ;
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance";
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xni dsi g#";
Assertionl D="_33776a319493ad607b7ab3e689482e45"
| ssuel nst ant =" 2006- 05- 11T16: 21: 24. 575Z"
I ssuer="https://idp. exanpl e. org/ shi bbol et h";
Maj or Ver si on="1" M nor Ver si on="1">
<I-- NotBefore and NotOnOrAfter mirror the lifetinme of the authn credential -->
<Condi ti ons
Not Bef or e="2006- 05- 11T16: 21: 24. 575Z"
Not OnOr Af t er =" 2006- 05- 12T00: 21: 24. 575Z2"/ >
<Aut hent i cat i onSt at enent
Aut henti cati onl nst ant =" 2006- 05- 11T16: 21: 24. 575Z2"
Aut henti cati onMet hod="urn:ietf:rfc:2246">
<Subj ect >
<Nanel dentifier
For mat =" ur n: oasi s: nanmes: t c: SAM.: 1. 1: nanei d- f or mat : X509Subj ect Nane"
NameQual i fi er="C=US, O=NCSA- TEST, OU=G'i dShib, CN=G'i dShib-CA">
C=US, O=NCSA- TEST, OU=User, CN=trscavo@XXXXXXX
</ Nanel dentifier>
<Subj ect Confi rmati on>
<Conf i r mat i onMet hod>


https://spaces.at.internet2.edu/display/GS/GridShibBetaAttributePull
http://www.oasis-open.org/committees/download.php/18058/sstc-saml-x509-authn-attrib-profile-cd-02.pdf

urn:oasi s: nanes: tc: SAM.: 1. 0: cm hol der - of - key
</ Confirmati onMet hod>
<Subj ect Confi r mat i onDat a>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>. ..</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ Subj ect Confi r nmat i onDat a>
</ Subj ect Confirnation>
</ Subj ect >
</ Aut henti cati onSt at ement >
<AttributeStatenent>
<Subj ect >
<Nanel denti fier
For mat ="ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d- f or nat : X509Subj ect Nane"
NanmeQual i fi er="C=US, O=NCSA- TEST, OU=Gri dShi b, CN=Gri dShi b- CA">
C=US, O=NCSA- TEST, QOU=User, CN=trscavo@i uc. edu
</ Nanel dentifier>
<Subj ect Confi rmati on>
<Confi rmati onMet hod>
urn: oasi s: nanmes: t c: SAML: 1. 0: cm hol der - of - key
</ Confirmati onMet hod>
<Subj ect Confi r mat i onDat a>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>. ..</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ Subj ect Confi r mat i onDat a>
</ Subj ect Confirnation>
</ Subj ect >
<Attribute
Attri but eNanespace="ur n: nace: shi bbol et h: 1. 0: at t ri but eNanespace: uri
AttributeNanme="urn: mace: dir:attribute-def:eduPersonPrinci pal Nane" >
<AttributeVal ue Scope="ui uc. edu">trscavo</AttributeVal ue>
</Attribute>
<Attribute
Attribut eNanespace="ur n: nace: shi bbol et h: 1. 0: at t ri but eNanespace: uri
AttributeNane="urn: mace: dir:attribute-def:gi venNane">
<AttributeVal ue xsi:type="xsd:string">Tonx/Attri buteVal ue>
</ Attribute>
<Attribute
Attribut eNanespace="urn: mace: shi bbol et h: 1. 0: attri but eNamespace: uri
AttributeNanme="urn: mace:dir:attribute-def:sn">
<AttributeVal ue xsi:type="xsd:string">Scavo</AttributeVal ue>
</Attribute>
<Attribute
Attribut eNanespace="urn: nmace: shi bbol et h: 1. 0: attri but eNanmespace: uri"
AttributeNane="urn: mace:dir:attribute-def: mail">
<AttributeVal ue xsi:type="xsd:string">trscavo@xxxxxxxx</Attri buteVal ue>
</Attribute>
</ AttributeStatenent>
<ds: Si gnature>...</ds: Si gnature>
</ Assertion>
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