
Cybersecurity Awareness Resource Library
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The Higher Education Information Security Council is pleased to present this compilation of cybersecurity awareness resources for colleges and 
universities. We hope that you will find them useful in your efforts to raise awareness within your community. If you would like to contribute additional 
materials to this library, please .contact us

Higher Education Resources

The resources contained in this section are an effort to compile materials that have been created by colleges and universities for use at individual 
institutions. It is our hope that you will be able to adapt the materials for use at your institution or that the creativity behind these resources will inspire you 
to develop your own original materials.

Banners

NCSAM  created by NCSA (2017)Banners
Auburn University Banners ( , , , , , , ,  , )2008 2009 2010 2011 2012 2013 2014 2015 2016
University of Connecticut  (2012)Husky Hunt Banner

Blogs

Elon University Blog
RIT Fundamentals of Computer Security Class Blog

Books

HEISC " " List (via Pinterest)Recommended Reading
RIT's  (via GoodReads)Cyber Self Defense Reading List

Bookmarks

Missouri State University Information Security Bookmarks -  and  (2011) Front Back *Note: These were printed on 100% recycled paper. The goal 
was to have bookmarks available on a security table in the Student Union and to have the Bookstore insert one in books purchased during the 
month of October.

Brochures

American University  (2014)4 P's of Security Brochure
University of Connecticut  (2012)Husky Hunt Brochure

Business Cards

Purdue University " " Cards (2012): These cards are left by the security team while someone is away from their computer, phone, or Security Alert
belongings. The card alerts the user that their behavior put them at risk for someone else to steal their computer or identity. Tips to protect your 
identity and data are also included.
University of California, Berkeley " " Cards (2013): These cards should be printed on paper about the same size as a typical smart Mobile Phone
phone and handed out as a reminder about device safety and privacy.
Wellesley College " " Cards (2014): Security Gnome Library and Technology student workers acted as "Security Gnomes." The student workers 
patrolled the public spaces looking for unattended laptops and mobile devices, and left  with helpful security resources. When security alert cards
they found someone practicing good physical security for their belongings, they left behind a .3-D printed security gnome

Campaigns - Online or Print

Auburn University: 2017 campaign - TBA. Note: Auburn University has a new NCSAM campaign each October since 2007. The first year was 
influenced by the 2005 IU campaign. Since then, Auburn has developed original themes and artwork every year: , , , , , 2007 2008 2009 2010 2011 2

Getting Started

Raising the information security consciousness of our students, faculty, and staff is a difficult challenge that must be met in order to successfully 
achieve our information security goals. The resources in this section provide an overview of how to get started in establishing a security 
awareness program at your institution.

 2018 Campus Security Awareness Campaign New!
" ", presented by Cherry Delaney, Purdue University and Ben Woelk, Engage! Creating a Meaningful Security Awareness Program
RIT (2012) Download presentation
National Cyber Security Awareness Month (NCSAM) Resource Kit
Security Awareness Quick Start Guide and Security Awareness Detailed Instruction Manual
Get involved in the  awareness campaign.Stop.Think.Connect.
Become a Champion of NCSAM. You'll also find !free materials on NCSA's StaySafeOnline.org website
Data Privacy Day occurs each year on January 28. Think about how you might use NCSAM resources to promote this international 
celebration on your campus, too.

mailto:security-council@educause.edu?subject=Security Awareness Materials
https://staysafeonline.org/ncsam/get-involved/promote-ncsam
http://keepitsafe.auburn.edu/2008/resources.html
http://keepitsafe.auburn.edu/2009/resources.html
http://keepitsafe.auburn.edu/2010/resources.html
http://keepitsafe.auburn.edu/2011/resources.html
http://keepitsafe.auburn.edu/2012/
http://keepitsafe.auburn.edu/2013/
http://keepitsafe.auburn.edu/2014/
http://keepitsafe.auburn.edu/2015/
http://keepitsafe.auburn.edu/2016/
https://spaces.at.internet2.edu/download/attachments/50528538/HuskyHunt_Banner_2012.pdf?version=1&modificationDate=1389010865954&api=v2
http://blogs.elon.edu/technology/author/cbonds2/
http://ritcyberselfdefense.wordpress.com/
http://pinterest.com/heiscouncil/recommended-reading/
http://www.goodreads.com/list/show/36410.Cyber_Self_Defense_Reading_List
https://spaces.at.internet2.edu/download/attachments/50528538/MSUBookmarkFront.jpg?version=1&modificationDate=1389010866456&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/MSUBookmarkBack.jpg?version=1&modificationDate=1389010866386&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/AmericanUniv-oit-security.pdf?version=1&modificationDate=1438976957283&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/huskyhunt_Brochure.pdf?version=1&modificationDate=1389010865980&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/Purdue%20Security%20Alert_NCSAM2012.jpg?version=1&modificationDate=1389010865929&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/lostphone%20printablecard.pdf?version=1&modificationDate=1389010865853&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/Wellesley%20card%20and%20gnome.jpg?version=1&modificationDate=1438977435595&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/Wellesley%20Gotchacards.docx?version=1&modificationDate=1438977415291&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/gnome.jpg?version=1&modificationDate=1438977357929&api=v2
http://keepitsafe.auburn.edu/2007/
http://keepitsafe.auburn.edu/2008/
http://keepitsafe.auburn.edu/2009/
http://keepitsafe.auburn.edu/2010/
http://keepitsafe.auburn.edu/2011/
http://keepitsafe.auburn.edu/2012/
http://www.educause.edu/securityawareness
https://events.educause.edu/security-professionals-conference/2012/proceedings/seminar-02z--engage-creating-a-meaningful-security-awareness-programbrbplease-note-separate-registration-and-fee-are-required-to-attend-this-seminarb
http://www.educause.edu/sites/default/files/library/presentations/SEC12/SEM02Z/Engage%2BCreate%2Ba%2BMeaningful%2BSecurity%2BAwareness%2BProgram%2BEducause%2B2012Final.ppt
https://spaces.at.internet2.edu/display/2014infosecurityguide/NCSAM+Resource+Kit
https://spaces.at.internet2.edu/display/2014infosecurityguide/Security+Awareness+Quick+Start+Guide
https://spaces.at.internet2.edu/display/2014infosecurityguide/Security+Awareness+Detailed+Instruction+Manual
http://stopthinkconnect.org/
https://staysafeonline.org/ncsam/champions
https://staysafeonline.org/ncsam/
https://staysafeonline.org/data-privacy-day/


, , , , and . Colleges and universities are welcome to use Auburn's artwork. Please be sure to add the credit line: "Auburn 012 2013 2014 2015 2016
University Office of Information Technology."
Brown University:  (2016)BEar AWARE: How safe are you online?
Florida State University:  (2016)Be a Cyberhero!
Texas A&M University:   (2013);   (2014);   (2015);  (2016) What's Your Status Fight Back Aggie LIFE Football Fever Note: The 2016 game features 
an Aggie football theme where players battle SEC opponents by correctly identifying phishing attempts. If players sack the cyberattacks, they can 
take the Aggies to the championship. Falling for too many online scams will result in a losing season. Texas A&M promoted the game via signage 
in computer labs, e-mail, and social media. This year they experimented with animated GIFs both in social media and in e-mail headers. They 
also created a video to promote the game. Scroll through the Texas A&M Facebook page to view the different ways the campaign is being 
promoted or watch the "hype video" on YouTube. 

Learn more about their annual planning process in the  Security Matters guest blog, "EDUCAUSE Review Bridging the Gap Between 
."Students and Security: 7 Steps to Creating a Successful Cybersecurity Campaign

University of California Office of the President:  and 2017 NCSAM Toolkit for the UC Community Archive of the 2016 NCSAM Toolkit for the UC 
 Community Note: You may request editable versions of the posters available on the UCOP website (contact info is listed there), but some images 

may not be replicated.
University of Toronto:  (2017)Information Security Awareness & Education Initiative at U of T

Cartoons

Dartmouth  (created in collaboration with a local artist, Gabby Schultz at the Center for Cartoon Studies)  Security Awareness Cartoons Note: 
These cartoons can be printed as posters, sent as e-mails, posted on websites, and published in local newspapers.

PDF or JPG versions are available for 5 cartoons: Sam Gets His Laptop Stolen; Sam's Password Heartache; Sam Walks the Copyright 
Plank; Sam Beams Up a Virus; Ho Ho, Oh No

Desktop Backgrounds

Auburn University Screensavers ( ,  ,  ,  ,  ,  , 2008 2009 2010 2011 2012 2013 2014, 2015, 2016)
The Ohio State University  (2013)Robot and Bunny Desktop Background

Digital Messaging Screens

Valparaiso University  (PowerPoint, 2015)campus digital messaging screens

Facebook

Some campus IT or Information Security departments create their own Facebook page to share updates, provide tips, and connect with users. Here are a 
few examples. HEISC is also on .Facebook

Baylor University
Indiana University
Ithaca College
Missouri State University
RIT
Stony Brook University
University of Connecticut
University of Rochester
University of South Carolina
University of Washington
Whitman College

Flyers

Cal Poly Pomona  (2014)Cyber Security Fair Flyer
Colorado Technical University  (2013)NCSAM Flyer
Northwestern University  Security Flyers (2008-2015)You're the Key
University of San Diego  (2010)Security Flyer
University of South Carolina  (2012)Think Before You Connect Flyer

Games & Quizzes

Florida State University:   (2016)Be a Cyberhero! Game
Georgetown's Jeopardy Game (2011): This PowerPoint presentation includes the game questions used during an "Information Security 
Jeopardy!" game for faculty and staff. This game provided a chance to discuss the policies relevant to information security, as well as other 
security topics. You are welcome to reuse and customize the slides for your institution's faculty, staff and/or students.
Naval Postgraduate School  (2010): CyberCIEGE is a serious game designed to teach network security CyberCIEGE Educational Video Game
concepts. Its development was sponsored by the U.S. Navy, and it is used as an education and training tool by agencies of the U.S. government, 
universities, community colleges, and high schools. The game is freely available to the U.S. Government and a no-cost license is available for 
educational institutions.
University of Rochester   (2013)Zombie Survival Game
University of Toronto:  (2017)Patch vs. the Nefarious Code game

Giveaways & Tchotchkes

American University reusable coffee/water cup
Brown University   and phishing keychain bags with Swedish fish & tips
Harvard University security blanket

http://keepitsafe.auburn.edu/2012/
http://keepitsafe.auburn.edu/2013/
http://keepitsafe.auburn.edu/2014/
http://keepitsafe.auburn.edu/2015/
http://keepitsafe.auburn.edu/2016/
https://it.brown.edu/bear-aware-how-safe-are-you-online-0
http://security.fsu.edu
http://whatsyourstatus.tamu.edu/
http://fightback.tamu.edu/
http://it.tamu.edu/AggieLIFE/
https://footballfever.tamu.edu
https://www.facebook.com/tamuIT/
https://www.youtube.com/watch?v=A7MOkQ1itGM
http://er.educause.edu/blogs/2017/5/bridging-the-gap-between-students-and-security-7-steps-to-creating-a-successful-cybersecurity
http://er.educause.edu/blogs/2017/5/bridging-the-gap-between-students-and-security-7-steps-to-creating-a-successful-cybersecurity
https://security.ucop.edu/resources/security-awareness/cyber-security-month.html
https://security.ucop.edu/resources/security-awareness/cyber-security-month-archive.html
https://security.ucop.edu/resources/security-awareness/cyber-security-month-archive.html
http://main.its.utoronto.ca/cyberaware/
http://tech.dartmouth.edu/its/services-support/help-yourself/knowledge-base/security-awareness
http://keepitsafe.auburn.edu/2008/resources.html
http://keepitsafe.auburn.edu/2009/resources.html
http://keepitsafe.auburn.edu/2010/resources.html
http://keepitsafe.auburn.edu/2011/resources.html
http://keepitsafe.auburn.edu/2012/
http://keepitsafe.auburn.edu/2013/
http://keepitsafe.auburn.edu/2014/
http://keepitsafe.auburn.edu/2015/
http://keepitsafe.auburn.edu/2014/
http://keepitsafe.auburn.edu/2016/
http://keepitsafe.auburn.edu/2014/
https://ocio.osu.edu/blog/community/2013/10/02/celebrate-national-cyber-security-awareness-month-with-our-free-desktop-background/
https://spaces.at.internet2.edu/download/attachments/50528538/NCSAM%202015%20screens.pptx?version=1&modificationDate=1443626537079&api=v2
https://www.facebook.com/HEISCouncil
https://www.facebook.com/bearaware
http://www.facebook.com/ProtectIU
https://www.facebook.com/pages/IC_INFOSEC/118787124832433
http://www.facebook.com/MSUInfoSec
https://www.facebook.com/RITInfosec
https://www.facebook.com/sbudoit
https://www.facebook.com/UConniso
https://www.facebook.com/UR.Technology
https://www.facebook.com/pages/University-of-South-Carolina-Technology-Services/102179035964?ref=pb
https://www.facebook.com/uwinfosec?ref=pb
https://www.facebook.com/wctsfb
http://www.cpp.edu/~cyberfair/history/2014.shtml
http://www.coloradotech.edu/~/media/CTU/Files/PDF/CTU_HLS_NCSAM_WCX_2011_Flyer.ashx
http://www.it.northwestern.edu/security/flyer.html
https://spaces.at.internet2.edu/download/attachments/50528538/Draft%20-%20Cyber%20Security%20Flyer.pdf?version=1&modificationDate=1389010866796&api=v2
http://www.uts.sc.edu/docs/CyberSecurityAwareness%20_web.pdf
https://cyberhero.its.fsu.edu/
https://spaces.at.internet2.edu/download/attachments/50528538/jeopardy.pptx?version=1&modificationDate=1389010866329&api=v2
http://www.cisr.us/cyberciege/
http://www.viewletcentral.com/vc/viewlet/405719915/
http://securitymatters.utoronto.ca/
https://spaces.at.internet2.edu/download/attachments/50528538/IMG_4271.jpeg?version=1&modificationDate=1474046169267&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/20150911_phishtag_w.gif?version=1&modificationDate=1474046331347&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/BagAssembly.jpeg?version=1&modificationDate=1474046348841&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/SecurityBlanketHarvard.jpeg?version=1&modificationDate=1474046218264&api=v2


Pepperdine University printed   on   as student give-aways. They used one of the previous anti-phishing information lens cloths student poster 
 for the design. (2013)contest winners

University of Northern Colorado   (2011)iPhone 4 Case
University of Rochester  : These Halloween-themed shirts are used as give-aways when students play security Scare Fair Security T-Shirt Design
awareness related games during the annual Scare Fair. (2011)

Guides

RIT:  (2015)Information Security Field Guide to Identifying Phishing and Scams

Movie Screenings

Citizenfour
Code 2600
Hackers
Terms and Conditions May Apply

Pinterest

HEISC is gathering security awareness materials and other information security resources on our .Pinterest boards

Podcasts

Northwestern University  (2011-2015)Information Security News Podcasts

Postcards

University of California Berkeley:  (2013)Anti-Phishing Postcards
University of Northern Colorado  (2009),  (2010), and  P2P File Sharing Postcard Computer Security Postcard Zombie-Mobile Device Postcard
(2011)

Posters

Information Security Awareness Poster Contest Winners (2009, 2011, & 2013)       Note: Download Zip files with the  or2009 2011, or 2013 winning
   posters. You can also view the 2009, 2011, and 2013 poster contest winners on Facebook and Pinterest! If you need a higher resolution version 

of a poster, please contact .security-council@educause.edu
Auburn University NCSAM Posters ( ,  ,  ,  ,  ,  , 2008 2009 2010 2011 2012 2013 2014, 2015, 2016)
Canisius College  (2009)Cyber Security Awareness Month Posters
Florida State University Cyberhero Posters (2016): , , , , , Cyberdog Passwords Phishing E-mails Wi-Fi Outdated Apps Phishing Attacks
Indiana University privacy and security   (2005-present)posters
RIT  (2013)Information Security Awareness Posters
University of California Berkeley:  (2013)Anti-Phishing Posters
University of Northern Colorado   (2009),   (2010), and   (2011)P2P File Sharing Poster Computer Security Poster Zombie-Mobile Device Poster
University of Texas at San Antonio  (2013)Internet Meme Mini-Posters
Valparaiso University  (2015)Our Shared Responsibility Poster

Presentations

University of Cape Town:  (2014)Create Better Passwords: Easy to Remember, Difficult to Hack
University of Hawaii:  (2010)Making Them Listen! Designing a Security Presentation for a Non-Security Audience
University of Hawaii:  (2010)SAMPLE Presentation - Protecting Yourself in Our Digital World

Projects

University of British Columbia : The goal of the Digital Tattoo project and its website is to share resources to encourage you Digital Tattoo Project
to think about your presence online, navigate the issues involved in forming and re-forming your digital identity and learn about your rights and 
responsibilities as a digital citizen.

Table Tents

University of Northern Colorado  (2010) and  (2011)Computer Security Table Tents Zombie-Mobile Device Table Tents

Tip Sheets

NCSAM  (2017)Tip Sheets
STOP.THINK.CONNECT.  (2017)Tips & Advice

Training & Tutorials

Georgetown University's Approach: Building an Effective Training Program on a Tight Budget: Solutions for Training Faculty and Staff on 
 (2010)Information Security Practices

Ithaca College's Approach:  (2010)You Are Not Alone: Pooling Regional Resources to Enhance Information Security Training
University of Washington:  on malware, social media, phishing, mobile devices, passwords, and privacy.Online training courses

Tumblr

http://community.pepperdine.edu/it/security/training/phishing/
https://twitter.com/SeeJonathan/status/392701362158333952/photo/1
http://www.educause.edu/svc
http://www.educause.edu/svc
https://spaces.at.internet2.edu/download/attachments/50528538/iPhone%204%20Case.PNG?version=1&modificationDate=1389010866626&api=v2
http://www.rochester.edu/it/security/assets/images/ScareFair_2011_Design.jpg
https://spaces.at.internet2.edu/download/attachments/50528538/poster_2015_custom.pdf?version=1&modificationDate=1443626695546&api=v2
https://citizenfourfilm.com/
http://www.code2600.com/
http://www.imdb.com/title/tt0113243/
http://tacma.net/
http://pinterest.com/heiscouncil/
http://www.it.northwestern.edu/security/podcast.html
https://security.berkeley.edu/resources/phishing
https://spaces.at.internet2.edu/download/attachments/50528538/Cyber_Security_Postcard.pdf?version=1&modificationDate=1389010868896&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/Cyber%20Security%20Awareness%20Month%202010%20postcard.pdf?version=1&modificationDate=1389010868358&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/zombie_educause.pdf?version=1&modificationDate=1389010866652&api=v2
https://library.educause.edu/resources/2006/1/information-security-awareness-video-and-poster-contest-winners
https://spaces.at.internet2.edu/download/attachments/50528538/2009%20Winning%20Posters.zip?version=1&modificationDate=1389010866032&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/2011%20Poster%20Contest%20Winners.zip?version=1&modificationDate=1389010866006&api=v2
https://educause.sharefile.com/d-sb4c42e188f449b29
https://www.facebook.com/VideoPosterContest
http://pinterest.com/heiscouncil/https://www.pinterest.com/heiscouncil/security-awareness/
mailto:security-council@educause.edu
http://keepitsafe.auburn.edu/2008/resources.html
http://keepitsafe.auburn.edu/2009/resources.html
http://keepitsafe.auburn.edu/2010/resources.html
http://keepitsafe.auburn.edu/2011/resources.html
http://keepitsafe.auburn.edu/2012/
http://keepitsafe.auburn.edu/2013/
http://keepitsafe.auburn.edu/2014/
http://keepitsafe.auburn.edu/2015/
http://keepitsafe.auburn.edu/2014/
http://keepitsafe.auburn.edu/2016/
http://keepitsafe.auburn.edu/2014/
http://www-cs.canisius.edu/~graciem/SAM/
https://spaces.at.internet2.edu/download/attachments/50528538/Cyberdog%20Poster.pdf?version=1&modificationDate=1469123730221&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/2015_CSA_Posters_1%201.pdf?version=1&modificationDate=1469123829309&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/2015_CSA_Posters_1%202.pdf?version=1&modificationDate=1469123841145&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/2015_CSA_Posters_1%203.pdf?version=1&modificationDate=1469123870671&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/2015_CSA_Posters_1%204.pdf?version=1&modificationDate=1469123894466&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/2015_CSA_Posters_1%205.pdf?version=1&modificationDate=1469123914542&api=v2
https://protect.iu.edu/about/educational-materials/online-safety-security-posters.html
https://www.rit.edu/security/content/awareness-posters-and-videos
https://security.berkeley.edu/resources/phishing
https://spaces.at.internet2.edu/download/attachments/50528538/Cyber_Security_Poster.pdf?version=1&modificationDate=1389010868835&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/Cyber%20Security%20Awareness%20Month%202010%20Poster.pdf?version=1&modificationDate=1389010868229&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/zombie_poster_educause.pdf?version=1&modificationDate=1389010866528&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/CSAM_posters_2013.pdf?version=1&modificationDate=1439505847555&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/poster_2015_custom.pdf?version=1&modificationDate=1443626695546&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/Password%20tips%20optimised%20UCapeTown.pptx?version=1&modificationDate=1409230961838&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/Jodi%20Open%20Meeting%20Slides.ppt?version=1&modificationDate=1389010868623&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/2010%20protecting%20yourself%20%28SAMPLE%29.ppt?version=1&modificationDate=1389010868715&api=v2
http://digitaltattoo.ubc.ca/
https://spaces.at.internet2.edu/download/attachments/50528538/Cyber%20Security%20Awareness%20Month%202010%20Table%20Tents.pdf?version=1&modificationDate=1389010868301&api=v2
https://spaces.at.internet2.edu/download/attachments/50528538/TT_zombie_educause.pdf?version=1&modificationDate=1389010866597&api=v2
https://staysafeonline.org/ncsam/resources/
https://stopthinkconnect.org/resources
http://net.educause.edu/ir/library/pdf/WSE1002K.pdf
http://net.educause.edu/ir/library/pdf/WSE1002K.pdf
https://spaces.at.internet2.edu/download/attachments/50528538/Kris%20Open%20Meeting%20Slides.ppt?version=1&modificationDate=1389010868556&api=v2
http://ciso.washington.edu/resources/online-training/


Fairfield University
Stony Brook University

Twitter

Some campus IT or Information Security departments create their own Twitter page to share updates, provide tips, and connect with users. Here are a few 
examples. Let  know if we should follow your campus or add a link here!@HEISCouncil

Baylor University (@BearAware)
Carnegie Mellon University (@MySecureCyber)
Clemson University (@clemsonoisp)
Indiana University (@ProtectIU)
Ithaca College (@IC_INFOSEC)
MOREnet (@MOREnetSecurity)
RIT (@RIT_InfoSec)
Rutgers University (@ru_secure)
Stony Brook University (@SBUDoIT)
University of Connecticut (@UConnISO)
University of Idaho (@UIITSecurity)
University of Massachusetts Lowell (@UML_IT_Security)
University of Missouri - St. Louis (@UMSL_InfoSec)
University of Notre Dame (@oitinfosec)
University of San Francisco (@USFInfoSec)
University of South Carolina (@UofSCtech)
University of Virginia (@UVaISPRO)
University System of Georgia (@USGINFOSEC)
VA Tech (@VT_IT_Security)

Videos

Information Security Awareness Video Contest Winners ( , , , , & )    2013 2011 2009 2007 2006 Note: Download the 2013 videos via ShareFile or 
   view them on the HEISC YouTube Channel and Facebook page.

NCSA Video:  (2009)Don't Be a Billy
NCSA Video:  (2007)When You Least Expect It
Cornell University:  (2015)Essentials to Avoid Online Scams
Kansas State University  (2011)IT Services Cyber Security Awareness Video
Naval Postgraduate School  (2010)  CyberCIEGE Movies Note: These tutorial movies illustrate information assurance concepts explored by the Cy

 berCIEGE game.
Northern Arizona University:  (2014)Protect Your Data - Lock Your Computer
Portland Community College Videos: , , , and  (2016)How Cyber Secure Are You? Open House You've Been Phished So Last Year
RIT:  (2015)Practicing Digital Self Defense Lightning Talk
Rutgers University RUSecure Videos: , , and Life as a Computer Safepardy Secure vs Insecure
Sophos:  (2016)Wi-Phishing video
Texas A&M University Videos: 5 episodes in the  series (2010)  Don't be a Victim Note: These and other videos are available on the TAMUIT 
YouTube Channel.
University at Buffalo Personal Computing Security Video: Caught in the Act
University of Rochester , including   (2015)Information Security YouTube Playlist "The Top Ten" movie trailer
Utah State University Videos:  (2015),  (2015), and  (2015)You Are Your Own Best Defense Don't Become a Victim Don't Be Fooled
UVA Responsible Computing Video: When I go to UVa...

Government Resources

Federal, state, and local governments also offer information security awareness resources. The following resources are samples developed for 
government audiences that you may want to consult as you develop materials for your campus.

Defense Information System Agency (DISA) Information Assurance Support Environment (IASE) Cybersecurity Online Training
Federal Trade Commission (FTC) Bulk Publication Order Website ( )free bulk quantities of FTC educational materials
Federal Trade Commission (FTC) Identity Theft Resource Page
MS-ISAC NCSAM Toolkit
National Cyber Security Alliance
NIST Computer Security Resource Center (CSRC) Awareness, Training, and Education (ATE)
NIST Special Publication 800-50: Building an Information Technology Security Awareness and Training Program
OnGuardOnline.gov
Stop.Think.Connect.

Industry Resources

In addition to resources developed by institutions of higher education, the providers of IT products and services increasingly offer security awareness to 
end-users. Below is a sample of some of the cybersecurity awareness resources available from industry.

American National Standards Institute (ANSI) Education & Training
Center for Cyber Safety and Education - formerly the (ISC)2 Foundation
ESET offers free cybersecurity awareness training
Google Safety Center
MediaPro
Microsoft Safety and Security Center
PhishMe offers free computer based training materials

http://fairfieldutech.tumblr.com/
http://sbu-doit.tumblr.com/
https://twitter.com/HEISCouncil
http://twitter.com/#!/BearAware
http://twitter.com/#!/MySecureCyber
http://twitter.com/#!/clemsonoisp
http://twitter.com/ProtectIU
https://twitter.com/#!/ic_infosec
http://twitter.com/#!/MOREnetSecurity
http://twitter.com/#!/RIT_InfoSec
http://twitter.com/#!/ru_secure
https://twitter.com/sbudoit
https://twitter.com/UConnISO
http://twitter.com/#!/UIITSecurity
http://twitter.com/#!/UML_IT_Security
http://twitter.com/#!/UMSL_InfoSec
http://twitter.com/#!/oitinfosec
http://twitter.com/#!/USFInfoSec
http://twitter.com/#!/UofSCtech
https://twitter.com/UVaISPRO
http://twitter.com/#!/USGINFOSEC
http://twitter.com/#!/VT_IT_Security
https://library.educause.edu/resources/2006/1/information-security-awareness-video-and-poster-contest-winners
http://www.youtube.com/playlist?list=PLbeu1wP8sqY70Yb5fSRb2a4A0_G6_C2VQ
http://www.youtube.com/playlist?list=PLCD6AD23B84CAC75A
http://www.youtube.com/playlist?list=PLE24C0866E8CC6776
http://www.youtube.com/playlist?list=PL9427282B917A5C53
http://www.youtube.com/playlist?list=PLEC885754C7D1C9B0
https://educause.sharefile.com/d/sb563b8512404eac9
http://www.youtube.com/user/SecurityVideoContest
https://www.facebook.com/VideoPosterContest
http://www.youtube.com/watch?v=nPR131wMKEo
http://www.youtube.com/watch?v=D6NQmIgqNh4
https://cdnapisec.kaltura.com/index.php/extwidget/preview/partner_id/520801/uiconf_id/31230141/entry_id/0_sjpnn661/embed/dynamic
http://www.youtube.com/watch?v=Tfd6gYnsjv8
http://cisr.nps.edu/cyberciege/movies.html
http://cisr.nps.edu/cyberciege/
http://cisr.nps.edu/cyberciege/
https://www.youtube.com/watch?v=tz6LJVECOMA
http://www.pcc.edu/about/events/cyber-security/
https://www.youtube.com/watch?v=JXDEnl31g1o
https://www.youtube.com/watch?v=RbMeybR8KNE
https://www.youtube.com/watch?v=uIWvDuIT7nw
https://www.youtube.com/watch?v=ZUoHdnBPCRo
https://www.youtube.com/watch?v=-Yo8TV-ZLbE
https://www.youtube.com/watch?v=b-P-NRjNIHo
https://www.youtube.com/watch?v=vbaUti-JWeA
https://www.youtube.com/watch?v=5fGFvRT8tOY
https://player.vimeo.com/video/121471342
http://mystery.tamu.edu/Villains.php
http://www.youtube.com/tamuit
http://www.youtube.com/tamuit
http://www.youtube.com/watch?v=h8na5r_zdtI
https://www.youtube.com/playlist?list=PLBABB042420E8AB7C
https://www.youtube.com/watch?v=TAoeNxZCeqQ
https://www.youtube.com/watch?v=NR6AsH2eIwQ
https://www.youtube.com/watch?v=xnBCyAhsm30
https://www.youtube.com/watch?v=rRptKdLvxls
http://its.virginia.edu/ResponsibleComputing/
http://iase.disa.mil/eta/Pages/index.aspx
https://bulkorder.ftc.gov/Default.aspx
http://www.consumer.ftc.gov/features/feature-0014-identity-theft
http://msisac.cisecurity.org/resources/toolkit/
https://staysafeonline.org/
http://csrc.nist.gov/groups/SMA/ate/index.html
http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
http://www.onguardonline.gov/
http://stopthinkconnect.org/
http://www.ansi.org/education_trainings/overview.aspx?menuid=9
https://iamcybersafe.org/
https://www.eset.com/us/cybertraining/
https://www.google.com/safetycenter/everyone/start/
https://www.mediapro.com/blog/security_awareness_posters/
http://www.microsoft.com/security/default.aspx
https://phishme.com/resources/cbfree-computer-based-training/


SANS Institute's  (free resources include the  and the Securing the Human program SANS Security Awareness Newsletter OUCH! SANS Security 
)Awareness Tip of the Day

The Security Awareness Company offers some free materials
Symantec Security Awareness Program
Wombat Security

 Questions or comments?  .Contact us

  Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International License (CC 
BY-NC-SA 4.0).

https://securingthehuman.sans.org/
http://securingthehuman.sans.org/resources/newsletters/ouch/2016
https://www.sans.org/tip-of-the-day
https://www.sans.org/tip-of-the-day
https://free.thesecurityawarenesscompany.com/
http://www.symantec.com/products-solutions/training/theme.jsp?themeid=ssap
https://www.wombatsecurity.com/security-education/free-security-awareness-resources
mailto:security-council@educause.edu?subject=Cybersecurity Awareness Resource Library
http://creativecommons.org/licenses/by-nc-sa/4.0/
http://creativecommons.org/licenses/by-nc-sa/4.0/

	Cybersecurity Awareness Resource Library

