Grouper permissions example

This is in response to the request to show how to query via web service all the permissions implied by a role.
Note: this was done in 2.1.4 (candidate) Note also, all this can be done in the Ul too...

Create a session, and two attribute definitions

gsh 0% grouper Sessi on = Grouper Sessi on. st art Root Sessi on() ;

gsh 1% attributeDef = new Attribut eDef Save(grouper Sessi on). assi gnNane("t est: app0: per m ssi onDef s:

per m ssi onDef 0") . assi gnToEf f Menber shi p(true). assi gnToG oup(true). assi gnAttributeDef Type(Attri buteDef Type. perm.
assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

gsh 2% attri buteDef.get Attri but eDef Acti onDel egate().configureActionList("read, wite");

gsh 3% attributeDef2 = new Attri but eDef Save(grouper Sessi on) . assi gnNane("test: appl: perm ssi onDefs:

perm ssi onDef 1") . assi gnToEf f Menber shi p(true). assi gnToG oup(true). assignAttribut eDef Type(Attri buteDef Type. pernj.
assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 4% attributeDef 2. get Attri but eDef Acti onDel egate().configureActionList("read,wite, admn");

Create a few roles, add some members

gsh 5% appOrol e0O = new G oupSave(grouper Sessi on). assi gnNane("test: app0: rol es:rol e0").
assi gnCr eat ePar ent St ensl f Not Exi st (true). assi gnTypeOX G oup( TypeOXf G oup. rol e) . save();
gsh 6% appOrol el = new GroupSave(grouper Sessi on). assi gnNane("test: app0:rol es: rol el").
assi gnCr eat ePar ent St ensl f Not Exi st (true). assi gnTypeOX G oup( TypeOXf Group. rol e) . save();
gsh 7% applrol e0O = new G oupSave(grouper Session). assi gnName("test: appl:roles:role0").
assi gnCr eat ePar ent St ens| f Not Exi st (true). assi gnTypeOX G oup( TypeOXf Group. rol e) . save();
gsh 8% applrol el = new G oupSave(grouper Session). assi gnNane("test:appl:roles:rolel").
assi gnCr eat ePar ent St ensl f Not Exi st (true). assi gnTypeO Group( TypeOf Group. rol e) . save();
gsh 9% addMenber ("test: appO:rol es: rol e0", "test.subject.0");

gsh 10% addMenber ("t est: appO:rol es: rol e0", "test.subject.1");
gsh 11% addMenber ("test:app0O:rol es:rol el", "test.subject.1");
gsh 12% addMenber ("t est: appO:rol es: rol el", "test.subject.2");
gsh 13% addMenber ("test: appl:rol es:rol e0", "test.subject.2");
gsh 14% addMenber ("test: appl:rol es:rol e0", "test.subject.3");
gsh 15% addMenber ("test: appl:rol es:rolel", "test.subject.3");
gsh 16% addMenber ("test:appl:roles:rolel", "test.subject.4");

Add some permissionNames

gsh 17% perni ssi onNane0_1 = new Attribut eDef NameSave(grouper Session, attributeDef).assi gnNane("test: app0:
per m ssi onNanes: per ni ssi onName0_1") . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 18% permi ssionNane0_2 = new AttributeDef NaneSave(grouper Sessi on, attributeDef).assi gnName("test: app0:
per m ssi onNanes: per mi ssi onNanme0_2") . assi gnCr eat ePar ent St ensl| f Not Exi st (true). save();

gsh 19% permi ssionNanel_1 = new Attri but eDef NameSave(grouper Session, attributeDef).assi gnNane("test: appO:
per m ssi onNanes: permi ssi onNanel_1"). assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 20% perm ssi onNanel_2 = new Attribut eDef NameSave(grouper Session, attributeDef).assi gnNane("test: appO:
per m ssi onNanes: per ni ssi onNanmel_2") . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 21% permni ssionNanel_0_1 = new Attri but eDef NameSave( grouper Session, attributeDef).assi gnNane("test: appl:
per m ssi onNanes: per ni ssi onName0_1") . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 22% permi ssionNanel_0_2 = new AttributeDef NameSave(grouper Session, attributeDef).assi gnNane("test: appl:
per m ssi onNanes: per mi ssi onNanme0_2") . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 23% permi ssionNanel_1_1 = new Attri but eDef NameSave( grouper Session, attributeDef).assi gnNane("test: appl:
per m ssi onNanes: permi ssi onNanel_1"). assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 24% perm ssionNanel_1_2 = new Attri but eDef NameSave(grouper Session, attributeDef).assi gnNane("test: appl:
per m ssi onNanes: per ni ssi onNanmel_2") . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 25% permi ssionNanel_1_3 = new Attri but eDef NaneSave( grouper Session, attributeDef2).assi gnNane("test: appl:
per m ssi onNanes: per ni ssi onNamel_3") . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

gsh 26% permi ssionNanel_1_4 = new Attribut eDef NameSave(grouper Session, attributeDef2).assi gnNane("test: appl:
per m ssi onNanes: per mi ssi onNanel_4") . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

Assign some role and individual permissions



gsh 27% appOr ol e0. get Per m ssi onRol eDel egat e() . assi gnRol ePer ni ssi on("read", perm ssionNane0_1);

gsh 28% appOr ol e0. get Per m ssi onRol eDel egat e() . assi gnRol ePerm ssion("write", perm ssionNamel_1_1);

gsh 29% applrol el. get Per m ssi onRol eDel egat e() . assi gnRol ePer mi ssi on("read", permni ssionNanel_1_2);

gsh 30% applrol el. get Per mi ssi onRol eDel egat e() . assi gnRol ePer i ssi on("read", perm ssionNanel_0_2);

gsh 31% appOr ol e0. get Per m ssi onRol eDel egat e() . assi gnSubj ect Rol ePer nmi ssi on("adni n", permni ssionNanmel_1_4,
Subj ect Fi nder. fi ndByl d("test.subject.0", true));

gsh 32% appOr ol e0. get Per m ssi onRol eDel egat e() . assi gnSubj ect Rol ePermi ssion("wite", perm ssionNanmel_0_1,
Subj ect Fi nder. findByl d("test.subject.0", true));

gsh 33% appOrol el. get Per m ssi onRol eDel egat e() . assi gnSubj ect Rol ePer i ssi on("read", perm ssi onNane0_2,
Subj ect Fi nder. fi ndByl d("test. subject.1", true));

gsh 34% applrol el. get Per m ssi onRol eDel egat e() . assi gnSubj ect Rol ePer i ssi on("wite", perm ssionNanel_0_1,
Subj ect Fi nder. findByl d("test.subject.4", true));

Now, lets query via web service to find permission assignments assigned to a role

java -jar grouperCient.jar --operation=getPerni ssionAssignnentsW --perm ssionType=rol e --rol eNanes=t est: app0:
roles:rol e0

XML to server:

<WsRest Get Per mi ssi onAssi gnment sRequest >
<per mi ssi onType>r ol e</ per m ssi onType>
<r ol eLookups>
<Ws G oupLookup>
<gr oupNane>t est : app0: r ol es: r ol e0</ gr oupNane>
</ WG oupLookup>
</ rol eLookups>
</ WsRest Cet Per mi ssi onAssi gnnent sRequest >

XML from server:



<WsGet Per m ssi onAssi gnnment sResul t s>
<wsAttri but eDef s>
<WsAttri buteDef >
<ext ensi on>per m ssi onDef 0</ ext ensi on>
<nane>t est : app0: per mi ssi onDef s: per m ssi onDef 0</ name>
<uui d>33c0b3263a1c42ae861990012192310b</ uui d>
<attri but eDef Type>per nx/ attri but eDef Type>
<nul ti Assi gnabl e>F</ nul ti Assi gnabl e>
<mul ti Val ued>F</ nul ti Val ued>
<val ueType>mar ker </ val ueType>
</ WsAttributeDef >
</wsAttributeDefs>
<wsPer ni ssi onAssi gns>
<WsPer m ssi onAssi gn>
<acti on>read</ acti on>
<per m ssi onType>r ol e</ per ni ssi onType>
<attri but eDef Nanel d>4d81aebc539148c1908ac2f 1485ad530</ at t ri but eDef Nanel d>
<at tri but eDef NamreNane>t est : appO: per m ssi onNanes: per m ssi onNanme0_1
</ attri but eDef NaneNanme>
<attri but eDef | d>33c0b3263a1c42ae861990012192310b</ attri but eDef | d>
<at tri but eDef Name>t est : app0: per mi ssi onDef s: per mi ssi onDef 0</ att ri but eDef Nanme>
<enabl ed>T</ enabl ed>
<attri but eAssi gnl d>c474dabd2d01482ba287910ea6929407</ attri but eAssi gnl d>
<rol el d>b6979607f 4be43038df 280208521d021</rol el d>
<r ol eNane>t est : app0: r ol es: r ol e0</r ol eName>
<al | onedOver al | >T</ al | onedOveral | >
<di sal | oned>F</ di sal | onwed>
</ WsPer nmi ssi onAssi gn>
<WsPer mi ssi onAssi gn>
<action>wite</action>
<per mi ssi onType>r ol e</ per m ssi onType>
<attri but eDef Nanel d>7051d0aac8894e2chb05f 4f 00al4blbb0</ attri but eDef Nanel d>
<at tri but eDef NameNane>t est : appl: per m ssi onNanes: per m ssi onNamel_1
</ attri but eDef NaneName>
<attri but eDef | d>33c0b3263a1c42ae861990012192310b</ attri but eDef | d>
<at tri but eDef Name>t est : app0: per mi ssi onDef s: per mi ssi onDef 0</ att ri but eDef Nane>
<enabl ed>T</ enabl ed>
<attri but eAssi gnl d>9a183f 124e8d4c1492931ebf a77165cc</ attri but eAssi gnl d>
<rol el d>b6979607f 4be43038df 280208521d021</ r ol el d>
<r ol eName>t est : appO: r ol es: r ol e0O</r ol eNane>
<al | onedOveral | >T</ al | owedOveral | >
<di sal | owed>F</ di sal | owed>
</ WsPer mi ssi onAssi gn>
</ wsPer m ssi onAssi gns>
<resul t Met adat a>
<resul t Code>SUCCESS</ r esul t Code>
<resul t Message>, Found 2 results. </resultMssage>
<success>T</success>
</ resul t Met adat a>
<r esponseMet adat a>
<resul t WAr ni ngs></resul t War ni ngs>
<m | 1is>28208</nmillis>
<server Ver si on>2. 1. 4</ server Ver si on>
</ responseMet adat a>
<wsG oups>
<WG oup>
<ext ensi on>r ol e0</ ext ensi on>
<t ypeOf G oup>r ol e</t ypeOr G oup>
<di spl ayExt ensi on>r ol e0</ di spl ayExt ensi on>
<di spl ayNane>t est : app0: r ol es: r ol e0</ di spl ayNane>
<name>t est: app0: r ol es: r ol e0O</ nane>
<uui d>b6979607f 4be43038df 280208521d021</ uui d>
</ WG oup>
</ wsG oups>
<wsSubj ects />
</ W Cet Per m ssi onAssi gnnment sResul t s>
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