Grouper ActiveMQ integration
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ActiveMQ is an open source application messaging middleware service where applications can send messages to other applications (or groups of
consumers) in real-time without polling.

Grouper can be used to manage ActiveMQ authorizations. University of Pennsylvania and Penn State are interested in this component.

ActiveMQ users can send/receive messages to topics/queues, and also can dynamically create topics/queues. Grouper permissions can be exported and
kept in sync (cron'ed and real-time) with a local permissions store. An ActiveMQ plugin reads the local permissions and enforces the rules.

The Grouper-ActiveMQ component is a jar that you can add to the ActiveMQ system (along with a few other jars), and some configuration that allows
authorization managed from Grouper.

Note: currently when you protect a destination, it is the name of a queue or a topic...
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Authentication

If you want to authenticate to ActiveMQ with kerberos service principal user/pass, there is a plugin in this Grouper-ActiveMQ component. Configure in the
activemg.xml

<pl ugi ns>
<l-- ATTENTI ONl AUTHN MUST BE BELOW AUTHzZ!'!! -->
<bean xm ns="http://ww. springfranework. org/ schena/ beans”
i d="ker ber osPI ugi n"
cl ass="edu. i nternet 2. m ddl ewar e. gr ouper Acti venqg. G ouper Broker Pl ugi n" />

</ pl ugi ns>

Configure kerberos authentication in grouper.activemg.properties:
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HERHHHH R R R
## KERBERCS settings, only needed if doing kerberos auth

# nunmber of minute to cache successful |ogins
ker beros. | ogi n. cache. success. mnutes = 5

# nunber of minute to cache failed | ogins
kerberos. | ogin.cache.failed. mnutes = 1

Configure the krb5.conf (in classpath)

[1ibdefaults]
defaul t _real m = UPENN. EDU
defaul t _tkt_enctypes = des3-hmac-shal des-cbc-crc
defaul t _tgs_enctypes = des3-hnac-shal des-cbc-crc

[real ms]
UPENN. EDU = {
kdc ker beros1. upenn. edu
kdc = kerberos2. upenn. edu
kdc ker ber 0s3. upenn. edu
adm n_server = kerberosl. upenn. edu

Getting started

® This is developeed with Grouper 2.1, and ActiveMQ 5.7

® Check out the Grouper ActiveMQ component: http://anonsvn.internet2.edu/viewvc/viewvc.py/i2mi/branches/GROUPER_2_1_BRANCH/grouper-
misc/grouperActivemaq/

® Build into a jar with default ant task

® Copy to the ActiveMQ library path: grouperActivemq.jar, grouperClient.jar, smack.jar, quartz.jar, commons-logging.jar, ezmorph.jar, json-lib.jar, jta.
jar,

® Copy to the ActiveMQ classpath: grouper.activemq.base.properties, goruper.activemg.properties, grouper.client.example.properties, grouper.
client.properties, krb5.conf (if applicable), morphString.example.properties (if applicable), morphString.properties (if applicable), jass.conf (if
applicable)

® Configure the Grouper-ActiveMQ connector in the activemg.xml

<pl ugi ns>
<bean xm ns="http://wwm. spri ngframework. or g/ schema/ beans"
i d="gr ouper Pl ugi n"
cl ass="edu. i nt ernet 2. m ddl ewar e. gr ouper Act i veny. G- ouper Br oker Pl ugi n" />
</ pl ugi ns>

Configuration
Create a role (or some roles) in Grouper which are used for ActiveMQ users.
Create a permission definition (or definitions if you are delegating) that are used for ActiveMQ permissions.

Make sure all ActiveMQ permission definitions have these actions:
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/** send a nessage */
sendMessage,

/** send a nessage on this destination or sub destinations */
sendMessagel nheri t,

/** receive a nessage */
recei veMessage,

/** receive a nessage on this destination or sub destinations */
recei veMessagel nheri t,

/** create a queue/topic in this destination */
creat eDestination,

/** delete a queue/topic in this destination */
del et eDesti nati on,

/** create a queue/topic in this destination or somewhere underneath */

creat eDestinationlnherit,

/** create a queue/topic in this destination or sonewhere underneath */
del et eDestinati onl nherit;

Note: you can specify a root folder in Grouper where permissions must be in, and the root folder can be prefix which is removed from the destination name.

Configure the grouper.activemq.properties

H*

Grouper activenqg configuration

HH*

The grouper activeng plugin uses Grouper Configuration Overlays (docunented on wi ki)
By default the configuration is read from grouper.activeny. base. properties

(whi ch should not be edited), and the grouper.activeny.properties overlays

the base settings. See the grouper.activeny. base.properties for the possible
settings that can be applied to the grouper.activeny. properties

H OB H R

HEHHEH I A A
## Config chaining hierarchy
R A A R

# comma separated config files that override each other (files on the right override the left)

# each should start with file: or classpath:

# e.g. classpath:grouper.client.exanple.properties, file:c:/sonething/nyconfig.properties

grouper Acti veng. confi g. hi erarchy = cl asspat h: grouper. acti veny. base. properties, classpath:grouper.activeng.
properties

# seconds between checking to see if the config files are updated
grouper Acti veny. confi g. secondsBet weenUpdat eChecks = 60

HHHHHIH I A A
## KERBERCS settings, only needed if doing kerberos auth
HERHHH R R I R R

# nunber of mnute to cache successful |ogins
ker beros. | ogi n. cache. success. mnutes = 5

# nunber of minute to cache failed | ogins
kerberos. | ogin.cache.failed. mnutes = 1

HHHHHEH I
## Permi ssions settings
R I R R



# prefix for permssions which will be stripped when translating to destination

# if there is nothing specified, then the queue's/topic's are fully qualified in PennG oups
# Note: if you put something in here, you cant easily renove it later...

grouperActiveng. fol derPrefix =

# all perm ssions for activeng nust be in this folder
grouper Acti venyg. requi r eBaseFol der =

# list all the perm ssion definitions (comma separated) in Gouper where the destinations are specified
# this is arequired field. Note, the actions nust exactly natch up with G ouperActivengPerm ssi onAction
grouper Acti veng. pernmi ssi onDefinitions =

# directory on activeng nmachi ne which has two cached file for the activeny permssions files:
# activengG ouper Permi ssions. 1. properties, and activengG ouper Perm ssi ons. 2. properties
grouper Acti veng. per m ssi onsCacheDi rectory =

# the roles that users of activeng nust have permi ssions in, conma separated
grouper Acti veny. rol eNanmes =

# subj ect sources that should be pulled for permissions. i.e. which subjects can have permissions in

# activeny, and what subject attribute is their login id for activeng. Increment the nunber for nore entries
# they nust be sequenti al

grouper Act i venq. subj ect Source. 0. sourceld =

grouper Acti veng. subj ect Sour ce. 0. subj ect Attri but eForLogi n =

# grouperActivenyg. subj ect Source. 1. sourceld =
# grouperActiveng. subj ect Sour ce. 1. subj ect Attri but eForLogin =

# generally run this every night since real time will run every day
grouper Activeng. ful | RefreshQuartzCron =00 7 * * ?

Running ActiveMQ from Eclipse
Make a launch with the class: org.apache.activemq.console.Main
The program argument is: start

The VM arguments are:

-Dacti veng. home=. -Dactiveny. base=. -Dactiveny.conf=conf -Dactiveny.data=data -Djava.io.tnpdir=tenp - XX
MaxPer nSi ze=130m - Xms200m - Xmx200m

Change log consumer

For the change log consumer for XMPP notifications (if you have all permissions coming from one root folder), you can use the same change log consumer
(configured differently) as the Unix File permissions consumer:

/*-k
* @ut hor nthyzer
* $ld: dusterlLinuxChangeLogConsuner.java,v 1.2 2012/05/21 17:01: 24 nthyzer Exp $
*/

package edu. upenn.isc. cl usterLinuxd c;

import java.util.List;

i nport org. apache. commons. | ang. StringUtils;
i mport org.apache. conmons. | oggi ng. Log;

i mport edu.internet2. m ddl eware. grouper. app. | oader. G ouper Loader Confi g;
i mport edu.internet2. m ddl eware. grouper. changelLog. ChangeLogConsuner Base;
i nport edu.internet2. m ddl eware. grouper. changeLog. ChangeLogEnt ry;

i mport edu.internet2. m ddl eware. grouper. changelLog. ChangeLoglLabel s;
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i nport edu.internet2. m ddl eware. grouper. changeLog. ChangeLogPr ocessor Met adat a;
i mport edu.internet2. m ddl eware. grouper. changeLog. ChangeLogTypeBui l ti n;
inport edu.internet2. m ddl eware. grouper.util.G ouperUil;

i mport edu.internet2. m ddl eware. grouper. xnpp. XnppConnect i onBean;

/**

* change | og consuner to listen for specific gruoper actions that should tell linux to refresh
* their perm ssions

*/

public class C usterLi nuxChangeLogConsuner extends ChangelLogConsumner Base {

/ * % */
private static final Log LOG = GouperUtil.getLog(C usterLinuxChangeLogConsuner.cl ass);

/**
* @ee edu.internet2. m ddl eware. grouper.changelLog. ChangeLogConsuner Base#pr ocessChangeLogEntries(java. util.
Li st, edu.internet2.m ddl eware. grouper. changeLog. ChangeLogPr ocessor Met adat a)
*/
@verride
public | ong processChangeLogEntries(Li st<ChangeLogEntry> changeLogEntryLi st,
ChangelLogPr ocessor Met adat a changeLogPr ocessor Met adat a) {

/lidentifies which config is running, nultiple could be running
String consunmer Nane = changelLogProcessor Met adat a. get Consuner Nane() ;

long currentld = -1;

XmppConnect i onBean xnppConnecti onBean = nul | ;
String recipient = null;

String grouper Fol derBase = null;

{

String grouper Fol der BaseConfi gNane = "changelLog. consuner." + consuner Nane + ".cl usterLinux.
gr ouper Fol der Base";

gr ouper Fol der Base = G ouper Loader Confi g. get PropertyStri ng(grouper Fol der BaseConfi gNane, true);
}

bool ean sendMessage = fal se;
for (ChangeLogEntry changeLogEntry : changeLogEntryList) {

//try catch so we can track that we nade sonme progress
try {

currentld = changeLogEntry. get SequenceNunber () ;

/lonly need to send once
if (sendMessage) {
conti nue;

}

//this might be alittle aggressive, but basically if a permission or menber changes in the
clusterLinux folder of
/I grouper then send a refresh message
/I note: not using constants for permissions so it works in 2.0 and 2.1...
if ((StringUtils.equals("pernission", changeLogEntry. get ChangeLogType(). get ChangelLogCat egory())
&& (StringUtils. equal s("addPerni ssion", changeLogEntry. get ChangeLogType(). getActi onName())
|] StringUtils.equal s("del etePerm ssion", changeLogEntry. get ChangeLogType().getActi onNane())))
|| (StringUtils.equals("attributeAssign", changelLogEntry. getChangeLogType() . get ChangeLogCat egory())
&& (StringUils. equal s("addAttri buteAssign", changeLogEntry. get ChangeLogType(). getActi onNanme())
|] StringUtils.equal s("deleteAttributeAssign", changelLogEntry. get ChangeLogType().
get ActionNane())))) {

String perm ssionNane = changeLogEntry. retrieveVal ueForLabel ("attri but eDef NameNane") ;
if (permssionNanme != null && pernissionNane. startsWth(grouperFol der Base)) {

sendMessage = true;

}



if (LOG isDebugEnabled()) {
LOG debug( " Processi ng changeLog #" + currentld +

per m ssi onNane: + perm ssi onNane

+ ", grouperFol derBase: " + grouperFol der Base

+ ", nessage: "

+ changelLogEnt ry. get ChangeLogType() . get ChangeLogCat egory() + "."

+ changeLogEnt ry. get ChangeLogType(). get Acti onNane() + ", sendMessage: " + sendMessage
)

}
} else if (changeLogEntry. equal sCat egor yAndActi on( ChangeLogTypeBui | ti n. MEMBERSH P_ADD)
|| changeLogEntry. equal sCat egor yAndAct i on( ChangeLogTypeBui | ti n. MEMBERSHI P_DELETE)
| | changelLogEntry. equal sCat egor yAndAct i on( ChangeLogTypeBui | ti n. MEMBERSHI P_UPDATE) ) {

String rol eNanme = changelLogEntry.retrieveVal ueForLabel (ChangeLoglLabel s. MEMBERSHI P_ADD. gr oupNane) ;

if (roleNanme !'= null && rol eNane. startsWth(grouperFol der Base)) {
sendMessage = true;

}
if (LOG isDebugEnabled()) {
LOG debug("Processi ng changeLog #" + currentld + ", roleName: " + rol eName
+ ", grouperFol der Base: " + grouper Fol der Base
+ ", nessage: "
+ changeLogEnt ry. get ChangeLogType( ). get ChangeLogCat egory() + "."
+ changelLogEnt ry. get ChangeLogType(). get Acti onName() + ", sendMessage: " + sendMessage
)
}

} else if (StringUtils.equal s("permnission", changeLogEntry. get ChangeLogType(). get ChangeLogCategory())
&& StringUtils.equal s("perni ssi onChangeOnRol e", changelLogEntry. get ChangeLogType() . get Acti onNane()))

//note, this is 2.1+
String rol eNanme = changeLogEntry.retrieveVal ueForLabel ("rol eNanme");

if (roleName != null && rol eNane.startsWth(grouperFol der Base)) {
sendMessage = true;

}
if (LOG isDebugEnabled()) {
LOG debug( " Processi ng changeLog #" + currentld +

rol eNane: + rol eNanme

+ ", grouperFol derBase: " + grouper Fol der Base
+ ", nessage:
+ changelLogEnt ry. get ChangeLogType() . get ChangeLogCat egory() + "."
+ changelLogEnt ry. get ChangeLogType(). get Acti onName() + ", sendMessage: " + sendMessage
)
}
} else {

if (LOG isDebugEnabled()) {
LOG. debug("Processi ng changeLog #" + currentld + ", "
+ changelLogEnt ry. get ChangeLogType() . get ChangeLogCat egory() + "."

+ changelLogEnt ry. get ChangeLogType() . get Acti onNane() + ", sendMessage:
)

+ sendMessage

}
}

/lis there sonething to send?
if (sendMessage) {

String nessage = "Update perm ssions";
if (xnppConnectionBean == null) {

reci pi ent = G ouper Loader Confi g. get PropertyString("changelLog. consurer."
+ consuner Name + ".publisher.recipient”, "");

String xnppServer = G ouperLoader Config. getPropertyString("xnmpp.server.host");
int port = GrouperLoader Config.getPropertylnt("xnpp.server.port", -1);

String username = G ouperLoader Config. getPropertyString("xnpp.user", "");
String password = G ouperLoader Confi g. get PropertyString("xnpp.pass", "");
String resource = G ouperLoader Config.getPropertyString("xnpp.resource", "");

xmppConnect i onBean = new XnppConnecti onBean(xnmppServer, port, usernane, resource, password);



}

xnmppConnect i onBean. sendMessage(reci pi ent, nessage);

}
} catch (Exception e) {
//we unsuccessfully processed this record... decide whether to wait, throw, ignore, log, etc...

LOG error("problemw th id: + currentld, e);
changelLogPr ocessor Met adat a. set HadPr obl en( tr ue) ;
changelLogPr ocessor Met adat a. set Recor dExcepti on(e);
changelLogPr ocessor Met adat a. set Recor dExcept i onSequence(current|d);
//stop here
return currentld,
//continue
}
}

return currentld;

Configure it like this in the grouper-loader.properties:

changelLog. consuner. acti vengTest . cl ass = edu. upenn.i sc. cl ust erLi nuxd c. d ust er Li nuxChangeLogConsuner
changelog. consuner . acti vengTest . publ i sher.reci pient = activeng_recipi ent @chool . edu/ acti vengTest,
sconuser @chool . edu

changelog. consuner . acti vengTest . cl ust er Li nux. gr ouper Fol der Base = test:folder:it_dept: apps: activenq
changelog. consuner . activengTest. quartzCron =

Local permissions cache

You configure the directory where the permissions files will be stored. There will be two files (in case one doesnt generate fully, there is a spare), here are
the sample contents:

# automatically generated from G ouper-ActiveMQ connector. ..

activeny. perm ssion.
activeny. perm ssion.
activeny. perm ssion.
activeny. perm ssion.
activeny. perm ssion.
activeny. perm ssion.
activeny. perm ssion.
activeny. perm ssion.
activeny. perm ssion.

.user = fast G ouper AppTest/ nedl ey. i sc-seo. upenn. edu

.permssion.0 = sendMessage__testDestinationl

.permssion.1 = recei veMessagel nherit__testFol der1l:testDestinationl_1
user = pennserver_secureshare_test/ medl ey. i sc-seo. upenn. edu

perm ssion. 0 = sendMessagel nherit__testFol derl:testDestinationl_1
.permssion.1 = recei veMessage__t est Destinationl

. perm ssion. createDestination__testDestinationl

. perm ssion. createDestination__testFol derl:testDestinationl_1
.perm ssion.4 = del eteDestination__testDestinationl

PR RPRPPRPPOOO

A WN PR
1]

# if this is here, the file is conplete
activeny. perm ssi onSuccess = true

Broker plugin example

If you have an implementation of Broker:

/**
* @ut hor nthyzer $Id$
*/
package edu. upenn.isc. activeny;

i mport org.apache. acti veny. br oker. Broker;
i mport org.apache. activenq. broker. BrokerFilter;
i nport org. apache. acti veny. br oker. Connect i onCont ext ;



i nport org. apache. acti veny. br oker . Producer Br oker Exchange;
i mport org.apache. acti veny. br oker. regi on. Desti nation;

i mport org.apache. activeny. broker.regi on. Subscri ption;

i mport org.apache. acti veny. comrand. Acti veMDest i nati on;

i mport org.apache. acti veny. command. Consuner | nf o;

i nport org.apache. acti veng. command. Desti nati onl nf o;

i mport org.apache. acti veny. command. Message;

i nport org. apache. acti venqg. conmand. Producer | nf o;

/**

* my broker

*/

public class My/Broker extends BrokerFilter {

/**
* @aram next 1
*/
publ i c MyBroker (Broker nextl) {
super (next1);

}

/**
* @ee org.apache. activeny. broker. Broker Fi |l t er#addDest i nati onl nf o(org. apache. acti venyg. br oker.
Connect i onCont ext, org.apache. acti venqg. command. Desti nati onl nf 0)
*/
@verride
public void addDesti nationl nfo(Connecti onContext context, Destinationlnfo info)
throws Exception {
Systemout. println("addDestinationlnfo: ");
super . addDest i nati onl nfo(context, info);

}

/**
* @ee org.apache. activeny. broker. Broker Fi |l t er#addDesti nati on(org. apache. acti veny. br oker. Connecti onCont ext ,
org. apache. acti veny. command. Acti veMDest i nati on, bool ean)
*/
@verride
public Destination addDesti nation(Connecti onContext context,
Acti veMXPest i nation destination, boolean create) throws Exception {
System out. println("addDestination: ");
return super.addDestination(context, destination, create);

}

/**
* @ee org.apache. activeny. broker. Broker Fi | t er #r enoveDest i nati on(or g. apache. acti veny. br oker.
Connecti onCont ext, org.apache. acti venqg. command. Acti veMQDest i nati on, |ong)
*/
@verride
public void renoveDestinati on(Connecti onCont ext context,
Acti veMXPest i nation destination, long tineout) throws Exception {

System out. println("renoveDestination: ");
super.renoveDestination(context, destination, timeout);

}

/**
* @ee org.apache. acti veny. broker. Broker Fi | t er #addConsuner (or g. apache. acti venq. br oker. Connecti onCont ext, org.
apache. acti veng. conmand. Consuner | nf 0)
*/
@verride
public Subscription addConsumer (Connecti onCont ext context, Consumerlnfo info)
throws Exception {

System out. println("addConsuner: ");
return super.addConsuner (context, info);

}

[ **

* @ee org.apache. activeny. broker. Broker Fi | t er #addPr oducer (or g. apache. act i veny. br oker . Connect i onCont ext, org.
apache. acti venqg. conmand. Pr oducer | nf 0)



*/
@verride
public void addProducer ( Connecti onCont ext context, Producerlnfo info) throws Exception {

System out. println("addProducer: ");
super . addProducer (cont ext, info);

}

/**
*
* @ee org.apache. activeny. broker. BrokerFi | t er#send(org. apache. acti veny. br oker. Producer Br oker Exchange, org.
apache. acti verg. conmand. Message)
*/
@verride
public void send(ProducerBroker Exchange producer Exchange, Message nessageSend)
throws Exception {
Systemout. println("send: ");
super . send( producer Exchange, nessageSend);

}

And you have an implementation for BrokerPlugin:

* Licensed to the Apache Software Foundati on (ASF) under one or nore

* contributor license agreenents. See the NOTICE file distributed with

* this work for additional information regarding copyright ownership.

* The ASF licenses this file to You under the Apache License, Version 2.0
* (the "License"); you may not use this file except in conpliance with

* the License. You nay obtain a copy of the License at

* http://ww. apache. org/licenses/ LI CENSE- 2. 0

* Unless required by applicable law or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASI S,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific |anguage governing perm ssions and

* |imtations under the License.

*/

package edu. upenn.isc. activeny;

i mport org.apache. acti veny. br oker. Broker;
i mport org.apache. activeny. br oker. Broker Pl ugi n;

/**
* An aut horization plugin where each operation on a destination is checked

* agai nst an aut hori zati onMap
*

* @rg. apache. xbean. XBean

*

*/
public class MyBrokerPlugin inplenents BrokerPlugin {

public MyBrokerPlugin() {
}

public Broker installPlugin(Broker broker) {
return new MyBroker (broker);

}

Then you can register the broker in the activemg.xml (add above <transportConnectors>



<pl ugi ns>
<bean xm ns="http://ww. springfranework. org/ schema/ beans"
i d="nyBr oker Pl ugi n"
/>

</ pl ugi ns>
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