Organizing services in Grouper
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Overview

Grouper has a hierarchical namespace of folders in which to organize Groups, Roles, and Permissions. For large deployments of Grouper, the namespace
can make the Ul overwhelming for users to find the objects they want to manage.

In Grouper 2.2, the Ul makes it possible to filter the registry by a service. This makes it simpler to navigate the namespace and easier to use the Ul. Users
can find services in the "services widget" on the main Ul screen.

Potential Use Cases

Application owners can tag the main folder of their application as a "Service" so that users can easily find the service in the Grouper registry.
An admin of a service can go to the Ul and see which services they are an admin of, and filter the Ul by that service

A "My Services" thing in the Grouper 2.2 Ul that shows users what services they can access, or perhaps can't access, and that shows users that
are also a service admin for one or more services an indication that they have that role and maybe even an ability to exercise it.

A user wants to know whether they are permitted to access a given service, and if not, a step they might take towards (re)establishing their
access to it.

Service Desk staff able to do the same on behalf of a user.

Report on all services whose access is managed by a given Grouper instance, even if those services aren't all provided by the same IT shop.
Service names are assigned by multiple people given that permission, and so they must not collide.

Services could filter the subjects able to be resolved?

A user of a service can go to the Ul and see which services they are a user of, and filter the Ul by that service

G) This "My services" feature is not designed for users who simply want to see what they have access to. One way to see that is to use the link und
er the search bar (in upper right corner) that has your name in it. It is also suggested for users to take advantage of the "Favorites" feature.

Service design
The design for services is based on the attribute framework. There is an attribute definition type reserved for this, called: service. Originally it was called

"domain" but never used, and this has been refactored to "service" in Grouper 2.2+, and is automatically migrated on upgrade. A service attribute is
assignable to folders. Any user who can create objects in a folder can create a service attribute and attribute name and assign it to their objects.

Creating services

The service attribute definition can be created via GSH or the Ul. Here is an example via the Ul as of v2.4

Click on Create new attribute definition

More actions ~
Add to my favorites
Create new folder

Create new group

Create new local entity

Create new attribute definition

Create new attribute name

Attribute assignments
Sha

Copy folder

Delete

fill out form and save
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New attribute definition

Create in this folder:

Attribute definition ID:

Description:

Type:

Assign to:

Multi-assignable:

Value type:

Show advanced properties ~

vivek

Enter a folder name or search for a folder where you are allowed to create new attribute definitions.

confluenceService

ID is the unigue identifier for this attribute definition. It should be short and simple, and might have character restrictions. The
1D should rarely change, if ever.

A
Description contains notes about the attribute definition, which could include: what the attribute definition represents, why it

was created, etc.

Service H

Attribute definition type describes the attribute definition. Generally it will be attribute or permission. Type is used for
templates, limit describes a permission, and service identifies which application the object refers to.

Folder

Designate which types of objects that this definition can be assigned to. There are six base cbject types, or you can assign
attributes to the assignment of attributes to those base cbject types. Membership can be assigned to an immediate or an
effective membership, and will still exist as an orphan if the membership is unassigned until the membership is reassigned.
Immediate membaership attribute assignments are only assignable to immediate memberships and are automatically deleted
once the membership is unassigned.

If this attribute can be assigned to the same owner object more than once. For instance, a Group can have more than one
Rule attached to it, so the Rule atiribute is multi-assignable

| No value H

If this attribute assignment holds cne or more values, this is the type. If there are no allowed values, select No value.

u Cancel

Click on "Create new attribute name"



Edit folder

More actions =

Add to my favorites

Create new folder
Create new group

Create new local entity

Create new attribute definition

Attribute assignments

shd  Copy folder
Delete
Edit folder

Move folder

Attestation
Provisioning
Deprovisioning

View audit log
MNew template
Types

Visualization

Reports

fill out the form and save



Home

New attribute name

Attribute definition: | vivek:confluenceService

The attribute definition holds the settings and security for attribute. Each attribute definition can have multiple attribute
names. Every attribute name is associated with one and only cne attribute definition.

Folder: |vivek
Enter a folder name or search for a folder where you are allowed to create new atiribute def names..

Name of attribute name: Confluence *

Mame is the label that identifies this attribute name, and might change.
ID of attribute name: Confluence — Editthe ID *
ID is the unigue identifier you set for this attribute name. The 1D must be unigue within this folder, and should rarely change. It

can be used by other systems to refer to this attribute name. The |D field cannot contain spaces or special characters.

Description:

Description contains notes about the attribute name, which could include: what the attribute name represents, why it was
created, aetc.

LII ve Cancel

Assign this attribute to the container folder for the application

Click "Attribute assignments"



1

Maore actions =

Add to my favorites

Create new folder
Create new group

Create new local entity

Create new attribute definition

Create new attribute name

Attribute assignments

Copy folder
Shg Delete
Edit folder

Mowve folder

Attestation
Provisioning
Deprovisioning

View audit log

MNew template

Types

Visualization

Reports

assign newly created attribute to folder



Attribute Assignments . F Assign atiribute

The following table lists all attributes assigned to this folder

Attribute name:  |vivek:Confluence

The attribute name is the part of the attribute which is assigned to owner objects. Generally multiple attribute names
are related to one attribute definition.

Mo attributes assigned

Click save. Now any entities who are members of a group in that folder or subfolder will have that service on the main screen or services screen of the
Ul. Any entity who has manage privileges on a group in that folder or subfolder, will be considered an "admin" of the service. Note with groups as
members and with exclude lists, this can not be 100% accurate.

Here is a GSH example of creating a service:

AttributeDef jiraServiceDef = new AttributeDef Save(grouper Sessi on)
. assi gnCreat ePar ent St ensl f Not Exi st (true). assi gnAttri but eDef Type(Attri but eDef Type. service)
.assi gnNane("apps:jira:jiraServi ceDefinition").assignToSten(true).save();

AttributeDef Name jiraService = new AttributeDef NaneSave(grouper Session, jiraServiceDef)

. assi gnCr eat ePar ent St ensl f Not Exi st (true)

.assignNane("apps:jira:jiraService").assignD splayExtension("Central |IT production Jira issue tracker").
save();

Here are screenshots on the Ul of creating a service definition and name (TODO, IT SHOULD ONLY BE ASSIGNABLE TO FOLDERS!):



Edit attribute name Hew attribute name

Attribute name

Enter search text to find an attribute definition to filter by

" g o r
&l:t_r_l_h_*l_l_tg_t!gﬁn_lyt}_n_ apps:confluence: confluencesSemnviceDef

. Enter search text to find a folder
Folder | apps:confluence

* .
ID confluenceService

Name = duction Confluence wiki

Atirbute defintion | Save

Assigning service tags
Service tags can be assigned to folders by GSH, Ul, WS, or rule. The service tag applies to the folder, all objects in the folder, and subfolders
Service attribute validation

A Grouper Service attribute definition can not be assigned to objects other than folders. It is a marker attribute (i.e. tag), which has no value. It is single
assignable, i.e. you cannot assign the attribute more than once to the same object owner.

Services privileges
Services have the same privileges that attributes have: READ, VIEW, ADMIN, UPDATE. Note, the VIEW privilege is more complicated, generally you dont
have to worry about assigning this, since if someone cannot VIEW the service, but can manage groups in the service, then they still CAN see the service

in the UI/WS. This makes using services a lot easier.

GSH/API example of service privileges

//the directory is public

directoryServi ceDef.getPrivil egeDel egate().grantPriv(SubjectFinder.findAl Il Subject(), AttributeDefPrivilege.
ATTR_ VIEW fal se);

Ul example of service privileges (TODO: NOTE ONLY ASSIGNABLE TO FOLDERS!!)



Create or edit attribute definitions @ :

Attribute management
Enter search text to find an attribute definition M

| apps:directory:directorySenviceDefinition

i atriic deition

Attribute definition

Folder  apps:  directory:
UuID 2 05692041

]

ID directoryServiceDefinition

e Service

Ll
No value -

.l

[¥] attribute definition [7] attribute definition attribute assignment

[l Folder [T] Folder attribute assignment

[¥] Greup / Role / Local entity  [] Greup / Role / Local entity attribute assignment
[[] member [T member attribute assignment

[C] membership [T] membership attribute assignment

[T mMembership - immediate only [] Membership - immediate only - attribute assignment

Assign privileges to everyone [ admin [ update [ read view [l optin  [T] optout

o T e T

Attribute definition privileges @

Enter search text to find an entity to add to the list

:

Shawing privilege entities: 1-2 of 2 page size: [ []

Entity
] e 0o @ [ EveryEntity
Fe 0O© 0o 0 08 O O croupersysadmin

[ concel | oove |

Result page: 1

Using Grouper services

Services should be exposed by the UI/WS/API. i.e. you should be able to do a GroupFinder filter and restrict the results to a certain service. You should be
able to list the services for a user. You could be able to browse the repository and operate comboboxes in the context of a particular service.

API

Find menbers in a service:

Menber shi pResul t nenber shi pResult = new Menber shi pFi nder (). assi gnServi cel d(confl uenceService. getld())
. assi gnServi ceRol e( Servi ceRol e. adni n) . fi ndMenber shi pResul t () ;

Li st <Mermber > nmenbers = new ArraylLi st <Menmber >( menber shi pResul t. nenbers());

Find services for a user:

Set <At tri but eDef Nane> attri but eDef Names = new Attri but eDef NameFi nder (). assi gnSubj ect ( Subj ect Test Hel per.
SUBJO)

. assi gnServi ceRol e( Servi ceRol e. user) . findAttributeNanes();

WS

® getMemberships: find members in a service: send in the serviceRole (e.g. admin|user), and service lookup (uuid or name of service)
* findAttributeDefNames: find services for a user: find in the serviceRole (e.g. admin|user), and entity lookup (subject id, source id, subject identifier)

Client

® find members in a service:



c:\tenp> java -jar grouperdient.jar --operation=getMenbershi psW --servi ceNane=school : apps: wi ki --

servi ceRol e=adni n

I ndex 0: group: school:apps:w ki:groups: adm ns, subject: jsmith, list: updaters, type: Imediate, enabled: T
I ndex 1: group: school:apps:w ki: groups:users, subject: hjohnson, list: adnmins, type: Immediate, enabled: T

® find services for a user:

c:\tenp> java -jar grouperClient.jar --operation=findAttributeDef Names\Ws --scope=% --servi ceRol e=user --
subjectld=jsmth

I ndex 0: nane: school : apps: w ki, displayName: School : Applications: W ki

I ndex 1: nane: school : apps: pto, displayName: School: Applications:Paid Tine O f

Metadata

We should have a requirement that there is one service definition per service name, and there could be some built in metadata on the service definition,
like who the owner is, a link if people have problems, contact info, description, etc.

Developing

® There is a view that is hibernated and can be joined to for queries: grouper_service_role_v mapped to Java object: ServiceRoleView
® You can join to this view by group, or attribute, etc. The membership column should have security joined to it:

wher eCl ause. append(" and theAttributeDef Name.id = theServi ceRol eVi ew. servi ceNaneld ");
changedQuery = grouper Sessi on. get AccessResol ver (). hql Fil t er G oupsWer eC ause(
gr ouper Sessi on. get Subj ect (), byHql Static,
sql, "theServiceRol eVi ew. groupld", AccessPrivil ege. READ PRI VI LEGES);

//fields for the service role

Hi bUtils. convertFi el dsToSql I nString(serviceRole.fieldsForGoupQuery(), byHql Static, whered ause,
"theServiceRol eView. fieldl d");

wher eCl ause. append(" and theServi ceRol eVi ew. renberld = : groupMenberlid ");

byHgl Static.setString("groupMenberld", nmenber.getUuid());

API

In the Grouper API you can get services for a user (note, this is for groups in services where the grouper session can read memberships (or admin)

Set <Attri but eDef Nane> attri buteDef Names = new Attri but eDef NanmeFi nder (). assi gnSubj ect ( Subj ect Test Hel per. SUBJO)
. assi gnServi ceRol e(Servi ceRol e. user) . findAttributeNanes();

Here is a web service request:

<WsRest Fi ndAt t ri but eDef NamesRequest >
<scope>%/ scope>
<servi ceRol e>user </ servi ceRol e>
<subj ect Lookup>
<subj ect | d>t est . subj ect. 0</ subj ect | d>
</ subj ect Lookup>
</ WsRest Fi ndAt t ri but eDef NamesRequest >

Web service response:


https://spaces.at.internet2.edu/pages/viewpage.action?pageId=14517958

<WsFi ndAt tri but eDef NanmesResul t s>
<attri but eDef NameResul t s>
<WsAttri but eDef Nane>
<i dl ndex>10090</ i dl ndex>
<ext ensi on>j i raServi ce</ ext ensi on>
<di spl ayExt ensi on>Central |T production Jira issue tracker
</ di spl ayExt ensi on>
<di spl ayName>apps:jira:Central |IT production Jira issue tracker
</ di spl ayName>
<nanme>apps:jira:jiraServi ce</ name>
<uui d>d528f 5888e964384be6cc7ed39e3d006</ uui d>
<attri but eDef | d>05b934189bd342aba0979f af ec5e9c07</ attri but eDef | d>
<attri but eDef Name>apps:jira:jiraServiceDefinition
</ attri but eDef Nane>
</ WAt tri but eDef Nane>
</ attribut eDef NameResul t s>
<attri but eDef s>
<WsAttri but eDef >
<i dl ndex>10022</i dl ndex>
<ext ensi on>jiraServiceDefinition</extension>
<nanme>apps:jira:jiraServiceDefinition</nane>
<uui d>05b934189bd342aba0979f af ec5e9c07</ uui d>
<attri but eDef Type>servi ce</ attri but eDef Type>
<mul ti Assi gnabl e>F</ ul ti Assi gnabl e>
<mul ti Val ued>F</ nul ti Val ued>
<val ueType>mar ker </ val ueType>
</WsAttri but eDef >
</ attribut eDefs>
<resul t Met adat a>
<resul t Code>SUCCESS</ r esul t Code>
<resul t Message>Success for: clientVersion: 2.2.0, scope: %
splitScope: null, wsAttributeDeflLookup: null, attributeAssignType:
null, attributeDef Type: null
WsAt t ri but eDef NameLookups: nul |
wsl nheritanceSet Rel ation: null, pageSize: null, pageNunmber: null, sortString: null, ascending:
nul |, actAsSubject: null, paranmNanes:
, params: null
, wsSubj ect Lookup: WsSubj ect Lookup[ subj ect | d=t est . subj ect. 0],
servi ceRol e: user
</resul t Message>
<success>T</success>
</ resul t Met adat a>
<r esponseMet adat a>
<r esul t Var ni ngs></r esul t War ni ngs>
<m|1is>9285</millis>
<server Versi on>2. 2. 0</ server Ver si on>
</ responseMet adat a>
</ WsFi ndAt t ri but eDef NamesResul t s>

Questions

1. If you are a member of a group in a service, then should you see it in your service drop down? (yes because it would be too hard to maintain if
each user of a service has to be assigned to VIEW the service)

2. Can you see groups you are a member of if you cannot READ that group (My Memberships)? | think that is the current functionality. if it is then it
will continue to work
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