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LDAPPCNG - LDAP Provisioning Connector New/Next Generation as of v1.
6.0

As of Grouper 2.1, LDAPPCNG has been replaced by the Provisioning Service Provider (PSP).

LDAPPCNG provisions group and membership information contained in the Groups Registry to an LDAP directory service.

Installation and usage information is on this page. Overview and general documentation, including an example, is here.

Install

Download the LDAPPCNG binary provisioning plugin for Grouper and expand it.

Copy the contents of the expanded package to your Grouper API directory. Configuration files are in the conf directory and java libraries areinl i b
/ cust om

Usage

LDAPPCNG is run using GrouperShell (gsh).

For example, to maintain provisioning, polling every 60 seconds for changes :

bi n/ gsh. sh -1dappcng -bul kSync -interval 60

One of - bul kCal c, - bul kDi ff, - bul kSync, -cal ¢ <id>, -diff <id> or-sync <id>mustbe specified. All other arguments are optional.

Key Value Description

no arguments Display usage.

-bulkCalc Calculate provisioning for all identifiers.

-bulkDiff Determine provisioning difference for all identifiers.
-bulkSync Synchronize provisioning for all identifiers.

-calc <id> identifier Calculate provisioning for an identifier.

-diff <id> identifier Determine provisioning difference for an identifier.
-sync <id> identifier Synchronize provisioning for an identifier.

-entityName <id>

-interval
<seconds>

-lastModifyTime
<id>

-conf <dir>

-logSpml

-output <file>
-printRequests
-requestID <id>
-returnData
-returnEverything

-returnldentifier

entity identifier

seconds

yyyy-MM-dd[_hh:mm:

ss]

path to configuration
files

file

request id

Provisioned object id. For example, group, member, etc.

Number of seconds between the start of recurring provisioning iterations. If omitted, only one provisioning cycle is

performed.

Select objects changed since this time.

Configuration directory.

Log SPML requests and responses.

Print SPML responses to Output file. Default: STDOUT.

Print SPML requests as well as responses.

SPML request identifier.

Return data (identifier and attributes)

Return everything (identifier, attributes, and references)

Return identifier only.
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-targetID <id> target id Target ID.

Configuration
Configuration files should be located on the Java classpath.

| dappc-internal . xm | Shibboleth Attribute
Resolver

| dappc-servi ces. xm | Shibboleth Attribute
Resolver

| dappc-resol ver. xm | Shibboleth Attribute

Resolver
| dappc- | dap. xni VT Ldap connector
| dappcng. xm LDAPPCNG
| dappc. properties Macro replacement

By default, macros of the form ${name} in | dappcng. xm will be replaced by their corresponding values in | dappc. properti es.

Files prefixed with | dappc may also be used by Idappc.

Idappcng.xml

The | dappcng. xmi file defines provisioned targets, objects, identifiers, attributes, and references.

<ldappc> - Provisioning Configuration



<l dappc xm ns="http://grouper.internet2.edu/ldappc"
xm ns: | dappc="http://grouper.internet?2.edu/l dappc"”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocation="http://grouper.internet2. edu/l dappc cl asspath:/schena/| dappc. xsd">

<targets id="LDAP">
<target id="ldap" provider="Idap-provider" />

<obj ect id="stent>
<identifier ref="stemdn" basel d="${gr oupsOU}">
<identifyingAttribute name="objectcl ass" val ue="organi zational Unit" />
</identifier>
<attribute nanme="objectC ass" ref="stem objectclass" />
<attribute name="ou" ref="stemou" />
<attribute nanme="description" ref="stemdescription" />
</ obj ect >

<obj ect id="group" authoritative="true">
<identifier ref="group-dn" basel d="${groupsOU}">
<identifyingAttribute name="objectC ass" val ue="${groupObj ect d ass}" />
</identifier>
<attribute name="objectd ass" ref="group-objectcl ass-eduMenber” />
<attribute name="cn" />
<attribute name="description" />
<attribute nanme="hasMenber" ref="hasMenber" />
<attribute nanme="isMenberOX" ref="grouplsMenber&" />
<ref erences nane="nenber" enptyVal ue="" >
<reference ref="nenbers-jdbc" tolbject="nenber" />
<reference ref="nenbers-g: gsa" toObj ect="group" />
</references>
</ obj ect >

<obj ect id="nmenber">
<identifier ref="nenber-dn" basel d="${peopl eOQU}" >
<identifyingAttribute name="objectcl ass" val ue="person" />
</identifier>
<attribute nanme="objectC ass" ref="nmenber-objectclass" retainAll="true" />
<attribute name="isMenber " ref="nmenberl sMenber" />
</ obj ect >

</targets>

</ | dappc>

<targets>

The targets element allows more than one target to be provisioned using the same configuration. This may be useful, for example, when provisioning a
production and test environment identically.

<targets id="ID" >
<t ar get
<t ar get
<obj ect
</targets>

attribute description
id Uniquely identifies a collection of
targets.
<target>

A target contains objects. Each target requires a unique identifier and a provider identifier. Multiple target elements are allowed.



<target id="ID"' provider="providerlD" />

attribute description
id Unique identifier.
provider Identifier of a provider defined in the attribute resolver services
configuration.

For example, LDAPPCNG ships with an LDAP provider using the vt-ldap distribution.

Idappcng.xml

<target id="ldap" provider="1Idap-provider" />

Idappc-services.xml

<Service id="|dap-provider" xsi:type="I|dappc: LdapPool Provider" | dapPool | d="| dapPool ">
<Configurati onResource file="/Idappc-Ildap.xm " xsi:type="resource: d asspat hResource" />
</ Servi ce>

<object>
A provisioned object. For example, a group, member, stem, account, etc. An object consists of an identifier, attributes, and references.
<object id="ID">
<identifier
<attribute ...

<references ...
</ obj ect >

attribute description
id Uniquely identifies the object per
target.
<identifier>
All objects require a unique identifier. The value of the identifier is returned from the Shibboleth Attribute Resolver.
<identifier ref="REF" basel d="BASE">

<identifyingAttribute ...
</identifier>

attribute description
ref The id of an attribute definition defined in the attribute resolver
configuration.
baseld The identifier of the container (the SPML2 containerID).

<identifyingAttribute>

This element maps an object returned from a target provider to an object in the LDAPPCNG configuration. This is not specified anywhere in the SPML
specification and is likely a candidate for improvement.

<identifyingAttribute name="NAME" val ue="VALUE" />

attribute description



name Attribute
name.

value Attribute value.

For example, an object returned from a target which has an attribute named "objectclass” with value "groupOfNames" will be identified as a "group" object.

Idappc-services.xml

<obj ect id="group">
<identifier ref="group-dn" basel d="ou=groups, dc=exanpl e, dc=edu" >
<identifyingAttribute name="objectC ass" val ue="groupOXf Nanes" />
</identifier>

<attribute>

A provisioned attribute. The value of the attribute is returned from the Shibboleth Attribute Resolver.

<attribute nanme="NAME" ref="REF" />

attribute description
name The name of the provisioned attribute.
ref The id of an attribute definition defined in the attribute resolver
configuration.
<references>

Defines references to other objects.

<ref erences nane="NAME" enptyVal ue="" >
<reference ... />
</references

attribute description
name The provisioned attribute name.
empty- Optional. Defines the value of the provisioned attribute if no references are returned from the attribute resolver. This should be defined when provisioning a
value required (MUST) Idap attribute, such as "member" of an OpenLDAP directory.
<reference>

Defines a reference to another object. The value is

<reference ref="REF" toObject="0OBJECTID" /

attribute description
ref The id of an attribute definition defined in the attribute resolver
configuration.
toObject The id of the Provisioned Object referred to.

For example, the following configuration will return references to the identifiers of "member" objects for the attribute definition "members-jdbc", and
references to the identifiers of "group” objects for the attribute definition "member-g:gsa”.

The "members-jdbc" attribute's values will consist of the "id" attribute for every subject which is a member of a group's "members" attribute.
The "members-g:gsa" attribute's values will consist of the "name" attribute for every group which is a member of a group's "members" attribute.

The values of the "members-jdbc" and "members-g:gsa" attributes are passed to the attribute resolver to determine their identifiers.



Idappcng.xml

<ref erences nanme="nenber" enptyVal ue="" >
<ref erence ref="nenbers-jdbc" toOhject="nenber" />
<ref erence ref="nenbers-g: gsa" toObject="group" />
</references>

Idappc-resolver.xml

<resol ver: AttributeDefinition id="nmenbers-jdbc" xsi:type="grouper: Menber" sourceAttributel D="nenbers">
<resol ver: Dependency ref ="G oupDat aConnector" />
<grouper:Attribute id="id" source="jdbc" />

</resol ver: AttributeDefinition>

<resol ver: AttributeDefinition id="menbers-g:gsa" xsi:type="grouper: Menber" sourceAttributel D="menbers">
<resol ver: Dependency ref ="G oupDat aConnector" />
<grouper: Attribute id="nanme" source="g:gsa" />

</resol ver: Attri buteDefinition>

Example: calc

To print to STDOUT the SPML representation of how an object should be provisioned :

>bi n/ gsh. sh -1dappcng -cal c stem gr oupNane

<| dappc: cal cResponse status='success' requestlD="2010...USL7CS ... >
<l dappc:id | D=" stem gr oupNane' />
<l dappc: pso entityNane='group' >
<psol D | D=' cn=st em gr oupNane, ou=gr oups, dc=exanpl e, dc=edu' target|D="1dap' />
<dat a>

<dsm :attr nanme='objectCass' ... >
<dsni : val ue>t op</dsnl : val ue>
<dsni : val ue>gr oupOf Names</ dsni : val ue>
<dsm : val ue>eduMenber </ dsmi : val ue>

</dsml :attr>

<dsm :attr name='cn' ... >
<dsni : val ue>gr oupNane</ dsmi : val ue>

</dsml :attr>

<dsm :attr name='hasMenber' ... >
<dsm : val ue>nmenber 1</ dsm : val ue>
<dsn : val ue>nmenber 2</ dsm : val ue>

</dsm :attr>

<dsm :attr nanme='isMenberor' ... >
<dsni : val ue>st em ot her Gr oup</ dsnl : val ue>

</dsnl:attr>

</ dat a>
<capabi |l i tyData nust Understand='true' capabilityURI =" urn:oasis:nanes:tc: SPM.: 2: 0: ref erence' >
<spmref:reference typeX Ref erence=' menber' ... >

<spmiref:toPsol D | D=' cn=nenber 1, ou=peopl e, dc=exanpl e, dc=edu' target|D='1dap'/>

</ spmref:reference>

<spmref:reference typeXf Ref erence=' nenber' ... >
<spmi ref:toPsol D | D=' cn=nenber 2, ou=peopl e, dc=exanpl e, dc=edu’' target|D='1dap'/>

</spmref:reference>

</ capabi | i t yDat a>
</ | dappc: pso>
</ | dappc: cal cResponse>

Example: diff

To print to STDOUT the SPML representation of changes that should be made :



>bi n/ gsh. sh -1 dappcng -di ff stem groupNane

<l dappc: di f f Response status='success' request|D='2010..._QKUSQLQD' ... >
<nodi f yRequest entityName='group’ requestl|D='2010..._QKUSQLRM returnData='everything' ... >
<psol D | D=" cn=um manual : g20031124220052001, ou=gr oups, dc=nenphi s, dc=edu' target| D="1dap' />
<nodi fication nodificati onMbde=" add' >
<dsm : nodi fi cati on nane='description' operation="add ...>
<dsm : val ue>A Descri ption</dsmnl : val ue>
</ dsnl : nodi fication>
</ modi fication>
</ nodi f yRequest >
<l dappc:id | D=" stem groupNane' />
</ | dappc: di f f Response>
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