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What do we consider user data (aka user attribute)?

What do we consider user data (aka user attribute)?
A user attribute is an attribute that reveals or may reveal a person’s identity, personal characteristics, 
contact information, or affiliation/role/access authorization.

When a user accesses an online resource via federated single sign-on, the resource provider often 
needs a minimum amount of information about that person in order to verify that person has the proper 
access authorization. It may also use the user data to send notifications and to allow the user to 
personalize their experience.

These user data can be loosely three categories: person identifiers, person characteristics grouped into 
/contact information, and authorization support information.  

The  section of the InCommon Federation Library wiki documents the user data Working with user data
elements in common use within the Federation. It also provides guidance and strategy on making the 
most of user data, the right way.

Working with user data

Additional user data handling 
recommendations
Handling User Data Exchange 
in SAML
Getting user data to manage 
access control
Person characteristics and 
contact information
eduPersonEntitlement
eduPersonAssurance
Common name (cn)
displayName
givenName
Surname (sn)

Related content

An Introduction to User Data
R&S Explained in Plain English 
Understanding Federated 
User Identifiers
Why is email address not an 
appropriate user identifier?
Why is eduPersonTargetedID 
deprecated?

Get help

Can't find what you are looking for?

Ask the community help 

https://spaces.at.internet2.edu/display/federation/Working+with+user+data
https://spaces.at.internet2.edu/display/federation/user-data-addl-recommendations
https://spaces.at.internet2.edu/display/federation/user-data-addl-recommendations
https://spaces.at.internet2.edu/display/federation/handing-user-data-in-saml
https://spaces.at.internet2.edu/display/federation/handing-user-data-in-saml
https://spaces.at.internet2.edu/display/federation/user-data-authorization-support
https://spaces.at.internet2.edu/display/federation/user-data-authorization-support
https://spaces.at.internet2.edu/display/federation/user-data-characteristics-and-contact
https://spaces.at.internet2.edu/display/federation/user-data-characteristics-and-contact
https://spaces.at.internet2.edu/display/federation/user-attr-edupersonentitlement
https://spaces.at.internet2.edu/display/federation/user-attr-edupersonassurance
https://spaces.at.internet2.edu/display/federation/user-attr-cn
https://spaces.at.internet2.edu/display/federation/user-attr-displayname
https://spaces.at.internet2.edu/display/federation/user-attr-givenname
https://spaces.at.internet2.edu/display/federation/user-attr-sn
https://spaces.at.internet2.edu/display/federation/r-and-s-in-plain-english
https://spaces.at.internet2.edu/display/federation/understanding-federated-user-identifiers
https://spaces.at.internet2.edu/display/federation/understanding-federated-user-identifiers
https://spaces.at.internet2.edu/display/federation/why-is-email-not-an-appropriate-user-identifier
https://spaces.at.internet2.edu/display/federation/why-is-email-not-an-appropriate-user-identifier
https://spaces.at.internet2.edu/display/federation/why-is-eptid-deprecated
https://spaces.at.internet2.edu/display/federation/why-is-eptid-deprecated
https://spaces.at.internet2.edu/display/federation/ask-the-community
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