Implementing CAS Authentication for Grouper
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® Method 1: Tomcat Container Authentication
® Method 2: Client Configuration Using web.xml
® Previous way to integrate CAS with Grouper (< 2.4.0)
© The yale-cas-auth java jar file is included with the installation of the Grouper Ul. There are a few steps we needed to implement it:

® Configuration Steps to enable CAS Authentication
® Deployment Steps
" Troubleshoot

There are different ways of enabling CAS authentication to protect Grouper resources. These have been tested with Grouper 2.4.0 primarily as a proof of

concept, although there is some reports of success from similar configurations based on these.

@ Here is most recent CAS Grouper doc

Method 1: Tomcat Container Authentication

See also: https://github.com/apereo/java-cas-client

The context definition in server.xml for Tomcat looks like this:

<Cont ext docBase="/ucd/ opt/ grouper-ui/dist/grouper" path="/grouper"
rel oadabl e="f al se" mapper Cont ext Root Redi r ect Enabl ed="t rue" mapper Di r ect or yRedi r ect Enabl ed="true">

<Real m cl assNane="org.j asi g. cas. client.tontat.v85. Properti esCasReal nf
propertiesFil ePath="/etc/tontat/grouper-users. properties”

/>

<l--
If you do not need to map users to roles via a grouper-users.properties file use this.
<Real m cl assNanme="org. jasi g.cas.client.tontat.v85. Asserti onCasReal ni' />

->

<Val ve cl assName="org.jasig.cas.client.tontat.v85. Cas20CasAut henti cator"

encodi ng="UTF- 8"
casServerLogi nUrl ="https:// CAS_SERVER cas/ | ogi n"

casServer Url Prefix="https://CAS_SERVER cas/"
ser ver Name=" CROUPER_SERVER"

/>

<l-- Single sign-out support -->
<Val ve cl assNane="org.j asig.cas.client.tontat.v85. Si ngl eSi gnQut Val ve"

artifact Par anet er Nane="SAM.ar t "

/>
</ Cont ext >

The following jar files will need to go into the Tomcat lib directory (with current versions as of May 2019):

® org.jasig.cas.client : cas-client-core (v3.5.1) [Download]
® org.jasig.cas.client : cas-client-integration-tomcat-common (v3.5.1) [Download]

® org.jasig.cas.client : cas-client-integration-tomcat-v85 (v3.5.1) [Download]
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® org.slf4j : slf4j-api (v1.7.26) [Download]

In Grouper's WEB-INF/web.xml, comment out the login-config and security-role sections. The security-constraint sections should remain so that
authentication is triggered. The role-name can be changed to "*" (or "**" if that doesn't work) to allow all validated users to log in.

For other versions of Tomcat, change v85 to v8, v7, or v6 as appropriate.

Method 2: Client Configuration Using web.xml

This method makes changes solely within the Grouper web application, without affecting the Tomcat configuration.
1. Download the cas-client-core jar file (current version is cas-client-core-3.5.1.jar as of May 2019)
2. Copy the web applications top-level index.jsp to a new subdirectory cas/

3. Edit cas/index.jsp to reference parent directory instead of the current one

<%@i nclude file="../WEB-I|NF/ grouperU 2/ asset sJsp/ conmonTaglib.jsp"%
String location="../grouperU /app/ U V2Mai n. i ndex?oper ati on=Ui V2Mai n. i ndexMai n";

4. Add to WEB-INF/classes/Owasp.CsrfGuard.overlay.properties

or g. owasp. csrfguard. unprot ect ed. CASLogi n=%ser vl et Cont ext % cas/ *

5. Add to WEB-INF/web.xml, changing parameters as needed. Based on https://apereo.atlassian.net/wiki/spaces/CASC/pages/103252594
/Configuring+the+Jasig+CAS+Client+for+Java+in+the+web.xml
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<filter>
<filter-name>CAS Authentication Filter</filter-name>
<filter-class>org.jasig.cas.client.authentication.AuthenticationFilter</filter-class>
<i nit-paran
<par am nanme>casSer ver Ur | Pr ef i x</ par am nane>
<paramval ue>http://1 ocal host: 8080/ cas</ param val ue>
</init-paran>
<i ni t-paranp
<par am nanme>ser ver Name</ par am nane>
<par amval ue>http://1 ocal host: 8080</ par am val ue>
</init-paranm
</filter>
<filter-mppi ng>
<filter-name>CAS Aut hentication Filter</filter-name>
<url -pattern>/cas/*</url-pattern>
</filter-mappi ng>
<filter>
<filter-name>CAS Validation Filter</filter-name>
<filter-class>org.jasig.cas.client.validation. Cas20ProxyRecei vi ngTi cket Val i dationFilter</filter-class>
<i nit-paran
<par am nanme>casSer ver Ur | Pr ef i x</ par am nane>
<par amval ue>http://1 ocal host: 8080/ cas</ param val ue>
</init-paranm>
<i ni t-paranp
<par am nanme>ser ver Nane</ par am nane>
<par amval ue>http://1 ocal host: 8080</ par am val ue>
</init-paranr
</filter>
<filter-mppi ng>
<filter-name>CAS Validation Filter</filter-nanme>
<url-pattern>/cas/*</url-pattern>
</filter-mappi ng>
<filter>
<filter-name>CAS Htt pServl et Request Wapper Filter</filter-nanme>
<filter-class>org.jasig.cas.client.util.HtpServl et Request WapperFilter</filter-class>
</filter>
<filter-mppi ng>
<filter-name>CAS Htt pServl et Request Wapper Filter</filter-name>
<url-pattern>/cas/*</url-pattern>
</filter-mappi ng>

6. Start Tomcat, check catalina and localhost logs if any startup errors

7. Go to URI /grouper/cas/index.jsp to trigger the start of a CAS session.

Previous way to integrate CAS with Grouper (< 2.4.0)

The yale-cas-auth java jar file is included with the installation of the Grouper Ul. There are a few steps
we needed to implement it:

Configuration Steps to enable CAS Authentication
1. Add the cas authentication piece to the build.xml file in the Grouper Ul home/build folder: /deploy/AppServers/grouper-ui folder:
/deploy/AppServers/grouper-ui/build.xml

<ant antfile="build.xm" target="webapp" dir="${contrib.dir}/yale-cas-auth" inheritrefs="true" />



It should go just below the following section in the build.xml file:

<l-- Call any site specific build script. This may be used to introduce site specific Struts action,
| ocal Subject inplenmentations etc -->
<antcall target="-additional-build">
<param nanme="target" val ue="webapp"/>
<reference refid="ui.class.path.for.run"/>
</antcal |l >

1 Implementer note: There are several -additional-build sections. Ensure you find the one that has a target with a value of "webapp".

2. Modify the following 3 lines in the build.properties file that is in the yale-cas-auth folder -- enter proper URLSs for your organization:

/deploy/AppServers/grouper-ui/contrib/yale-cas-auth/build.properties
#G ouper CAS Integration for Cal Poly
sso. logi n.url =https:// nmydev. Your Canpus. edu/ cas/ | ogi n

sso.validate.url =https://mydev. Your Canpus. edu: 443/ cas/ servi ceVal i dat e
grouper. server. name=s- grouper.its. Your Canpus. edu

3. Modify the struts-config.xml file to skip the login prompt by changing the callLogin path to home.do instead of login.do:

/deploy/AppServers/grouper-ui/webapp/WEB-INF/struts-config.xml

<forward name="cal | Logi n" pat h="/hone. do" redirect="true"/>

4. Ensure the REMOTE_USER value that is returned from CAS is configured as one of the subject identifiers in the sources.xml:

/deploy/AppServers/grouper/conf/sources.xml

<i ni t - paranp
<!-- col which identifies the row, perhaps not subjectld -->
<par am nane>subj ect | denti fi er Col 0</ par am nane>

<par am val ue>SUBJECT_NAME</ par am val ue>
</init-paran>

1 Thisis based on using the GrouperJdbcSourceAdapter2 source adapter type

5. Ensure the grouper URL has been added to the CAS Services Registry.

Deployment Steps

1. From the /deploy/AppServers/grouper-ui directory, create a new war file:
ant war

2. Remove the grouper directory in the STOMCAT_HOME/webapps folder:
cd /depl oy/ AppSer ver s/t ontat/webapps

rm-rf grouper

3. Copy the new war file to the webapps directory (overwrite existing grouper.war file):

cp /depl oy/ AppSer ver s/ grouper-ui/ di st/ grouper.war

4. Stop and restart Tomcat.



Troubleshoot

See debug information in logs in log4j.properties

| 0g4j . | ogger . edu. i nt ernet 2. m ddl ewar e. gr ouper. ui . G ouper Ui Fi | ter = DEBUG
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