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This is documentation for easily configuring membership requirements on groups or folders. This is for immediate memberships. Groups can still be
added to groups and effective memberships are not checked.

1. Ineligible members will be vetoed on add in Ul or WS

2. People who are no longer eligible (i.e. not an employee anymore) will be remove immediately by change log consumer
3. Nightly a full check will be made to make sure all immediate members are eligible

Who is allowed to use this

Different membership requirements can be configured by different populations. Note: any admin can assign requirements

Requirement Who can assign
Active at Penn Power users
Penn employee Power users
ISC (IT dept) ISC employees

Pennant team members (Banner team) = Pennant team members

Make sure you are ready for the requirement of group

See what will change if you apply the requirement in the membership screen. Note: ignore groups listed, those will not be removed, only other types
of subjects

Click "Advanced"

Home > Root » test

% testGroup1

Show details

Group actions ~

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: All members w Member name Apply filter Reset Advanced

Remove selected members

[] Entity name » Membership Choose action
[J & Ghris Hyzer Direct Actions ™
[J & Peter Cameron Hyzer Direct Actions ™

Show: = 100 w Showing 1-2 of 2 - First | Prev | Next | Last
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Home » Root » test

% testGroup1

Show details -

Group actions =

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: All members W

Whether to filter for all members, direct members anly, or indirect members only

Member name

Filter by member narme

Group filter: v

Members who are not affiliates o add group filters, contact your administrator.

Enabled / disabled: Members who are not employees

Members who are not employees in two-step
hown. To view all memberships including disabled memberships due to

Members who are not in ISC 3
1=" option.

Members who are not in two-step
Point in time audit: | No, show current memberships on ~ |

By default, only current memberships are shown. You can choose to show historical membarships based on audit data.

Apply filter Reset

Remove selected members

[]  Entity name = Membership Choose action
(] & Chris Hyzer Direct Actions >
[] & Peter Gameron Hyzer Direct Actions ¥

Show: | 100 w Showing 1-2 of 2 - First | Prev | Next | Last



Home » Root » test

%’- testG rou p 1 + Add members

Show details -

Members

Group actions

Privileges More ~

The following table lists all entities which are members of this group.

Filter fior:

Group filter:

Enabled / disabled:

Point in time audit:

All members v

Whether to filter for all members, direct members only, or indirect members only
Member name

Filter by membear name

Members who are not affiliates w

Whether to filter using the memberships of another group. To add group filters, contact your administrator.

b

By default, only memberships that are currently active are shown. To view all memberships including disabled memberships due to
enabled/disabled dates, selact the "Enabled / disabled status" option.

Mo, show current memberships on

By default, only current mamberships are shown. You can choose to show historical memberships based on audit data.

Apply filter Reset

Remove selected members

[J  Entity name = Membership Choose action
& Peter Cameron Hyzer rect Actions =

(] &PeterC H Di

Show: | 100 . Showing 1-1 of 1 - First | Prev | Next | Last

Make sure you are ready for the requirement of folder via Ul

This only works if the number of ineligible memberships is not very large

Look at memberships in a folder.



Home > Root : test

@8 testFolder —

Folder actions «
Folder types: test.

Show details -

Folder contents Privileges m

Group membe g s under this folder

Filter for: | Folder, group, or attribute .-'E"m. Privileges inherited to objects in folder

| This folder's privileges inherited from ancestor folders

Name «

# Up one folder

W testinheritanceWs (test)
M testPermissions (test)
i&# testAttestation (test)

i&# testFolderGroup (test)
i testRole (test)

ig# testRole2 (test)

Show: 100 w Showing 1-6 of 6 - First | Prev | Next | Last

Find which will be removed. Note: ignore groups listed, those will not be removed, only other types of subjects



Home » Root » test

@B testFolder

Folder actions =

Show details -

Folder contents Privileges More ~

The following table lists all group memberships for groups under this folder

2 All members v
Filter for:
Whether to filter for all members, direct members only, o indirect members only
Member name
Filter by membear name
Group filter: Members who are not affiliates v
Whather to filter using the memberships of another group. To add group filters, contact your administrator.
Enabled / disabled: o
By default, only membarships that are currently active are shown. To view all memberships including disabled memberships due to
enabled/disabled dates, selact the "Enabled / disabled status" option.
Point in time audit: Mo, show current memberships on w

By default, only currant memberships are shown. You can choosa to show historical memberships based on audit data.
Apply filter Reset

Remove selected members

[ ] Entity name « Folder name Group name Membership Choose action
& Peter Gameron Hyzer n testFolder (test) & testRole (test) Indirect Actions ¥

[ % testGroupl s testFolder (test) & testRole (test) Direct Actions ¥

Show: 100 o Showing 1-2 of 2 enfities - First | Prev | Next | Last

Make sure you are ready for the requirement of folder via report

Have the Grouper admin run a SQL report and export as CSV or make a Grouper report



sel ect
gl v. group_nane,
gm subj ect _i d,
gm description
from
grouper _nmenber ships_lw. v gmv,
grouper _nenbers gm
wher e
gmv.list_name = 'nenbers’
and gnlv.group_nane |like 'penn:isc:ait:apps:outsystens: groups: %
and gmv. menmber_id = gmid

and gnlv. subj ect_source = ' pennperson’
and not exists (
sel ect
1
from
grouper _nenber ships_lw v gnlv2
wher e
gm v2.list_name = 'nmenbers'
and gm v2. group_nane = 'penn: community: activeNonA umi Wt hPennnane'

and gm v2. menber _id = gnl v. nenber _i d)

Assign a requirement to group

Edit the group (need to be a group admin), assign the requirement



Home > Root » test

% testGroup1

Edit group

Group name:

Group I1D:

Alternate ID path:

Description:

Enabled date:

Disabled date:

Require Penn affiliate:

Require employee:

Require ISC employee:

Require Pennant team
member:

Show advanced properties ~

testGroup1 [

Mame is the label that identifies this group, and might change.

testGroup1

1D is the unique identifier for this group. It should be short and simple, and might have character restrictions. The |D should

rarely change, if ever.

Alternate ID path allows groups to be searchable using an alternate name. The format is the same as the format of 1D path.

Description contains notes about the group, which could include: what the group represents, why it was created, etc.

f/mm/dd hh:mi am/pm

When this group will be enabled if the time is in the future. Expected timezone is ET.

m/dd hh:mi am/pm

When this group will be disabled if the time is in the future. Expected timezone is ET.

Only people who are actively affiliated with Penn can be group members. Ineligible people will be vetoed or removed.

L]

Only Penn employees can be group members. Ineligible people will be vetoed or removed.

CJ

Only Penn ISC employees can be group members. Ineligible people will be vetoed or removad.

CJ

Only Pennant team members can be group members. Ineligible people will be vetoed or removed.

Cancel

Assign a requirement to a folder

There is currently not a folder edit way to assign this, but can do with attributes (need to be a folder admin)



Home > Root > test

@8 testFolder

Folder types: test.

Show details ~

Folder contents Privileges

Filter for: | Folder, group, or attribute name

Name

» Up one folder

B testinheritanceWs (test)
I testPermissions (test)
i testAttestation (test)
& testFolderGroup (test)
& testRole (test)

& testRole? (test)

Show: 100 hd

More =

Edit ir '«-'.i

Folder actions =

Quick links

Add to my favorites

Visualization

Templates

Apply filter Reset Run template

Manage
Copy folder
Create new attribute definition
Create new attribute name
Create new folder
Create new group
Create new local entity
Edit folder

Move folder

| Administration

Shd  attestation

Attribute assignments

| Audit log

| Deprovisioning



Home > Root » test

@B testFolder

Folder actions ~
Folder types: test.

Show details -

Folder contents Privileges

Attribute Assignments

The following table lists all attributes assigned to this folder

Attribute name:  |membershipRequire |

# penn:etc:attribute:membershipRequirement:membershipRequirementActiveAtPenn ribute nameas

# penn:etc:attribute:membershipRequirement:membershipReguirementEmployes

& penn:etc:attribute:membershipRequirement:membershipReguirementlsc

£ penn:etc:attribute:membershipRequirement:membershipReguirementPennant

"
LT
' a ' ‘ Search Q
Logged in as Chris Hyzer - Log out - Help
Success: assigned attribute to stem.
<+ Create new group - Home » Root » test

Quick ks - i@ testFolder T

Folder actions ~
My groups Folder types: test.

My folders Show details -

My favorites

My services

Folder contents Priwleges
My activity
Miscellaneous i '
Attricute Assignments
R = The following table lists al attributes assigned to this folder
-] = Root
& penn Attribute name: penn:etc:attribute:membershipRequirement:membershipRequirem
+ 03 test

The attribute name is the part of the attribute which is assigned to owner objects. Generally multiple attribute names
are related to one attribute definition.

i)

Assignment Choose

Assignment type Attribute name Enabled? values Attribute definition action

Direct assignment &} membershipReguirementEmployee enabled £ membershipRequirementDef Actions ¥



Effects of adding an ineligible member by Ul

The adds will be vetoed

Q

UNIVERSITY of PEXNSTLVANIA

Logged in as Chris Hyzer - Log out - Help

Only Penn active employees can be group members

Create new group A Home > Root > test » testFolder

Quick links - .ﬁ'.- teStROIe

Group actions ~
My groups
My folders Member name or ID:  Peter Gameron Hyzer (hyzer38, 10021095) (active) Alumni
My favorites Enter an entity name or ID, or search for an entity.
My services Assign these privileges: ® Default privileges O Custom privileges
My activity
Start date: yyyy/mm/dd hhumi ar

Miscellaneous
The opticnal date on which this entity's membership begins. Expected timezone is ET.

Browse folders

= End date: yyyy/mm/dd hh:mi am/pm
The optional date on which this entity's membership expires. Expected timezone is ET.
-1 &= Root
+03 penn | or import a list of members .
+ [ test

Show details -

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: All members v Member name Apply filter Resat Advanced
Remove selected members
[l  Entity name =

Membership Choose action

Show: | 100 ~ Showing 1-0 of O - First | Prev | Next | Last

Effects of adding an ineligible member by WS

An exception will be thrown and the WS will return an error



[nchyzer @1 ash pennGroupsCient-2.6.0]% java -jar grouperdient-2.6.13.jar --operation=addMenberW --
groupNane=t est: t est G oupl --subjectlds=10035755
Error with grouper client, check the |ogs: Bad response fromweb service:
There were 0 successes and 1 failures of users added to the group.
Error O, result index: 0, code: EXCEPTION, nessage: edu.internet2. m ddl eware.grouper.hooks.| ogic. HookVeto: veto.
menber shi pVet o. cust onConposi t e. vet oRequi reActive: User is not eligible to be in this group since they are not
in: penn:community:activeNonAl umi Wt hPennnane,
, group nane: test:test&oupl, subject: Subject id: 10035755, sourceld: pennperson, field: nmenbers

at edu.internet2. mddl eware. grouper. app. menber shi pRequi r e. Menber shi pRequi r eMenber shi pHook$1. cal | back
(Menber shi pRequi r eMenber shi pHook. j ava: 115)

at edu.internet2. m ddl eware. grouper. G ouper Sessi on. cal | backG ouper Sessi on( G ouper Sessi on. j ava: 1000)

at edu.internet?2. m ddl eware. grouper. G ouper Sessi on. i nternal _cal | backRoot Gr ouper Sessi on( G ouper Sessi on.
j ava: 1069)

at edu.internet?2. m ddl eware. grouper. app. menber shi pRequi r e. Merrber shi pRequi r eMenber shi pHook.
checkMenber shi pEli gi bi lity(Menbershi pRequi reMenber shi pHook. j ava: 95)

resul t Code: PROBLEM W TH_ASSI GNVENT,

(Grouper admin) add a new membership requirement

1. If the new requirement is controlled by the same population, re-use an existing attribute definition, otherwise add another one

Home > Root » penn » etc  attribute

membershipRequirement

Attribute definition |

£ membershipRequirementDef

Attribute actions ~

Type: Attribute
Value type: Mo value
Assign to: Group / Role / Local entity
Folder
Multi-assignable: No
Multi-valued: No
1D path: penn:ete:attribute:membershipRequirement:membershipRequirementDef
1D: membershipRequirementDef
Created: Thu Oct 20 10:22:45 AM EDT 2022
Creator: Chris Hyzer
Last edited: Thu Oct 20 10:22:45 AM EDT 2022

Privileges assigned to everyone:

ID index: 10570
UuID: 96943a7355af447dbe2b07cTeccTI7cl
Hide details

Attribute names Privileges More ~

The following table lists all attribute names associated with this aftribute definition

Filter for: Attribute name Apply filter Reset

Delete selected attribute names

older ribute name cose action
[J Fold Attributy Ch ti
[[) W membershipRequirement 4 membershipRequirementActiveAtPenn Actions ¥

[] ™ membershipRequirement 3 membershipRequirementEmployee Actions >

Show: | 100 v Showing 1-2 of 2 - First | Prev | Next | Last



2. Configure who can use it with attribute definition privileges

Home > Root » penn » etc > attribute > me pRequirement

Attribute definition

'a membershi P Req uirementDef Attribute actions +

Show details -
Attribute names Privileges More ~

The following table lists all entities with privileges for this attribute definition.

Filter for: Any privilege hd

Has direct assignments v

Apply filter Reset

Update: Assign the ADMIN privilege v Update selected
Attribute  Attribute Choose
[] Entity name = Admin Read Update Optin OptOut read update View action
(] & communityReaders v v Actions ~
[ & penngroupsPowerlUsers v v Actions ¥
Show: | 100 - Showing 1-2 of 2 - First | Prev | Next | Last

3. Create an attribute name

Root > pi attribute

Attribute name

Q* Attribute name actions ~
1

membershipRequirementEmployee

Attribute definition: # membershipRequirementDef
The attribute definition holds the settings and security for attribute. Each attribute definition can have multiple attribute names.

Folder: I membershipRequirement
Folder is the namespace where this attribute name resides.

Show details -

4. Configure externalized text for this requirement in grouper.text.en.us.properties (configured dynamically in the database)

vet o. menber shi pVet 0. cust onConposi t e. vet oRequi r eEnpl oyee = Only Penn active enpl oyees can be

group nenbers



Home > Miscellaneous > Configure

Configuration files Gontg actions -

Configure Grouper settings. Changes take a couple minutes to propagate to all JVMs connected to this database.

Config file grouper.text.en.us.properties v

Select the config file you would like to view or edit

Filter for: All sources h

veto.membershipVeto.customComposite.veto Apply filter Resat

grouper.text.en.us.properties

Choose action  Property name Value Configured in
Actions v veto.membershipVeto.customG ite.vetoRequil Only Penn active employees database
Type: text can be group members

5. Configure the membership requirement and group edit screen in grouper.properties (configured dynamically in the database)

grouper . menber shi pRequi r ement . r equi r eEnpl oyee. ui Key = vet oRequi r eEnpl oyee

gr ouper . menber shi pRequi remrent . requi r eEnpl oyee. attri but eName = penn:etc: attribute: nenber shi pRequi renent:
menber shi pRequi r ement Enpl oyee

grouper . menber shi pRequi r ement . r equi r eEnpl oyee. r equi r eGr oupName = penn: conmuni ty:

enpl oyeeOr Cont ract or | ncl udi ngUphs

groupScreen. attribute.requi reEnpl oyee. attri buteName = penn:etc:attribute: nenber shi pRequi renent:
menber shi pRequi r emrent Enpl oyee

groupScreen. attribute. requireEnpl oyee. | abel = Require enpl oyee
groupScreen. attri bute. requireEnpl oyee. description = Only Penn enpl oyees can be group nenbers.
Ineligible people will be vetoed or renoved.

groupScreen. attribute. requireEnpl oyee.index = 2



Configuration files Config actons -

Configure Grouper settings. Changes take a couple minutes to propagate to all JVMs connected to this database.

Config file grouper.properties v

Select the config file you would like to view or edit

Filter for: Db config only v
RequireEmployee Apply filter Resst
grouper.properties

Custom veto composites membership requirement

This feature allows users to auto-veto ineligible members or remove them when they become ineligible. Note that each custom composite also needs to be defined
in the Grouper Ul text properties in order to provide a friendly description in the Ul. customCompositeMinusEmployees and customCompositelntersectlt are also
defined as examples there.

Choose action  Property name Value Configured in
Actions ¥ grouper. i qui i attributeName pe i " N s
more
Actions ~ grouper. ipRequi i i penr i OrCi idingUphs  database
Actions ™ grouper. ipRequi vetoRequireEmployee database
Remaining config
Any configuration not in another section
Choose action Property name Value Configured in
Actions ¥ 9 attribute. i i pe i i i database
more
Actions ™ ar attribute. i iption Only Penn employees can be group members. Inel... database
more
Actions ™ ar attribute. i index 2 database
Actions ¥ g attribute. i label Require employee database

6. Wait until caches clear (few minutes)
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