Grouper Messaging with RabbitMQ
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@ The info on this page applies to Grouper 2.5+

The Grouper Messaging system interface has a RabbitMQ implementation.

To make this work
Note, these instructions are from August 7, 2017, might get outdated.
You need updates to the grouper client which is either 2.3.0 api patch #76, or get the 2.3.1 snapshot client
You need the grouper rabbitMQ messaging connector (can install this with grouper installer see below)
® The installer will copy the jars to the lib dir of Grouper
Configure the grouper.client.properties like the example

Use the messaging view loader, WS, client, etc. See below for a loader example

Configure the grouper-loader.properties to send change log notifications
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## Messaging integration with change | og
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# note, change "nessagi ngSanple" in key to be the nane of the consuner. e.g. changelog.consuner.
sonmeNaneAnyNane. cl ass

changelog. consuner . r abbi t MjMessagi ngSanpl e. cl ass = edu. i nternet 2. m ddl ewar e. gr ouper . changelLog. esb. consuner.
EsbConsuner

changelog. consuner . r abbi t MjMessagi ngSanpl e. publ i sher. cl ass = edu.internet?2. m ddl ewar e. gr ouper . changelLog. esb.
consuner . EsbMessagi ngPubl i sher

changelog. consuner . r abbi t MjMessagi ngSanpl e. publ i sher. nessagi ngSyst enNanme = rabbi t mgSyst em

# note, routingKey property is valid only for rabbitng. For other messaging systens, it is ignored.
changelLog. consuner . r abbi t MjMessagi ngSanpl e. publ i sher. routi ngKey =

## queue or topic

changelog. consuner . r abbi t MjMessagi ngSanpl e. publ i sher. nessageQueueType = queue

changelog. consuner . r abbi t MjMessagi ngSanpl e. publ i sher. queueOr Topi cNane = sanpl eQueue

## this is optional if not using "id" for subjectld, need to be a subject attribute in the sources. xni
#changelLog. consuner . r abbi t MjMessagi ngSanpl e. publ i sher. addSubj ect Attributes = email

changelLog. consuner . r abbi t MjMessagi ngSanpl e. r egexRout i ngKeyRepl acenment Defi nition = replaceFirst (' “hawaii.edu:",

"group.nodify.').replaceFirst('(:enrolled|:waitlisted|:withdrawn)$', '")
changelog. consuner . r abbi t MjMessagi ngSanpl e. r epl aceRout i ngkeyCol onsWt hPeri ods = true

Filter messages with something like this:

changelLog. consuner . r abbi t MjMessagi ngSanpl e. el filter = event.event Type =~ [' GROUP_ADD , ' GROUP_UPDATE' ,
' GROUP_DELETE', ' MEMBERSHI P_ADD , ' MEMBERSHI P_UPDATE', ' MEMBERSHI P_DELETE'] and event.groupName =~ '“app:.*’
and event.groupName !~ '.*:filter_sources$

Note, you need to create the rabbitmq queue (you can do this with the admin console: http://localhost:15672/#/queues
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Here are some sample messages from the ESB connector

"encrypted": fal se,
"esbEvent": [
{

"changeCccurred": fal se,
"createdOnM cros": 1502100000596000,
"event Type": " MEMBERSHI P_ADD",
"fiel dNane": "nmenbers",
"groupl d":"ccf74f 3b4d0743428f 7d72a14d8d81db",
"groupNane": "test:testLoader",
"id":"484190ca24e54ea7abac9e7d26089af a",
"menber shi pType": "fl attened",
"sequenceNunber": " 790",
"sourcel d":"jdbc",
"subj ectld":"test.subject.?2"
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{
"encrypted":fal se,
"esbEvent": [
{

"changeCccurred": fal se,
"createdOnM cros": 1502133203662000,
"di spl ayNane": "et c: sysadni nReadonl y",
"event Type": " GROUP_ADD",
"id":"ae0dde273bd0472c8257f 36f f ccf 20ad",
"name": " et c: sysadnm nReadonl y",
"parent Stem d": " 4f d44656ad6f 423eaaddbd896f dclaaa",
"sequenceNunber": " 793"

Install this connector via the installer

Get the latest installer, run it, install, you can skip most stuff, rabbitmq is at the end

Non-fatal ERROR the environnent variable JAVA HOVE requires to be invoked with Java 1.7+ JDK (not JRE), but
was: 1.6
Press <enter> to continue... <using autorun property grouperlnstaller.autorun.javalnvalid>:
Do you want to "install' a new installation of grouper, 'upgrade' an existing installation,

"patch' an existing installation, "admn' utilities, or 'createPatch' for G ouper devel opers

(enter: 'install', 'upgrade', 'patch', '"adnmin', 'createPatch' or blank for the default) [install]: <using
autorun property grouperlnstaller.autorun. acti onEgl nstal | UpgradePatch>: "'
Enter in the Gouper install directory (note: better if no spaces or special chars) [C/tenp/tenp
/grouperlinstaller]: <using autorun property grouperlnstaller.autorun.installDrectory>:
Enter in a Gouper tenp directory to downl oad tarballs (note: better if no spaces or special chars) [C
\tenp\tenp\grouperlnstaller\tarballs]:
Enter the default IP address for checking ports (just hit enter to accept the default unless on a machine wth
no network, might want to change to 127.0.0.1): [0.0.0.0]: <using autorun property grouperlnstaller.autorun.
def aul t1 pAddressFor Ports>: "'
Installing grouper version: 2.3.0
File exists: C\tenp\tenp\grouperlnstaller\tarballs\grouper.apiBinary-2.3.0.tar.gz, should we use the |ocal
file (t]f)? [t]:
Unzi pped file exists: C\tenp\tenp\grouperlnstaller\tarballs\grouper.apiBinary-2.3.0.tar, use unzipped file
(t1f)? [t]:
Untarred dir exists: C\tenp\tenp\grouperlnstaller\grouper.apiBinary-2.3.0, use untarred dir (t|f)? [t]:
Do you want to use the default and included hsql db database (t|f)? [t]: f
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Exanpl e mysqgl URL: jdbc:nysql://1 ocal host: 3306/ gr ouper

Exanpl e oracle URL: jdbc:oracle:thin: @erver.school.edu: 1521:sid

Exanpl e hsql db URL: jdbc: hsql db: hsql ://1 ocal host: 9001/ gr ouper

Exanpl e postgres URL: jdbc: postgresql://|ocal host: 5432/ dat abase

Exanpl e nssql URL: jdbc:sqlserver://1ocal host: 3280; dat abaseNane=gr ouper

Enter the database URL [jdbc: hsql db: hsql://1 ocal host: 9001/ grouper]:

Dat abase user [sa]:

Dat abase password (note, you aren't setting the pass here, you are using an existing pass, this will be echoed
back) [<bl ank>]:

Do you want this script to start the hsql db database (note, it nust not be running in able to start) (t|f)?
[t]: f

Do you want to init the database (delete all existing grouper tables, add new ones) (t|f)? f

Do you want to add quickstart subjects to DB (t|f)? [t]: f

Do you want to add quickstart data to registry (t|f)? [t] f

Do you want to install the user interface (t|f)? [t]: f

File exists: C\tenp\tenp\grouperlnstaller\tarballs\apache-ant-1.8.2-bin.tar.gz, should we use the local file
(t1f)? [t]:

Unzipped file exists: C\tenp\tenp\grouperlnstaller\tarballs\apache-ant-1.8.2-bin.tar, use unzipped file (t|f)?



[t]:

Untarred dir exists: C\tenp\tenp\grouperlnstaller\tarballs\apache-ant-1.8.2, use untarred dir (t|f)? [t]:
Enter the tontat version (8.5.12 or 6.0.35) [8.5.12]:

File exists: C\tenp\tenp\grouperlnstaller\tarballs\apache-tontat-8.5.12.tar.gz, should we use the local file
(t1f)? [t]:

Unzi pped file exists: C\tenp\tenp\grouperlnstaller\tarballs\apache-tontat-8.5.12.tar, use unzipped file (t|f)?
[t]:

Untarred dir exists: C\tenp\tenp\grouperlnstaller\apache-tonctat-8.5.12, use untarred dir (t|f)? [t]:

Do you want to set the tontat nemory limt (t|f)? [t]:

Editing file: C\tenp\tenp\grouperlnstaller\apache-tontat-8.5.12\bin\catalina.bat

- old max nmenory value is sane as new val ue: 512M

- old perngen nenory value is sane as new val ue: 256M

Editing file: C\tenp\tenp\grouperlnstaller\apache-tontat-8.5.12\bin\catalina.sh

- old max menory value is sane as new val ue: 512M

- old perngen nenory value is sane as new val ue: 256M

What ports do you want tontat to run on (HTTP, JK, shutdown): [8701, 8702, 8703]:

Enter the GrouperSystem password: pass

Do you want to set the G ouperSystem password in C \tenp\tenp\grouperlnstaller\apache-tontat-8.5.12\conf\tontat-
users.xm ? [t]: f

Do you want to install web services (t|f)? [t]: f

Do you want to install the web services client (t|f)? [t]: f

Do you want to install the provisioning service provider next generation (t|f)? [t]: f

Do you want to install the provisioning service provider (t|f)? [t]: f

Looking for conflicting jars
Do you want to start the G ouper |oader (daenons)?

(note, if it is already running, you need to stop it now, check the task manager for java.exe) (t|f)? [f]:
Do you want to install the grouper ws scim(t|f)? [t]: f
Do you want to install grouper rabbitMQ nessaging (t|f)? [f]: vy
File exists: C\tenp\tenp\grouperinstaller\tarballs\grouper.rabbitM-2.3.0.tar.gz, should we use the local file
(t]f)? [t]:
Unzipped file exists: C\tenp\tenp\grouperlnstaller\tarballs\grouper.rabbitM-2.3.0.tar, use unzipped file
(t1f)? [t]:
Untarred dir exists: C\tenp\tenp\grouperlnstaller\grouper.rabbitM-2.3.0, use untarred dir (t|f)? [t]:
Wiere do you want the Grouper RabbitM)Q nessaging connector installed? C\tenp\tenp\grouperlnstaller\grouper.
api Binary-2.3.0
Copying C:\tenp\tenp\grouperlnstaller\grouper.rabbitMy-2.3.0\lib\angp-client-4.0.2.jar to C
\tenp\t enp\ grouper | nstal |l er\ grouper. api Bi nary-2.3.0\1i b\grouper\angp-client-4.0.2.jar
Skipping file that exists in destination: C\tenp\tenp\grouperlnstaller\grouper.apiBinary-2.3.0
\lib\grouper\slf4j-api-1.6.1.jar
Copying C:\tenp\tenp\grouperlnstaller\grouper.rabbitM-2.3.0\lib\grouperRabbitMW.jar to C
\tenp\tenp\grouperlnstaller\grouper.apiBi nary-2.3.0\Iib\grouper\ grouper Rabbi t My. j ar
Skipping file that exists in destination: C\tenp\tenp\grouperlnstaller\grouper.apiBinary-2.3.0
\l'i b\ grouper\slf4j-1o0g4j12.jar
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Configure your grouper.client.properties based on this file C\tenp\tenp\grouperlnstaller\grouper.rabbitM-2.3.0
\ grouper.client.rabbitMj. exanpl e. properties
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Installation success!

Run the installer's "adnmn' function to get information and nanage about your installation (db, tontat, | ogs,
etc)
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Install RabbitMQ with container



docker run -d --hostnanme ny-rabbit --nanme sone-rabbit -e RABBI TMQ DEFAULT_USER=user -e
RABBI TMQ DEFAULT_PASS=password -p 5672:5672 -p 15672: 15672 rabbi t ng: 3- nanagenent

Login to http://localhost:15672/ with user/password

Default port is 5672

Install RabbitMQ

On windows, install erlang, then install RabbitMQ

Get the management ui working (do this as an administrator)

C:\ Program Fi | es\ Rabbi t MQ Server\rabbi t ng_server-3. 6. 10\ shi n>r abbi t ng- pl ugi ns. bat enabl e rabbi t ng_nmanagenent

Restart RabbitMQ service as an administrator (e.g. in windows in local services console)
Login to http://localhost:15672/ with guest/guest

Default port is 5672

On Mac, Download RabbitMQ from https://www.rabbitmg.com/install-standalone-mac.html. Unzip the file and go to sbin directory. Run ./rabbitmg-server. It
will launch rabbimq server.

To access the web ui, run ./rabbitmg-plugins enable rabbitmg_management from sbin directory.
Login to http://localhost:15672/ with guest/guest
Note: Grouper Rabbitmg messaging doesn't support acknowledging the individual messages.

Grouper Rabbitmqg messaging supports TLS version 1.1 and 1.2. The instructions to configure Rabbitmq for TLS are at: https://www.rabbitmg.com/ssl.html.

Set the following properties in grouper.client.properties file


http://localhost:15672/
http://www.erlang.org/downloads
https://www.rabbitmq.com/
http://localhost:15672/
https://www.rabbitmq.com/install-standalone-mac.html
http://localhost:15672/
https://www.rabbitmq.com/ssl.html

## Grouper Messagi ng System

# nanme of a nessaging system note, "rabbitngSystent can be arbitrary
grouper . messagi ng. syst em r abbi t rgSyst em nane = rabbi t ngSyst em

# class that inplenments edu.internet2.nm ddl eware. grouperC ient.nessagi ng. G ouper Messagi ngSyst em
grouper . messagi ng. syst em r abbi t ngSyst em cl ass = edu. i nt er net 2. mi ddl ewar e. gr ouper Messagi ngRabbi t ng.
Gr ouper Messagi ngRabbi t gSyst em

# host address of rabbitng queue
grouper . nessagi ng. syst em r abbi t gSyst em host = | ocal host

# virtual host of rabbitng queue
grouper . nessagi ng. syst em r abbi t ngSyst em vi rt ual host =

# port of rabbitng queue
grouper . messagi ng. syst em r abbi t gSyst em port =

grouper . nessagi ng. syst em r abbi t nySyst em def aul t PageSi ze = 10
grouper . nessagi ng. syst em rabbi t ngSyst em maxPageSi ze = 50

# default systemsettings to this nmessaging system note, there is only one | evel of inheritance. (optional)
grouper . nessagi ng. syst em r abbi t ngSyst em def aul t Syst enNane = rabbi t ngSyst em

#user nane
grouper . nessagi ng. syst em r abbi t gSyst em user nanme = guest

#pass
grouper . nessagi ng. syst em r abbi t gSyst em password = guest

# set the following three properties if you want to use TLS connection to rabbitng. Al three need to be
popul at ed.

# TLS Version

grouper . nessagi ng. system rabbi t ngSystem tl sVersion = TLSvl. 1

# path to trust store file
grouper . nessagi ng. system r abbi t ngSyst em pat hToTrust Store =

# trust passphrase
grouper . nessagi ng. syst em r abbi t ngSyst em t r ust Passphrase =
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