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The eduroam-US Knowledge Base provides answers to common questions, guides to getting started
with eduroam, and details on how to contact the team for help. Have questions or an idea to make this
space better? Contact us.

Getting Started

eduroam Admins use the eduroam Federation Manager portal to manage their eduroam deployments.
After signing up, use your InCommon or Google credentials to log in and begin setting up eduroam with
connections to your IdPs (the way your users log in), SPs (the way your hotspots send traffic to other
subscribers), and service locations (where eduroam can be found in the physical world).

® eduroam Federation Manager Guides
© Quick Start Guide is designed to assist you with getting started in the eduroam
Federation Manager portal
© eduroam Admins User Guide provides details on configuring and managing your
eduroam Organization
© Support Organization Admins User Guide is designed to provide information for
completing configuration for Support Organizations.
eduroam IdP Realm Testing Guide
eduroam Hotspot Testing Guide
eduroam Log Viewer Basics
How to read your eduroam report
FAQ on enrolling and logging into the eduroam Federation Manager

What to do next

While we work to update our documentation, our colleagues at GEANT have documentation on
configuring your RADIUS servers for eduroam.

@ During organization-side configuration, use tlrsl.eduroam.us and tlrs2.eduroam.us as your
upstream RADIUS server addresses.

® |P address info for tirs1l.eduroam.us
® |P address info for tirs2.eduroam.us

Additional documentation

Below you'll find general help guides, eduroam best practices, and some technical documentation for
configuring eduroam on certain varieties of wireless controllers and RADIUS servers.

General guides

Document Title Author(s) Revised
eduroam US Best Practices Guide eduroam Advisory see
Committee (eAC) document
header
Preserving end user privacy in eduroam Internet2 see
document
header
How to deploy eduroam on campus GEANT see
document
header
CAT (Configuration Assistant Tool) Guide GEANT see
document

header

Resources

® Join the eduroam-
admins@internet2.edu list to
stay update on service
updates and changes

® Check the current status of
the eduroam service

® Frequently Asked eduroam
Questions (FAQ)

® eduroam Federation Manager
portal Release Notes

® eduroam RADIUS
infrastructure Release Notes

® Consultations for community
input and comment

® eduroam Best Practices
Guide

® eduroam Voluntary Product
Accessibility Template
(VPAT ™)

Let us know

® Have questions or an
suggestion? Contact us.

® Contact the eduroam Advisory
Committee (eAC)


https://incommon.org/help/
https://service1.internet2.edu/Shibboleth.sso/IAM_Login
https://spaces.at.internet2.edu/x/EYkTD
https://spaces.at.internet2.edu/x/DYkTD
https://spaces.at.internet2.edu/x/D4kTD
https://spaces.at.internet2.edu/display/eduroam/eduroam+Admin+IdP+Realm+Testing
https://spaces.at.internet2.edu/display/eduroam/eduroam+Admin+Hotspot+Testing
https://spaces.at.internet2.edu/display/eduroam/eduroam+log+viewer+Basics
https://spaces.at.internet2.edu/display/eduroam/Reading+your+eduroam+report
https://spaces.at.internet2.edu/pages/viewpage.action?pageId=129630993
https://wiki.geant.org/pages/viewpage.action?pageId=121346259
https://spaces.at.internet2.edu/download/attachments/174066029/eduroam-US%20Best%20Practices%20Guide.pdf?version=1&modificationDate=1602734211596&api=v2
https://spaces.at.internet2.edu/display/eduroam/eduroam+Advisory+Committee
https://spaces.at.internet2.edu/display/eduroam/eduroam+Advisory+Committee
https://spaces.at.internet2.edu/display/eduroam/Preserving+end+user+privacy+in+eduroam
https://incommon.org/eduroam/
https://wiki.geant.org/pages/viewpage.action?pageId=121346259
https://eduroam.org/
https://wiki.geant.org/display/H2eduroam/A+guide+to+eduroam+CAT+for+IdP+administrators
https://eduroam.org/
https://lists.internet2.edu/sympa/info/eduroam-admins
mailto:eduroam-admin@internet2.edu
mailto:eduroam-admin@internet2.edu
https://status.incommon.org/
https://spaces.at.internet2.edu/x/eY-bD
https://spaces.at.internet2.edu/x/eY-bD
https://spaces.at.internet2.edu/x/eAzABg
https://spaces.at.internet2.edu/x/jgGkD
https://spaces.at.internet2.edu/x/WIPmBQ
https://spaces.at.internet2.edu/display/eduroam/Consultation+on+eduroam-US+Best+Practices+Guide?preview=/174066029/174066124/eduroam-US%20Best%20Practices%20Guide.pdf
https://spaces.at.internet2.edu/display/eduroam/Consultation+on+eduroam-US+Best+Practices+Guide?preview=/174066029/174066124/eduroam-US%20Best%20Practices%20Guide.pdf
https://spaces.at.internet2.edu/download/attachments/215715700/VPAT%20Assessment%20Report%20-%20Eduroam.pdf?version=2&modificationDate=1658251656709&api=v2
https://spaces.at.internet2.edu/download/attachments/215715700/VPAT%20Assessment%20Report%20-%20Eduroam.pdf?version=2&modificationDate=1658251656709&api=v2
https://spaces.at.internet2.edu/download/attachments/215715700/VPAT%20Assessment%20Report%20-%20Eduroam.pdf?version=2&modificationDate=1658251656709&api=v2
https://incommon.org/help/
https://incommon.org/help/
http://tlrs1.eduroam.us
http://tlrs2.eduroam.us
https://www.digitalocean.com/community/tools/dns?domain=tlrs1.eduroam.us
https://www.digitalocean.com/community/tools/dns?domain=tlrs2.eduroam.us

Help desk best practices

Primer on EAP types

EAP Server Certificate considerations

eduroam Transitional Technologies Updates

® Information on changes to 802.1x technologies that
impact eduroam and guidance on implemention

RADIUS Attribute Guide

GEANT

GEANT

GEANT

eduroam Advisory
Committee (eAC)

Josh Howlett,
Federated Solutions

see
document
header

see
document
header

see
document
header

see

document
header

10/5/2023

Configuration for wireless controllers, RADIUS servers, and other network

devices

Document Title

Aruba Clearpass 6.7 service template for eduroam

Aruba Clearpass 6.8 service template for eduroam

Aruba and NPS configuration for eduroam

Cisco ISE and recommended load balancing best practice
Please review before deploying any version of ISE

Cisco ISE 3.1 configuration for eduroam

Cisco ISE 2.2 and 2.3 configurations for eduroam

Cisco ISE 2.1 configuration for eduroam

FortiNAC 9.2.0 and lower configurations for eduroam

FreeRADIUS configuration for eduroam

Meraki APs configuration for eduroam

NPS configuration for eduroam

WatchGaurd configuration for eduroam

(Note: These instructions include outdated references to the
legacy eduroam administrative interface. Refer to the relevant
section of the eFM User Guide for info on RADIUS
configurations)

Author(s)

Aruba Networks

Aruba Networks

Gerrard Shaw,
Havering College of
Further and Higher
Education

Josh Howlett

Cisco Networks

Cisco Networks

Cisco Networks

Fortinet

GEANT

Cisco/Meraki

JisC

WatchGuard

Revised

Linked to
7/18/19

Linked to
7/18/19

3/6/2019

10/5/2023
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header
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1/18/23


https://wiki.geant.org/display/H2eduroam/How+to+support+to+end+users
https://eduroam.org/
https://wiki.geant.org/display/H2eduroam/eap-types
https://eduroam.org/
https://wiki.geant.org/display/H2eduroam/EAP+Server+Certificate+considerations
https://eduroam.org/
https://spaces.at.internet2.edu/display/eduroam/eduroam+Transitional+Technologies+updates
https://spaces.at.internet2.edu/display/eduroam/eduroam+Advisory+Committee
https://spaces.at.internet2.edu/display/eduroam/eduroam+Advisory+Committee
https://spaces.at.internet2.edu/download/attachments/215715700/eduroam%20US%20RADIUS%20attribute%20guidance.docx.pdf?version=1&modificationDate=1696434150533&api=v2
https://www.arubanetworks.com/techdocs/ClearPass/6.7/PolicyManager/Content/CPPM_UserGuide/Services/ServiceTemplates_Eduroam.htm
https://www.arubanetworks.com/techdocs/ClearPass/6.8/PolicyManager/Content/CPPM_UserGuide/Services/ServiceTemplates_Eduroam.htm
https://gshaw0.wordpress.com/2019/03/06/eduroam-on-aruba-and-microsoft-nps-an-end-to-end-guide/
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://gshaw0.wordpress.com/2019/03/06/eduroam-on-aruba-and-microsoft-nps-an-end-to-end-guide/
https://spaces.at.internet2.edu/download/attachments/215715700/Configuring%20load%20balancers%20with%20eduroam.docx?version=1&modificationDate=1698247927701&api=v2
https://community.cisco.com/t5/security-blogs/ise-integration-with-eduroam-external-server/ba-p/4607179
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://community.cisco.com/t5/security-blogs/ise-integration-with-eduroam-external-server/ba-p/4607179
https://community.cisco.com/t5/security-documents/configuring-eduroam-on-cisco-identity-services-engine-ise/ta-p/3655672
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://community.cisco.com/t5/security-documents/configuring-eduroam-on-cisco-identity-services-engine-ise/ta-p/3655672
https://community.cisco.com/t5/security-documents/configuring-eduroam-on-cisco-identity-services-engine-ise-2-1/ta-p/3655770#toc-hId--1991555700
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://community.cisco.com/t5/security-documents/configuring-eduroam-on-cisco-identity-services-engine-ise-2-1/ta-p/3655770#toc-hId--1991555700
https://docs.fortinet.com/document/fortinac/9.1.0/administration-guide/789859/roaming-guests
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://docs.fortinet.com/document/fortinac/9.1.0/administration-guide/789859/roaming-guests
https://wiki.geant.org/display/H2eduroam/freeradius-idp
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://wiki.geant.org/display/H2eduroam/freeradius-idp
https://eduroam.org/
https://documentation.meraki.com/MR/Encryption_and_Authentication/Eduroam_Authentication_Integration_with_MR_Access_Points
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/Eduroam_Authentication_Integration_with_MR_Access_Points
https://support.eduroam.uk/files/eduroam(UK)%20Microsoft%20NPS%20Configuration%20Guide.pdf
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://support.eduroam.uk/files/eduroam(UK)%20Microsoft%20NPS%20Configuration%20Guide.pdf
https://www.jisc.ac.uk/about
https://www.watchguard.com/help/docs/help-center/en-US/Content/Integration-Guides/General/eduroam.html
https://spaces.at.internet2.edu/display/eduroam/eduroam+Federation+Manager+-+eduroam+Admin+User+Guide#eduroamFederationManagereduroamAdminUserGuide-IdPRealms
https://spaces.at.internet2.edu/display/eduroam/eduroam+Federation+Manager+-+eduroam+Admin+User+Guide#eduroamFederationManagereduroamAdminUserGuide-IdPRealms

UETN's AP configuration guide

Aerohive/Extreme
Cradlepoint
Fortinet

Ruckus

Ubiquiti

Juniper Mist

UETN

Linked to
12/13/22


https://docs.google.com/document/d/1jwo1BhFgKwrT7ShJvNHq6pKmV8aVD5132SLYmsExwm8/edit
https://www.uen.org/tech/eduroam/
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