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Requested Attributes in InCommon metadata

Requested Attributes in Service Provider (SP) metadata are used by the Identity Provider (IdP) to make Working with SAML
attribute release decisions. An IdP may also use it in conjunction with other user interface elements to
construct the user attribute release consent form. We recommend an SP outlines required and optional metadata

attribute needs using the Requested Attributes metadata elements.
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The SAML V2.0 Metadata specification (one of the SAML V2.0 family of specifications) supports zero or optiongs P

more <nd: At t ri but eConsumi ngSer vi ce> elements. Each <md: At t ri but eConsum ngServi ce>e * Error Handling URL
lement contains one or more <nmd: Request edAt t ri but e> elements. These elements are used to

communicate SP attribute requirements to IdPs.

InCommon metadata supports at most one <nd: At t ri but eConsumni ngSer vi ce> element. When you Related content
configure Requested Attributes using Federation Manager, one <nd: Request edAt t ri but e> element
is inserted into metadata for every attribute selected from the interface. Each <md:

Request edAt t ri but e> element inserted into metadata is a SAML2-formatted attribute. SAML1-
formatted <md:RequestedAttribute> elements in metadata are not supported.
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<!-- Requested Attributes for InCommon SPs --> ® Reset your Federation
<nd: At tri but eConsumi ngServi ce i ndex="1" Manager user password
xm ns: md="ur n: oasi s: nanes: t c: SAM.: 2. 0: et adat a" User interface elements
xm ns: sanl ="ur n: oasi s: names: t c: SAML: 2. 0: assertion"> Add an identity provider
<md: Servi ceName xm : | ang="en">. .. </ md: Servi ceName> Add a service provider
<nd: Servi ceDescription xm:lang="en">...</nd: Servi ceDescri pti on> Assign metadata management
) to a Delegated Administrator
<l-- SAML V2.0 attribute syntax --> * Prepare for Delegated
<md: Request edAttribute isRequired="true" Administration assignment
NanmeFor mat =" ur n: oasi s: names: tc: SAM.: 2. 0: attrname-format: uri"
Name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6"
Fri endl yNane="eduPer sonPri nci pal Nane"/ >

An example follows:

<nd: Request edAttri but e Get help
NanmeFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: attrnane-format:uri "
Name="ur n: oi d: 2. 16. 840. 1. 113730. 3. 1. 241" Can't find what you are looking for?

Fri endl yNane="di spl ayNane"/ >

</ md: Attri but eConsumi ngServi ce> help Ask the community

The <nd: Ser vi ceNane> and <nd: Ser vi ceDescri pti on> child elements of the <nd:

At tribut eConsum ngSer vi ce> element correspond to the <ndui : Di spl ayNanme> and <ndui :
Descri pti on> child elements of the <ndui : Ul | nf 0> element, respectively. See the User interface
elements topic for more detail about the <mdui:UlInfo> element.
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