Grouper Duo provisioning (v2.5 provisioning framework)
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External System

® Grouper Duo External System
® Grouper Duo admin roles

® Grouper Duo provisioner configuration start with scaffolding
® Grouper Duo Provisioning groups and membership

Movie

Demo video of provisioning groups and memberships to Duo

This is the script to create users in the video

G ouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

Regi st rySubj ect. addOr Updat e( gr ouper Sessi on, "nthyzer", "person", "Chris Hyzer", "Chris Hyzer", "nthyzer",
"Chris Hyzer", "nthyzer @penn. edu");

Regi st rySubj ect . addOr Updat e( gr ouper Sessi on, "kw | so", "person", "Kate WIson", "Kate WIlson", "kw lso", "Kate
Wl son", "kw | so@mpenn.edu");

Provisioning attributes
Advice

® Provisioning type is membershipObjects
® Use group and entity link (since there are uuids in the target for groups and entities that need to be looked up)

Group attributes. API

Grouper Type Required? Duo Duo Description
name API ul
id String required group_id = (in URL) | This is the UUID read from Duo. Select only. This should not be translated from Grouper and the
target attribute should be cached.
name String required name Group This is the name of the group on the Duo side.
Name
description String optional desc Descripti | This is the description in Duo
on

Entity attributes. API

Grouper Type Required? Duo Duo UI Description
name API
id String required user_id = (in URL) This is the UUID read from Duo. Select only. This should not be translated from Grouper and the target
attribute should be cached.
loginid String required userna | Username | This is the username in Duo. Note if you have upper case letters in this, you need to set the loginld
me attribute: advanced value settings case sensitive compare: false
name String optional realna  Fullname @ First and last name
me
email String optional email Email Email address for user
firstname String optional firstna NA First name of user
me
lasthame String optional lasthame NA Last name of user
aliasl String optional aliasl Username = Username alias 1 - It cannot be the same as username or any other username aliases
alias 1
alias2 String optional alias2 Username = Username alias 2 - It cannot be the same as username or any other username aliases

alias 2


https://spaces.at.internet2.edu/display/Grouper/Grouper+Duo+External+System
https://spaces.at.internet2.edu/display/Grouper/Grouper+Duo+admin+roles
https://spaces.at.internet2.edu/display/Grouper/Grouper+Duo+provisioner+configuration+start+with+scaffolding
https://spaces.at.internet2.edu/display/Grouper/Grouper+Duo+Provisioning+groups+and+membership
https://youtu.be/WsGod8rOtgE
https://duo.com/docs/adminapi#groups
https://duo.com/docs/adminapi#users

alias3 String optional

alias4 String optional

Logging

alias3

alias4

Username = Username alias 3 - It cannot be the same as username or any other username aliases
alias 3

Username = Username alias 4 - It cannot be the same as username or any other username aliases
alias 4

Generally you will have logging setting set to off unless you are troubleshooting something.

If you want to see the HTTP traffic going to and from duo, set one of these options

Advanced

Advanced

Show advanced

Can full sync

Recalculate all real time events

Debug log

Log all objects verbose

Log target commands always

Log target commands on error

You will see container logs that look like this

VAIUG 13 1A .

[JEL? (O Default value (False) @ True (O False

Show advanced options. Default value is false'.

[JEL? @ Default value (True) (O True () False

Can full sync. Default value is true'.

(@ Default value (False) () True () False

if the target should be checked before sending actions. e.g. if an addMember

iz made to a provisionable group, then check the target to see if the entity is
already a member first Default value is 'false’.

[JEL? (@ Default value (False) O True (O False

enable debug log. Default value is 'false'.

[JEL? (O Default value (False) () True @ False
log all objects verbose. Default value is Talss'.

[JEL? (@ Default value (False) O True (O False
Log the low level commands to the target for all commands (successes and
failures). This should only be enabled while troubleshooting. Default value is

‘false’.

[JEL? @ Default value (False) (O True (O False
Log the low level commands fo the target for emors. This should only be
enabled while troubleshooting. This has performance implications even for

non error transactions. Default value is Talse'.



2021-11-06 13:54:04,854: [Thread-36] |NFO G ouperProvisioni ngbogCommands. i nf oLog( 25)

"sel f'

provi sioner 'duoTest' - 'ubydv5lk', retrieveAllData: HITP nethod: get

HTTP URL: https://api-84f782e2. duosecurity.com adm n/v1l/groups?limt=100&offset=0
HTTP request header: Authorization: ******x

HTTP request header: Date: Sat, 06 Nov 2021 17:54:02 +0000

HTTP request header: Content-Type: application/x-ww-formurlencoded

HTTP response code: 200, took ms: 913

HTTP response header: Transfer-Encodi ng: chunked

HTTP response header: Strict-Transport-Security: max-age=31536000

HTTP response header: Server: Duo/1l.0

HTTP response header: Cache-Control: no-store

HTTP response header: Etag: W"198da276e78d748b76b7123456"

HTTP response header: Content-Security-Policy: default-src 'self'; frane-src
src 'self'

HTTP response header: Connection: keep-alive

HTTP response header: Pragma: no-cache

HTTP response header: Date: Sat, 06 Nov 2021 17:54: 03 GMVI

HTTP response header: Content-Type: application/json

{

"metadat a": {
"total _objects": 11

3
"response": [
{
"desc":"",
"group_i d": " DGUCVTMOMMBUK?7 YHQ7 ZE" ,
"nobi | e_ot p_enabl ed": f al se,
"nane": " duoGr oupFron ouper",
"push_enabl ed": f al se,
"sms_enabl ed": f al se,
"status":"Active",
"voi ce_enabl ed": fal se
o
{
"desc":"This is a description”,
"group_i d": " DGCVKVGEGQNRDZ4ZF13G',
"nobi | e_ot p_enabl ed": f al se,
"nane": " duoG oupFr onx ouper 2",
"push_enabl ed": f al se,
"sms_enabl ed": f al se,
"status":"Active",
"voi ce_enabl ed": fal se
}
1.
“stat":"OK"

You can load duo users into grouper database into grouper_prov_duo_user table as shown below.

- - Commrand |og for

ing-src 'self’

connect -



Entity configuration
Configuration dealing with entities in the target

Operate on entities

Select entities

Select all entities

Load entities into grouper table h_

Insert entities

Delete entities

grouper_prov_duo_user table is shown below

[JEL?

[JEL?

[JEL?

(") Default value (False) (@ True () False

If the provisioner involves entity objects. This might not be true if you are
provisioning memberships or groupAtiributes without a target entity link.
Dafault value is “false’.

(") Default value (False) (@) True () False

If entities should be read from the target. Generally this will be 'true’ except:
1. Messages are sent to the target without knowlng the state of the target
2. Provisioning groupAttributes with no entity link
3. Provisioning membership objects with no entity link

Default valus is “false’.

(C) Default value (False) (@) True (") False
Select false if the target does not allow selecting all entities e.g AWS. Default
valua is ‘falsa’.

(") Default value (False) (@) True () False
Load entities into grouper table for reporting and diagnostics. Default value is
‘false’.

(C) Default value (False) (@) True (T)False

If provislonable entities in Grouper which do not exist in the target should be
created in the target. This will not be true if all the needed entities exist in the
target or if the target manages entities it another process. Default value is
'falsa’.

(@) Default value (False) () True (7)False

If you want to delete entities in the target. Mote, there are a few types of
“deletes” you can choose from if you select “true”, you must pick which
delete option below. Default value is 'false’.



_=select * from grouper_prov_duo_user;

. R =1 t 3 =t

N

] grouper_prov_duo_user 1 x ]

&A . Jall e
T select * from grouper_prov_duo_user | 2§ Enter a SQL expression t

5 Name |Value |
% config_id |[myDuoProvisioner |
user_id |123abc |

.| aliases |abc,test |
5| phones |123-456-7898 |
_| is_push_enabled |T [
* | email |test.subject.b@test.com|
first_name |first |
last_name | last |
is_enrolled |T |
last_directory_sync|72832323223 |
notes |test notes |
real_name |real name |
status |active |
user_name |user name |
created_at |B7877787878 |

I

last_login_time | 78787777888
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