saml-md-idpssodescriptor

Every Identity Provider's metadata will contain an <I DPSSODescr i pt or > element, which contains
multiple pieces of information about the IdP, including:

error URL

pr ot ocol Support Enunerati on
<Scope>

<Ul I nf o>

<KeyDescri pt or >

<Si ngl eSi gnOnSer vi ce>

Note that er r or URL and pr ot ocol Support Enuner at i on are not elements in the metadata schema.
they are, rather, XML attributes in the <| DPSSCDescr i pt or > element. See below.

Example:

<| DPSSODescri ptor error URL="https://webaut h. exanpl e. edu/ support.htm "
pr ot ocol Support Enuner ati on="urn: nace: shi bbol et h: 1. 0 urn: oasi s: nanes: tc:
SAML: 1. 1: protocol urn:oasis:nanes:tc: SAM.: 2. 0: prot ocol ">
<Ext ensi ons>
<shi bnd: Scope regexp="fal se">exanpl e. edu</ shi bnd: Scope>
<ndui : Ul I nf o>
<ndui : Di spl ayNane xni: | ang="en">Exanpl e Uni versity</ndui :
Di spl ayNane>
<ndui : I nformati onURL xnl : | ang="en">htt ps://webaut h. exanpl e. edu
/info.htm </ ndui:Infornati onURL>
<mdui : PrivacyStatenent URL xml : |l ang="en">https://webaut h. exanpl e.
edu/ di scl osur epol i cy. pdf </ ndui : Pri vacySt at enent URL>
<mdui : Logo hei ght="83" w dt h="83" xml :|ang="en">https://webauth.
exanpl e. edu/ ndui . png</ ndui : Logo>
</ mdui : Ul | nf 0>
</ Ext ensi ons>
<KeyDescri ptor use="signi ng">
<ds: Keyl nf 0>
<l-- A standard OASI S <Keyl nfo> el ement, as defined in XMW
Si gnature Syntax and Processing -->
</ ds: Keyl nf o>
</ KeyDescri pt or >
<Si ngl eSi gnOnSer vi ce Bi ndi ng="ur n: mace: shi bbol et h: 1. 0: profil es:
Aut hnRequest" Location="https://webauth. service. exanpl e. edu/ i dp/profile
/ Shi bbol et h/ SSO'/ >
<Si ngl eSi gnOnSer vi ce Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs:
HTTP- Redirect" Location="https://webauth. service. exanpl e. edu/i dp
[ profilel SAML2/ Redi rect/ SSO'/ >
<Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs:
HTTP- POST" Location="https://webauth. servi ce. exanpl e. edu/i dp/profile
/ SAML2/ PCST/ SSO'/ >
<Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs:
HTTP- POST- Si npl eSi gn" Locati on="https://webauth. servi ce. exanpl e. edu/ i dp
[ profil el SAM.2/ POST- Si npl eSi gn/ SSO'/ >
<Si ngl eSi gnOnSer vi ce Bi ndi ng="ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs:
SOAP" Location="https://webauth. servi ce. exanpl e. edu/i dp/ profil e/ SAM.2
/ SOAP/ ECP"/ ></ | DPSSODescr i pt or >

For more information, see IdP SSO Settings (IDPSSODescriptor).
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