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Overview

Email address (mai | ) is a user attribute defined in REC4524. From RFC4524: "The nwi |
(rfc822mailbox) attribute type holds Internet mail addresses in Mailbox RFC5321 form (e.g., user @xanp
le.com."

oID 0.9.2342.19200300.100.1.3

LDAP Syntax | |A5 String {256}

# of Values multi-valued

References eduPerson, RFC4524

Use in the InCommon Federation

When working with InCommon Participants, an email address should only be used as a mean of contact.
Itis not a suitable user identifier (see: Why is email address not an appropriate user identifier?).

mai | is a required attribute in the REFEDS Research & Scholarship (R&S) entity category.

SAML Response Example

<sam p: Response xm ns: sanl p="urn: oasi s: names: tc: SAM.: 2. 0: prot ocol "
xm ns: sam ="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
ID="..." Version="2.0" |ssuel nstant="2020-07-17T01: 01: 482"
Destination="..." |nResponseTo="...">

<sani : Assertion ...>

<samnl : Attri but eSt at enent >
<sam : Attribute xm ns:x500="urn: oasis: nanes:tc: SAM.: 2. 0: profil es:
attri bute: X500"
NanmeFor mat =" ur n: oasi s: nanes: t c: SAM.: 2. 0: att r nane-
format:uri"
Nanme="ur n: oi d: 0. 9. 2342. 19200300. 100. 1. 3"
Fri endl yName="nai | "
x500: Encodi ng="LDAP" >
<sanl : AttributeVal ue xsi:type="xsd: string">njc@xanpl e. edu</san :
AttributeVal ue>
</saml : Attribute>

</sam : Attri buteStatenent >
</ sanl : Assertion>
</ sanm p: Response>

See Also

® REFEDS Research & Scholarship (R&S) entity category
® Understanding Federated User Identifiers
® eduPersonPrincipalName (eppn)

Working with user data

Handling User Data Exchange
in SAML

Getting user data to manage
access control

Additional user data handling
recommendations
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eduPersonScopedAffiliation
eduPersonEntitlement
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