Grouper web services - authentication - Tomcat
authentication
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If you want to use tomcat authentication, you can do that. Generally you should not use the tomcat-users.xml file (use grouper built-in authn instead), if
you use LDAP or something else it could be useful.

Note that in v2.5+ the container uses tomee which is essentially tomcat (same authn config)

Manage users

If you are using tomcat Idap authn, manage users in your Idap. This is an example using tomcat-users.xml file which is not convenient in container, but as
an example

<user username="THE_PRI NCl PAL" passwor d="THE_PASSWORD"' rol es="gr ouper, gr ouper _user"/>

Configure

Note the file locations in the container are listed in the v2.5 container documentation

File Value Description
grouper. grouper.is.ws.basicAuthn=false This is the default provided with container,
hibernate. do not overlay

properties
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web.xml Make sure the appropriate security configs are there, this is an example in the v2.5
container

<?xm version="1.0" encodi ng="UTF-8"?>
<web-app xm ns:j2ee="http://java.sun.conm xm /ns/j2ee" xm ns:
xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocation="http://java. sun. com xm /ns/j 2ee
http://java.sun. com xm / ns/j 2ee/ web- app_2_4. xsd"
version="2.4">

<security-constraint>
<web-resource-col | ecti on>
<web-r esour ce- name>Web servi ces</ web- r esour ce- nane>
<url -pattern>/services/*</url-pattern>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<r ol e- nane>gr ouper _user </ r ol e- nane>
</ aut h-constraint >
</ security-constraint>

<security-constraint>
<web-resource-col | ecti on>
<web-r esour ce- name>Web servi ces</ web- r esour ce- nanme>
<url -pattern>/servicesRest/*</url -pattern>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<l-- NOTE: This role is not present in the default
users file -->
<r ol e- name>gr ouper _user </ r ol e- nane>
</ aut h-constrai nt >
</security-constraint>

<!-- Define the Login Configuration for this Application -->

<l ogi n-confi g>

<aut h- met hod>BASI C</ aut h- et hod>

<r eal m name>G ouper Application</real m nane>
</l ogi n-config>

<l-- Security roles referenced by this web application -->

<security-rol e>
<descri ption>
The role that is required to log in to web service
</ descri ption>
<r ol e- nane>gr ouper _user </ r ol e- nane>
</security-rol e>

</ web- app>
server.xml ajp 8009 connector element: tomcatAuthentication="true"
server.xml add in any other configs, e.g. for Idap authn

<Real m cl assNanme="or g. apache. cat al i na. real m JNDI Real ni
connecti onURL="1daps:/ /| dap. ad. uf | . edu: 636"

connect i onName=" CN=sonet hi ng- gr ouper , OU=G ouper, OU=Ser vi ce
Account s, QU=sonead, DC=ad, DC=school , DC=edu"

connect i onPasswor d=" XXXXX"

user Base="QU=user s, DC=ad, DC=uf | , DC=edu"

user Subtree="true"

user Sear ch="(user Pri nci pal Name={0})"

adConpat ="true"

al | Rol esMbde="aut hOnl y"

/>

</ Real n»

Overlay this, and do not include any servlet
mappings etc

Tomcat is doing authn so that attribute
needs to be true

See the tomcat documentation for correct
location



grouper-ws. ws.security.non-rampart.authentication.class = This should be blank (get remote_user)
properties

This is the default provided with container,
do not overlay

grouper-www. Has no auth directives This is the default provided with container,
conf do not overlay for authn reasons



	Grouper web services - authentication - Tomcat authentication

