Registry BulkLoad Shell

BulkLoad Shell allows for faster loading of large initial datasets. BulkLoad Shell is available as of Registry v3.3.0. The benefits of BulkLoad Shell are
typically seen for datasets of at least 50k records.
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BulkLoad Shell Constraints

It is important to understand that BulkLoad bypasses the normal Registry data processing engine, and as such is only suitable for an initial bulk load of
data.

® BulkLoad currently only supports Postgres databases. Support for MySQL/MariaDB may be added in a future release. (CO-1906)

® BulkLoad will disable database indexes, meaning the entire Registry application should be unavailable during the actual load process. In a multi-
tenant deployment, bulk loading data for a single CO will require all COs to be offline.

* BulkLoad supports core data model attributes only, which should be sufficient for most use cases.

o 6 As of Registry v4.0.0, plugin models are supported as well.

* BulkLoad bypasses data validation, data normalization, identifier assignment, duplicate identifier checks, record matching, pipeline processing,
and provisioning. Prior to loading, data must be formatted and cleansed properly. (Some of these steps, such as identifier assignment and
provisioning, may be manually run after the load is completed.)

® Pooled Org Identities are not supported.

® Additional data model constraints are described below.

Preparing Data For BulkLoad

1. Configure the CO. In order to use Extended Types, populate COU assignments (via CO Person Roles), CO Group Memberships, and linking to Or
ganizational Identity Sources, the appropriate configurations must first be made in the target CO.
2. Cleanse the inbound data.
a. Make sure there are no duplicate identifiers.
b. Make sure there are no duplicate CO Group Memberships (ie: that a given CO Person is not added to the same CO Group twice).
c. Currently, tabs (\ t ) are not supported in attribute values.
d. Newlines (\ n) are supported for fields that support multiple lines, but must be double escaped (\ \ n).
3. Prepare the inbound file, as described below.
a. Automatic Group Memberships will be established by BulkLoad. Do not include these in the inbound file.

Supported Tables

The following tables are supported. In general, any field specified in the Registry Data Model documentation is supported. Foreign keys and other attribute
metadata will be automatically inserted by BulkLoad, and so should be omitted. CoOrgldentityLinks will also be automatically inserted.

ad_hoc_attributes
addresses
co_groups
co_group_members
co_org_identity_links
co_people
co_person_roles
email_addresses
history_records
identifiers

names
org_identities


https://todos.internet2.edu/browse/CO-1906
https://spaces.at.internet2.edu/display/COmanage/Normalizing+Data
https://spaces.at.internet2.edu/display/COmanage/Configuring+Registry+Identifier+Assignment
https://spaces.at.internet2.edu/display/COmanage/Integrating+With+ID+Match
https://spaces.at.internet2.edu/display/COmanage/Registry+Pipelines
https://spaces.at.internet2.edu/display/COmanage/Provisioning+From+Registry
https://spaces.at.internet2.edu/display/COmanage/Organizational+Identity+Pooling
https://spaces.at.internet2.edu/display/COmanage/Extending+the+Registry+Data+Model
https://spaces.at.internet2.edu/display/COmanage/Representing+Organizational+Hierarchy+Through+COUs+and+Departments
https://spaces.at.internet2.edu/display/COmanage/CO+Groups+and+Group+Memberships
https://spaces.at.internet2.edu/display/COmanage/Organizational+Identity+Sources
https://spaces.at.internet2.edu/display/COmanage/Organizational+Identity+Sources
https://spaces.at.internet2.edu/display/COmanage/CO+Groups+and+Group+Memberships
https://spaces.at.internet2.edu/display/COmanage/Registry+Data+Model
https://spaces.at.internet2.edu/display/COmanage/cm_ad_hoc_attributes
https://spaces.at.internet2.edu/display/COmanage/cm_addresses
https://spaces.at.internet2.edu/display/COmanage/cm_co_groups
https://spaces.at.internet2.edu/display/COmanage/cm_co_group_members
https://spaces.at.internet2.edu/display/COmanage/cm_co_org_identity_links
https://spaces.at.internet2.edu/display/COmanage/cm_co_people
https://spaces.at.internet2.edu/display/COmanage/cm_co_person_roles
https://spaces.at.internet2.edu/display/COmanage/cm_email_addresses
https://spaces.at.internet2.edu/display/COmanage/cm_history_records
https://spaces.at.internet2.edu/display/COmanage/cm_identifiers
https://spaces.at.internet2.edu/display/COmanage/cm_names
https://spaces.at.internet2.edu/display/COmanage/cm_org_identities

® org_identity_source_records
® telephone_numbers
® urls

Plugin Tables
As of Registry v4.0.0, BulkLoad Shell supports three types of Plugin tables: CoGroup, CoPerson and Configuration. CoPerson tables are those with a

foreign key to CoPerson (which will automatically be inserted), CoGroup tables operate similarly. Configuration tables have no dependent foreign keys.
The plugin models must be declared in the JSON File metadata (described below).

Inbound JSON File Format

The inbound file consists of multiple JSON objects, one to a line. The first object is a File Metadata object, which is described below. Subsequent lines
each hold one object record, as described below.

Data is generally represented as a complete primary object (CoGroup, CoPerson), with related data (EmailAddress, Identifier, CoPersonRole, etc) nested
within. Foreign keys are automatically inserted by BulkLoad Shell.

Values must be their actual database values, not application enums. For example, a valid CoPer son: st at us value is "A", not "Act i ve". In general, the
values are documented in the Data Model.

File Metadata Object

The following Metadata attributes are available:

* pluginModels: Available as of Registry v4.0.0, this specifies records to load that are associated with plugin models. pluginModels is specified as
an object with up to two keys: CoPerson and Configuration. The former is a list of models that have foreign keys to CoPerson, the latter is a list of
models that do not have foreign keys. Models must be specified using Cake Plugin notation, eg MyPlugin.MyModel. See the examples section,
below.

® |ocal: A JSON object that may be locally defined. This object is intended to allow annotations, comments, and other information to be encoded in
the inbound file for locally defined purposes. The entire object is ignored by BulkLoad Shell.

The Metadata line may be an empty JSON object ({ } ) if no Metadata is required.

The JSON Schema definition of the File Metadata Object is available here.

Data Objects

The JSON Schema definition for Data Objects is available here.

Cross References
It is possible to reference primary objects defined earlier in the inbound file using Cross References. This enables scenarios such as

® Bulk Loading CO Groups, then creating CO Group Memberships to those groups within a later CO Person record
® Assigning a Sponsor to a CO Person Role

When preparing the inbound data, each relevant record is given a cross reference label (identified in the record metadata via the xr ef attribute).
Subsequent objects may refer to the Registry internal foreign key assigned for the newly created object, via @ | abel } notation, which can be used
anywhere in any non-metadata attribute of a suitable type (eg: not boolean, etc).

0 Cross Reference labels must be alphanumeric.

0 Labels are parsed after the JSON document is parsed, and so must not create invalid JSON. This mostly means that they must be placed in quotes
when used to create a foreign key (eg: co_gr oup_i d). This will technically convert the value to a JSON string rather than an integer, but PHP will coerce
it back to an integer when needed.

Cross References are available as of Registry v4.0.0.

Record Metadata
Each primary object (CO Group, CO Person) may have Metadata attributes, of which the following are available:
® objectType: The primary object type, either CoGr oup or CoPer son. This attribute is not currently required.
* xref: The cross reference label used to subsequently identify this object. For example, if the xref label abc1 is assigned to a CoPerson object, the
object could be referred to in a later objectvia{ "co_person_id": "@abcl}" }.
® |ocal: A JSON object that may be locally defined. This object is intended to allow annotations, comments, and other information to be encoded in
the inbound file for locally defined purposes. The entire object is ignored by BulkLoad Shell.

Record Metadata is available as of Registry v4.0.0.

CO Person Records


https://spaces.at.internet2.edu/display/COmanage/cm_org_identity_source_records
https://spaces.at.internet2.edu/display/COmanage/cm_telephone_numbers
https://spaces.at.internet2.edu/display/COmanage/cm_urls
https://spaces.at.internet2.edu/display/COmanage/Registry+Data+Model
https://github.com/Internet2/comanage-registry/tree/4.0.0/app/Config/Schema/json/BulkLoadShell/meta-schema.json
https://github.com/Internet2/comanage-registry/tree/4.0.0/app/Config/Schema/json/BulkLoadShell/schema.json

Each subsequent line consists of a single JSON object representing a single CO Person. The members of the object are labeled using the model name
(CamelCase, singular) in this layout:

® CoPerson (object)
© CO Person Status will not be recalculated, so set it to the desired value
® CoGroupMember (array)
© Nested Groups are not supported
® CoPersonRole (array)
O Address (array)
© AdHocAttribute (array)
© TelephoneNumber (array)
o As of Registry v4.0.0, Sponsors and Managers can be assigned using Cross References, as long as the Sponsor CO Person record is
loaded before the Sponsored CO Person record.
EmailAddress (array)
HistoryRecord (array)
Identifier (array)
Name (array, exactly one Name should be flagged as primary)
Orgldentity (array)
© Orgldentity (object, Orgldentity fields go here)
O Address (array)
©  AdHocAttribute (array)
© EmailAddress (array)
© HistoryRecord (array)
o]
o]
o]
o]

Identifier (array)
Name (array, exactly one Name should be flagged as primary)
TelephoneNumber (array)
Url (array)
® OrgldentitySourceRecord (array)
© Orgldentity (object)
Orgldentity (object, Orgldentity fields go here)
Address (array)
AdHocAttribute (array)
EmailAddress (array)
HistoryRecord (array)
Identifier (array)
Name (array, exactly one Name should be flagged as primary)
TelephoneNumber (array)
Url (array)

® Url (array)
® As of Registry v4.0.0, Plugin Models that have a foreign key into CoPerson (and are declared in the metadata) may also be included as an array.

Records must be "pre matched". If a CO Person has multiple Org Identities, they must be placed in the same JSON object.

Linking to Organizational Identity Sources

Records can be linked to Organizational Identity Sources, to link them for purposes of future updates. To do so, include a suitable
OrgldentitySourceRecord, linked to the appropriate OIS configuration (via the or g_i denti ty_sour ce_i d foreign key). The Orgldentity as would be
returned by the appropriate OIS backend must be included. The Orgldentity should include the SORID as one of its Identifiers.

Do not specify CO Person Roles that would be created via Pipelines attached to the OIS. BulkLoad will create them.

CO Group Mappings are not supported, because creating these mappings would require instantiating the OIS plugin backend, which would degrade
performance. Instead, create the desired CoGroupMember records in the JSON record.

CO Group Records

Each subsequent line consists of a single JSON object representing a single CO Group. The members of the object are labeled using the model name
(CamelCase, singular) in this layout:

® CoGroupMember (array)
® HistoryRecord (array)
® |dentifier (array)
® Plugin Models that have a foreign key into CoGroup (and are declared in the metadata) may also be included as an array.
Nested Groups are not supported.

CO Group Records are supported as of Registry v4.0.0.

Plugin Configuration Records

Plugin Configuration Records may be included one per line. See the examples, below.

Examples

The later examples here are shown with newlines for readability, however the actual file should include no newlines, except to separate each record.


https://spaces.at.internet2.edu/display/COmanage/CO+Person+and+Person+Role+Status
https://spaces.at.internet2.edu/display/COmanage/CO+Groups+and+Group+Memberships#COGroupsandGroupMemberships-COGroupsandGroupMemberships-NestedGroups
https://spaces.at.internet2.edu/display/COmanage/Sponsors+and+Managers
https://spaces.at.internet2.edu/display/COmanage/Organizational+Identity+Sources
https://spaces.at.internet2.edu/display/COmanage/Organizational+Identity+Sources#OrganizationalIdentitySources-OrganizationalIdentitySources-COGroupMappings
https://spaces.at.internet2.edu/display/COmanage/CO+Groups+and+Group+Memberships#COGroupsandGroupMemberships-COGroupsandGroupMemberships-NestedGroups

Simple records without newlines, including empty metadata

{}

{"CoPerson": {"status":"A"},"Name":[{"given":"Mrtle","fam|ly":"Jefferson","type":"official","primry_nanme":
true}]}

{"CoPerson": {"status":"A"},"Name":[{"given":"Novel la", "fam |y":"Torres","type":"official","primary_name":true}]}

Simple single record, with newlines for readability

{
"CoPerson": {
"status": "A"
3
"Nane": [
{
"given": "MWrtle",
"fam ly": "Jefferson",
"type": "official",
"primary_name": true
}
1,
“ldentifier": [
{
"identifier": "d3b5bl5c-3ce2-4ce5-9752-ach941ed0e78",
"type": "reference",
"l ogin": false,
"status": "A"
H
{
"“identifier": "476-56-5741",
"type": "national",
"login": "fal se",
"status": "A"
}
1
"Emai | Address": [
{
"mail": "Myrtl eWefferson@imniversity.edu",
"type": "official",
"verified": true
}
1,
" CoG oupMenber": [
{
"co_group_id": 37,
"menber": true,
"owner": false
}
1,
" CoPer sonRol e": [
{
"affiliation": "enpl oyee",
"title": "Enployee",
"o": null,
"ou": "Biology",
"Tel ephoneNunber": [
{
"country_code": "1",
"nunber": "507-798-2339",
"type": "campus"
}
]
}
]

gldentity": [



"Orgldentity": {
"affiliation": "nmenber"
b
"Narme": {
"given": "Mrtle",
"fam ly": "Jefferson",
"type": "official",
"primary_name": true
b
"ldentifier": [
{
"identifier": "24n9vBgj @oci al . conf,
"type": "eppn",
"l ogin": true,
"status": "A"

"Emai | Address": [

"mail": "nyrtle787@oci al . cont,
"type": "personal",
"verified": true

Single record attached to an OIS, with newlines added for readability

"CoPerson": {
"status": "A"
3
"Name": [
{
"given": "Novella",
"fam ly": "Torres",
"type": "official",
"primary_name": true
}
1,
"ldentifier": [
{
"identifier": "0dcl87ef-5d10-412d-83d2-b55221b556b5",
"type": "reference",
"l ogin": false,
"status": "A"

"identifier": "509-74-0614",
"type": "national",
"l ogin": "fal se",
"status": "A"
}
I,
"Emai | Address": [
{
"mai |l ": "Novel | aDTorres@mni versity.edu",
"type": "official",
"verified": true
}
1,
" CoG oupMenber": [
{
"co_group_id": 22,
"menber": true,
"owner": false



}
1,
"OrgldentitySourceRecord": [

{

"org_identity_source_id": 2,
"sorid": "hrms2",
"source_record": "{\"O\":\"hrns2\ ", \ "2\ "V V20N VT3V sV " Novel Tal VAN vt N BN\ " Torres\ ", \ !
BL AT T AT B T VO N T O N N TN AN A 12V "V " Novel | aDTorres@ini versity. edu\ ", \ "
13\":\"913-626-2317\",\" 14\ "\ "1\ "\ " 15\ "\ "509- 74- 0614\ ", \ " 16\ ":\ "Enpl oyee\ ", \"17\":\ " Li nguistics\",\"18\":\"
0dc187ef - 5d10- 412d- 83d2- b55221b556b5\ "} ",
"reference_identifier": "0dcl87ef-5d10-412d-83d2-b55221b556b5",
"Orgldentity": {
"Orgldentity": {
"affiliation": "enpl oyee",
"title": "Enployee",
" nul |,
"Li ngui stics"

o":

ou :

H
"Address": [],
"Nanme": [
{
"given": "Novella",
"fam ly": "Torres",
"type": "official",
"primary_name": true
}
1.
"Emai | Address": [
{
"mail": "Novel | aDTorres@oci al . cont',
"type": "personal ",
"verified": true
}
1.
"ldentifier": [
{
"identifier": "0dcl87ef-5d10-412d-83d2-b55221b556b5",
"type": "reference",
"l ogin": false,
"status": "A"

"identifier": "509-74-0614",
"type": "national",

"login": "fal se",

"status": "A"

"identifier": "hrnms2",
"type": "sorid",

"l ogin": "fal se",
"status": "A"

el ephoneNunber": [
"country_code": "1",

"nunber": "913-626-9988",
"type": "nobile"



Metadata header, with newlines for readability

{
"meta": {
"pl ugi nMbdel s": {
" CoPerson": [
" SshKeyAut hent i cat or. SshKey"
I
"Configuration":[
"MyPl ugi n. G eenCbj ect”
]
}
}
}
{...1}

Record with Metadata

{"neta": {"pl ugi nMbdel s": {" CoPerson": [ " SshKeyAut henti cat or. SshKey"], "Configuration":["MPl ugin. GeenCbject"]}}},
{"CoPerson": {"status":"A"}, "SshKey":[{"ssh_key_authenticator_id":1,"type": "ssh-dss", "skey":"abc123"}]},
{"GreenObject":{"my_attribute":"ny_value"}},

{"GeenMvject":{"nmy_attribute":"my_other_value"}}

Cross Reference Example with Unix Clusters and Groups

{"nmeta": {"pl ugi nModel s": {" CoPerson": [ " SshKeyAut hent i cat or. SshKey", " Uni xCd ust er. Uni xCl ust er Account"],"
Configuration":["Uni xCl uster. Uni xClusterGoup"]}}}

{"meta": {"obj ect Type":"CoG oup", "xref":"gobj1"},"CoGoup":{"co_id":"2","nane":"Primary Unix Custer","
description":"Primary Uni x Cluster users","open":false,"status":"A","group_type":"S","auto":fal se,"
nesting_node_all":fal se}}

{"neta":{"obj ect Type": " CoPerson", "xref":"obj 1"}, "CoPerson": {"status":"A"}, "Nane":[{"given":"Nelly","fam ly":"
Brasel ", "type":"official","primary_name":true}], " CoG oupMenber":[{"co_group_id": " @gobj 1}", "menber":true,"
owner": fal se}], " Uni xCl uster Account": [{"uni x_cluster_id":1,"sync_node":"F","status":"A", "usernane": "nbrasel ", "
ui d":10001, "gecos":"Nelly Brasel", "l ogi n_shell":"\/bin\/bash","honme_directory":"\/hone\/nbrasel","
primary_co_group_id":44}]}

{"meta":{"plugin":"Uni xCl uster", "object Type": " Uni xO uster G oup", "xref":"obj 2"}, "Uni xCl ust er G oup":
{"unix_cluster_id":1,"co_group_id":"@gobj1}"}}

Running BulkLoad

BulkLoad Usage

cake bulk_load [-a actor] [-t dbtype] coid infile

where
® actor: Actor identifier to record to Changelog act or _i denti fi er column, defaults to Bulk Load Shell
® coid: Target CO to load records to
* dbtype: Target database type, currently only the default postgres is supported
L]

infile: JSON file to process records from (In Registry v3.3.x only, multiple files may be specified)

1 Be careful with file ownerships here. You will need to run this command as the web server user or as root, depending on whether or not the web
server user can read the input file. If running as root, make sure any files generated in the cache directory (wherever app/ t np points to) owned
by root are subsequently deleted.


https://spaces.at.internet2.edu/display/COmanage/Registry+History+and+Changelogs

Performance Considerations

BulkLoad can process ~500k records on a single vCPU with 2GB of RAM and a local database in about 10 minutes. Larger datasets may require
somewhat more memory, but additional vCPUs are unlikely to help much. Make sure the database server has sufficient disk space available. (A few GB
should be sufficient, depending on the size of the dataset.) Communications to a database server over a network (vs local to the same server) may result
in slower run times.

See also: Registry Installation - PHP (Memory Considerations)

Steps

1. Make sure access to the web interface is unavailable, if anyone else might try to use it.
2. Run the BulkLoad command, specifying the target CO ID to load the records to. Depending on the number of records to load, the process will
take a few minutes to complete.
a. ./ Consol e/ cake bul k_l oad coid infile.json
3. If the web interface is unusually slow after the load is completed, try clearing caches and running the cake dat abase command to rebuild the

indexes again.

Follow Up Steps

1. If desired, schedule Jobs to assign identifiers and reprovision all. These Jobs may take some time to complete.


https://spaces.at.internet2.edu/display/COmanage/Registry+Installation+-+PHP#RegistryInstallationPHP-RegistryInstallationPHP-MemoryConsiderations
https://spaces.at.internet2.edu/display/COmanage/Upgrading+Registry
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