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@ For more general information, see Grouper Custom Ul Examples

Requirements

Set up a group that people can enroll or unenroll in to test their MFA with O365

Only allow people to use this who have a date in the future where they will be required

Dont allow people already required to be able to unenroll

Show if the assignment is provisioned into Azure (if the MFA is enabled)

Show if the assignment is provisioned into LDAP from PSPNG (intermediary destination, then it flows from LDAP/AD into Azure)

Require the user be in MFA, and if not, give a link to enroll

Require the user have an 0365 mailbox, and if not, notify the user

Managers (readers and updaters) should be able to check on a user, see why their access is not correct, and enroll or unenroll them

Emails should be sent to users when they enroll or unenroll (or a manager does it for them) so they have information about unenrolling or re-
enrolling later

User variables
User environment

Environment Result Description Variable name Type Operation  For
logged
in user

In PennGroup for Two-
Step Verification in

Yes Member of group 0365_two_step_prod (policy cu_o365twoStepEnrolled boolean  Grouper No

PennQ365 (required or v group o3 )_step_prod (policy) X p D
self-enrolied)
Self-enrolled in PennC365

o Yes Member of group 0365twoStepSelfEnrolled cu_o365twoStepSelfEnrolied boolean  Grouper No
Two-Step Verification
Allowed to enroll ar
unenroll since hasa future Yes Has privileges Optin, Optout of group o365twoStepSelfEnrolled cu_o365twoStepCanEnrollunenroll  boolean  Grouper No
deadline
Required to enroll because e . .

. No Member of group 0365_two_step_prod_policy cu_o365twoStepRequiredToEnroll boolean  Grouper No
org was required in past
Date required to enroll 2020/05/14  Query: select min{value_sfring) from authz_o365_twostep_req_date_v where subject_id = 7 cu_o385twoStepRequiredDate siring 3L No

In G365 Azure (final data
flow destination) means ‘Yes User in group 0365_two_step_prod (policy) in Azure (pennAzure) cu_o365twoStepinAzure boolean  Azure No
Two-Step on for 0365

Is thers an error checking

No cu_o365twoSteplnAzureError boolean Azure
Azure 03657 - i

In Cne AD LDAP

two_step_prod (policy) in LDAP filter: (&(objectclass=user)

(intermediary data flow <blank= yeelD=§{subject.getid()}) cu_o365twoStepinLdap boolean  LDAP No
destination) (memberoi=CN=8{group.getName(}}.0U=Grouper,0U=365Groups, DC=one,DC=upenn, DC=edu))
Is there an error checking

b ‘Yes cu_o365twoStepinLdapErmor boolean  LOAP
One AD? - Finkoap
0365 mailbox Yes Member of group 0365hashailbox cu_o365hashailbox boolean  Grouper No
Two-Step Verification Yes Member of group twoStepUsers cu_twoStepUsers boolean  Grouper No

Manager of Penn0365
" N ‘Yes Has privileges Read, Update of group 0365twoStepSelfEnrolled cu_o365twoStepAliowedToManage  boolean  Grouper ‘Yes
Two-Step seffenrollments T o R

On 0365 Two-Step team Yes Member of group 0365twoStepTeam cu_o365twoStepTeam boolean  Grouper Yes

Configuration

"vari abl eToAssi gn": "cu_o0365t woSt epTeant',
"user QueryType": "grouper”,
"groupNane": "penn:isc: ait:apps: 0365: 0365t woSt epTeant',
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"l abel":"On CB65 Two-Step teant,
"order": 110,
"forLoggedl nUser":true

"vari abl eToAssi gn": "cu_o365t woSt epEnrol | ed",

"fiel dNanes": " nenbers",

"user QueryType": "grouper”,

"vari abl eType": "bool ean",

"groupNane": "penn:isc: ait:apps: 0865: t woSt epProd: 0365_t wo_st ep_prod",

"l abel ": " ${text Container.text['penn_o365twoStep_cu_o0365twoSt epEnrolled ]1}",
"order": 10

"vari abl eToAssi gn": "cu_o0365t woSt epSel f Enrol | ed",

"fiel dNames": " menbers",

"user QueryType": "grouper”,

"vari abl eType": "bool ean",

"groupNane": "penn:isc: ait:apps: 0365: t woSt epPr od: si npl eEnrol | Unenrol | : 0365t woSt epSel f Enrol | ed",
"l abel ": " ${text Container.text['penn_o365twStep_cu_o0365twoStepSel fEnrolled ]}",

"order": 20

"vari abl eToAssi gn": "cu_o0365t woSt epCanEnrol | Unenrol | ",

"fiel dNanes": "optins, optouts"”,

"user QueryType": "grouper”,

"vari abl eType": "bool ean",

"groupNane": "penn:isc:ait:apps: O365: t woSt epProd: si npl eEnr ol | Unenrol | : 0365t woSt epSel f Enrol | ed",
"1 abel ": " ${t ext Cont ai ner.text[' penn_o365t woSt ep_cu_0365t woSt epCanEnrol | Unenrol | ']}",

"order": 30

"vari abl eToAssi gn": "cu_o0365t woSt epRequi redToEnrol | ",

"fiel dNanes": " nenbers",

"user QueryType": "grouper",

"vari abl eType": "bool ean",

"groupNane": "penn:isc: ait:apps: 0365: t woSt epProd: 0365_t wo_st ep_prod_policy",

"l abel ": " ${text Container.text['penn_o365twoStep_cu_o0365t woSt epRequi redToEnrol 1 "']}",
"order": 40

"vari abl eToAssi gn": "cu_o0365t woSt epRequi r edDat e",

"bi ndVar 0": " ${subj ect.id}",

"user QueryType": "sql ",

"vari abl eType":"string",

"configld":"grouper",

"bi ndVar Ot ype": "string",

"query":"sel ect min(value_string) fromauthz_o0365_twostep_req_date_v where subject_id = ?",
"l abel ": " ${t ext Cont ai ner.text[' penn_o365t woSt ep_cu_o0365t woSt epRequi redDate']}",

"order":50

"vari abl eToAssi gn": "cu_o0365t woSt epl nAzur e",

"user QueryType": "azure",

"configld":"pennAzure",

"vari abl eToAssi gnOnError": " cu_o365t woSt epl nAzur eError",

"groupNane": "penn:isc:ait:apps: 0365: t woSt epProd: 0365_t wo_st ep_pr od",

"l abel ": " ${text Container.text['penn_o365twoSt ep_cu_o0365t woSt epl nAzure']}",
"errorLabel ":"${text Container.text[' penn_o365twoSt ep_cu_o0365twoSt epl nAzureError']}",
"order": 60

"vari abl eToAssi gn": "cu_o365hasMi | box",

"user QueryType": "grouper”,

"groupNane": "penn:isc:ait:apps: 0365: 0365hasMi | box",

"l abel ": " ${text Contai ner.text[' penn_o365twoSt ep_cu_o365hasMail box']}",
"order": 80

"vari abl eToAssi gn": "cu_t woSt epUsers",
"fiel dNanes": " nenbers",



"user QueryType": "grouper”,

"vari abl eType": "bool ean",

"groupNane": " penn: communi ty: aut henti cati on: t wSt epUser s",

"l abel ": " ${text Container.text['penn_o365twoStep_cu_twoStepUsers']}",

"order": 90
}
{
"vari abl eToAssi gn": "cu_o0365t woSt epl nLdap",
"user QueryType": "I dap",
"vari abl eToAssi gnOnError": "cu_o0365t woSt epl nLdapError™",
"groupNane": "penn:isc:ait:apps: 0365: t woSt epProd: 0365_t wo_st ep_prod",
"l abel ": " ${text Container.text['penn_o365twStep_cu_o0365twoSt epl nLdap']}",
"errorlLabel ":"${textContainer.text[' penn_o365twoStep_cu_o0365twoSt epl nLdapError']}",
"order":70,
"configld":"oneProdAd"
}
{
"vari abl eToAssi gn": "cu_o0365t woSt epAl | onedToManage",
"fiel dNames": "updaters, readers",
"user QueryType": "grouper”,
"vari abl eType": "bool ean",
"groupNane": "penn:isc: ait:apps: 0365: t woSt epPr od: si npl eEnrol | Unenrol | : 0365t woSt epSel f Enrol | ed",
"l abel ": " ${text Contai ner.text['penn_o365twoSt ep_cu_o0365t woSt epAl | onedToManage']}",
"order": 100,
"forLoggedl nUser":true
}
{

"vari abl eToAssi gn": "defaul t",

"| dapSear chDn": " DC=one, DC=upenn, DC=edu",

"l dapFilter":" (& objectclass=user) (enpl oyeel D=${subj ect.get1d()}) (menber of =CN=${ gr oup. get Nane() } , OU=G ouper,
QU=365G oups, DC=one, DC=upenn, DC=edu) )",

"l dapAttributeToRetrieve": "enpl oyeel D'
}

Text configuration



All screen text

Text type Rule  Expression Expression  Configured text
index result
emailBecGroupName 0 Ve pennisc-aitapps 0365 r nenroll ToAdmin
canSeeUserEnvironment 0 Yes ${cu_o365twoStepAllowedToManage}
canSesScreensiate o Yes faise
canAssignvanables 0 Ve ${cu_0365twWoStepTeam)
emailBody [ Stcu_grouperEnroll No S{textContainertextfpenn_o365twoStep_enroll_smailBody']
emailBedy 10 ${lcu_grouperEnroll} Yes $S{textContainer.texi penn_o365twoStep_unenroll_emailBody T
${cu_grouperEnroll ? textContainer text{'penn_o365twoStep_enroll_emailSubjec
emailSubject 0 Yes {eu_grouperEnrel Lpenn_ p_enroll S ect]
textContainer fext[ penn_ _unenroll_ T
emailToUser o Yes e
instructions 1 10 Slcu_od5twoStepRequired ToEmIol}  No S{textContainer textfpenn_o365twoStep_instructions._requiredToE IOl Ty
5{10u_365twoStepRequiredToEnToll
88 cu_o385twaStepEnrolled 85, ) . )
instructions 1 20 cu_03B5NasMailbox 88 Yes ${textContainer. texi[ penn_oc365twoStep_instructions_willBeRequired ToEnrollT}
CU_0265twoStepCanEnroliunenrol}
S{lcu_o366twoStepRequiredToEnrol
88 lcu_o3a5twoStepEnrolied 88 ) . !
instructions 1 30 cu_0365twoStepCanEnrollunenrol No $S{textContainer.texi] penn_o365twoStep_instructions_needsTwoStepT}
&& lou_twosStepUsers]
${lcu_o365twoStepRequiredToEnroll
N &3 Icu_o365twoStepEnrolled && N . _ .
nstructions? D st N S{textContainer tex{Tpenn_o365twoStep_instructions_nesds0385T}
&3 Icu_o365hasMailbox}
$(lcu_o365twoStepRequiredToEnTol
&3 Icu_o365twoStepEnrolled &&
instructions1 50 Cu_n3B5twoStepCanEnraliunznrol No S{textContainer texipenn_ 3 % anEnrolT)
&& cu_twoStepUsers &&
cu_o365nashailbox)
Instructions 60 S{lcu_o365tWoStepREqUIrEATOENMOl}  Yes SitextContainer textfpenn ¢ ) | ot i
managerlnstructions 0 Sfcu_o3@5twoStepAllowedToManage)  Yes SltextContainer tex{fpenn_o385tweStep_instructions_managerT}
S{lcu_o365twoStepEnrolied 85 . i
enrolimentLabel 0 et aeuatnon No S{iextContainertexi{penn_ ) enrollLabel_ ]
${lcu_o385twoStepEnolled 84 ] . )
enrolimentLabel 10 1cu_o365twoStepinAzure} No ${textContainertexipenn_o365twoStep_enrollLabel_notEnrolledy
${icu_0365twoStepEnralied 8&
{cu_0365twoStepinLdapError |
enrolimentLabel 20 No S{textContainertext{'pann enrollLabel \ndAzure’
cu_o365twoStepinLdap) 86 t lpenn.s d £ &
CU_n3B5twoStepinAzure]
${lcu_0365twoStepEnrolied 8&
enrolimentlLabel 30 No S{textContainer text'penn enroliLabsl AZUre’
cu_o365twoStepinAzure} ! tpenn. - - v
${cu_o365twoStepEnrolled && i . ;
enrolimentLabel el pisialiiot Ne SliextContainertexifpenn_ ) enrollLabel_ I
5cu_o365twoStepEnrolled &&
enrolimentLabel 50 Yes S{textContainer text'penn_o365twoStep_enrollLabel_enrolled’]
cu_o3B5twoStepinAzure} : tpenn- - - “
S{tU_o385twostepEnrolled A&
{cu_o365twoStepinLdapEror ||
enrolimentLabel 60 No S{textContainertext'penn enroliLabsl
lcu_o365twoStepinLdap) && t lpenn.c 4 £ 0
Icu_o365twoStepinAzure}
S{cu_0365twoStepEnroled &5 ) .
enrolimentLabel b0} sl No S{textContainer. text penn_ )_enroliLabel_¢ Azure)
S{iley 8&cu, nEnrollUnenroll && cu_twoStepUsers 8&
IIButtonShe 0 Ve - = -
snrelBonshow = cu_o26Enashailbort
enrollBuitonText [ Yes SitextContainertextfpenn_ g Texth
Sfeu_t &8 tu_ anEnroliUnenroll 83
(TR 0 R lcu_o0365twoStepRequired ToEnroll}
unenrol ButtonText 0 Yes SitextContainertextfpenn_ g TextT)

Configuration

"endl f Mat ches
"cust onli Text Type":

:true,

canAssi gnVari abl es",

i ndex": 0,
"text":"${cu_o365twoSt epTean}"”

"cust onli Text Type": "enmi | ToUser ",
"index":O0,
"text":"true"

"endl f Mat ches": true,
"cust onlJi Text Type":
i ndex": 0,

"text":"${cu_grouperEnroll

enai | Subj ect”,

? text Container.text[' penn_0365twoStep_enrol | _email Subject'] :

Evaluated text Default  End if
matche
pennisc:aitapps:Ci365: nenrall ToAdmin Yes
true Yes
false Yes
true Yes

Dear Caris Hyzer, Thank you for enrolling in Twe-Step Verification for Penn0385. When
you log in te Penn0355 using your Microsoft account, you will be routinely prompted for Yes
a single-use verifica... more

Dear Chris Hyzer, You have unenrolled from Two-Step Verification for Penn0365. Wnen
vou log in to PennO365 using your Microsoft account you will ne longer be routinely Yes
prompted for a single-use v... mere

Penn Two-Step Veerification - you have unenrolled from Two-Step Verification for

Penn03es ves
true

To improve Penn's data security, you are required to use Two-Step Verification with Ve
0365.<r f<r b

To improve Penn's data security, you will be required to enrollin Two-Step Verification for Yo

0365 on <b=2020/05/14</=<DF f><br />

You are not enrolled in Two-Step Verification. <a
href="hitps /wostep. apps upenn.edu/woFacteriweFactorUirappiUiMain index™> Enroll Yes
nows/a>.<br /><br />

‘You need an Q365 account <br /><br /> Yes

To improve Penn's data security, you will be required to enroll in Two-Step Verification for
0365 by <b>2020/051 4</b>. Enroll now to ensure that you're not locked out of email Yes
and other 0365 serv... more

You are not required to enroil, and you are not allowed to enroll.<br /<br /= Yes

View status of users in Two-Step Verification with O365. Enroll or unenroll users it

applicable.<br /-<or />You will see what the user sees below when you pull up a user<br Yes
fe<brl=

<b>Enrollment status:</b> <b style="color: red; font-size: 120%"-Not enrolled in this -
sysiem but an error occurred checking your enrollment in 0365</o>

<p>Enroliment status:</b> <b style="color: red; font-size: 120%">Not enrolled</b> Yes
<b>Enrollment status:</b> <b style="color: brown; font-size: 120%">Pending to be Ve
unenrolled. Generally takes less than 1 hour.</o=

<p>Enroliment status:</b» <b style="color: Brown; font-size: 120%">Pending to be Ve
unenrolled. Generally takes less than 15 minutes.</b>

<b>Enrollment stalus:</b> <b style="color: brown; font-size: 120%">Enrolled in this -
system but an error occured checking your enroliment in 0365</b>

<b>Enrollment status:</b> <b style="color: green; font-size: 120%">Enrolled</b> Yes
<p>Enrollment status:</b> <b style="color: brown; font-size: 120%">Pending. Generally -
takes less than 1 hour.</b>

<p>Enrollment status:</o> <b style="color: brawn; font-size: 120%>Pending. Generally Yes
takes less than 15 minutes <ib=

false Yes
Enroll Yes
true Yes
Unenrol Yes

t ext Cont ai ner. t ext



[" penn_o365t woSt ep_unenrol | _enai | Subject']}"

}
{

"endl f Mat ches": true,

"cust onli Text Type": "emai | Body",

"index": 10,

"text":"${text Container.text[' penn_o365twoSt ep_unenrol | _enuil Body']}",
"script":"${!cu_grouperEnroll}"

"endl f Mat ches": true,

"cust onli Text Type": "emai | Body",

"index":O0,

"text":"${text Container.text[' penn_o365twoStep_enrol | _email Body']}",
"script":"${cu_grouperEnroll}"

"endl f Mat ches": true,

"cust oni Text Type": "canSeeUser Envi ronment ",
"index":0,

"text":"${cu_o365t woSt epAl | onedToManage}"

"endl f Mat ches": true,

"cust onli Text Type": "canSeeScreenSt at e”,
"index":O0,

"text":"fal se"

"end| f Mat ches": true,

"cust onli Text Type": "emai | BccG oupNane",

"index":O0,

"text":"penn:isc:ait:apps: GB65:twoSt epProd: si npl eEnrol | Unenrol | : 0365t woSt epAl | owedToAdm n"

"endl f Mat ches": true,

"cust onli Text Type": "instructionsl",

"index": 60,

"text":"${textContainer.text[' penn_o365twoSt ep_i nstructions_not RequiredCannotEnroll"']}",
"script":"${!cu_o365twoSt epRequi redToEnrol | }"

"endl f Mat ches": true,

"cust onli Text Type": "unenrol | Butt onShow',

"index":O0,

"text":"${cu_o365twoSt epEnrol |l ed & cu_0365t woSt epCanEnrol | Unenrol | && !cu_o0365t woSt epRequi redToEnrol | }"

"endl f Mat ches": true,

"cust onli Text Type": "enrol | Butt onShow",

"index":O0,

"text":"${!cu_o365twoSt epEnrol | ed & cu_o0365t woSt epCanEnrol | Unenrol |l && cu_twoStepUsers &&

cu_o365hasMai | box}"

}
{

"endl f Mat ches": true,

"cust onli Text Type": "nanager | nstructions",

"index":O0,

"defaul t Text": fal se,

"text":"${text Container.text[' penn_o365twoStep_instructions_manager']}",
"script":"${cu_o365t woSt epAl | onedToManage} "

"endl f Mat ches": true,

"cust onli Text Type": "unenrol | ButtonText",

"index":O0,

"defaul t Text":fal se,

"text":"${text Container.text[' penn_o365twoStep_unenrol | ButtonText']}"

"endl f Mat ches": true,



"cust onli Text Type": "enrol | ButtonText",

"index":O0,

"defaul t Text":fal se,

"text":"${text Container.text[' penn_o365twoStep_enrol | ButtonText']}"

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"index": 70,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoSt ep_enrol | Label _enrol | edPendi ngNot | nLdapBut | nAzure']}",
"script":"${cu_o365twoSt epEnrolled && !cu_0365twoSt epl nAzure}"

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"index": 60,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoSt ep_enrol | Label _enrol | edPendi ngl nLdapAndAzure']}",
"script":"${cu_o0365twoSt epEnrolled & (cu_o0365twoStepl nLdapError || !cu_o365twoSt epl nLdap) && !

cu_o0365t woSt epl nAzure}"

}
{

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"i ndex": 50,

"defaul t Text": fal se,

"text":"${text Container.text[' penn_o365twoStep_enrollLabel _enrolled ]}",
“script":"${cu_o365twoSt epEnrol | ed & cu_o0365t woSt epl nAzure}"

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"i ndex": 40,

"defaul t Text": fal se,

"text":"${text Container.text[' penn_o365twoStep_enrol | Label _enrol | edErrorlnAzure']}",
"script":"${cu_o365twoSt epEnrol | ed & cu_o0365t woSt epl nAzureError}”

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"i ndex": 30,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoStep_enrol | Label _not Enrol | edPendi ngNot | nLdapBut | nAzure']}",
"script":"${!cu_o365twoSt epEnrol | ed & cu_o0365t woSt epl nAzure}"

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"index": 20,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoStep_enrol |l Label _not Enrol | edPendi ngl nLdapAndAzure']}",
“script":"${!cu_o365twoSt epEnrol | ed & (cu_o0365twoStepl nLdapError || cu_o365twoStepl nLdap) &&

cu_o365t woSt epl nAzure}"

}
{

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"index": 10,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoStep_enrol | Label _notEnrolled ]}",
"script":"${!cu_o0365twoStepEnrolled & ! cu_0365t woSt epl nAzure}"

"endl f Mat ches": true,

"cust onli Text Type": "enrol | ment Label ",

"index":O0,

"defaul t Text": fal se,

"text":"${text Container.text[' penn_o365twoStep_enrol | Label _notEnrol | edErrorlnAzure']}",
"script":"${!cu_o0365twoStepEnrolled & cu_0365t woSt epl nAzureError}"



"endl f Mat ches": true,

"cust oni Text Type": "instructionsl",

"i ndex": 50,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoStep_instructions_not Enrol | edBut CanEnrol|']}",

"script":"${!cu_o0365t woSt epRequi redToEnrol | && !cu_o0365twoSt epEnrolled & cu_o0365twoSt epCanEnrol | Unenrol | &&
cu_twoSt epUsers && cu_o365hasMai | box}"

}

{
"endl f Mat ches": true,
"cust oni Text Type":"instructionsl",
"i ndex": 40,

"defaul t Text":fal se,

"text":"${text Container.text[' penn_o365twoStep_i nstructions_needs365']}",

"script":"${!cu_o0365t woSt epRequi redToEnrol | && !cu_o0365twoSt epEnrolled & cu_o0365twoSt epCanEnrol | Unenrol | &&
I cu_o365hasMai | box}"

}

{
"endl f Mat ches": true,
"cust onli Text Type": "i nstructionsl",
"index": 30,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoStep_instructions_needsTwoStep']}",

"script":"${!cu_o365t woSt epRequi redToEnrol | && !cu_o0365twoSt epEnrol | ed & cu_o0365t woSt epCanEnrol | Unenrol | &&
lcu_twoSt epUsers}”

}

{
"endl f Mat ches": true,
"cust oni Text Type": "instructionsl",
"i ndex": 20,

"defaul t Text": fal se,

"text":"${text Container.text[' penn_o365twoStep_instructions_wi || BeRequiredToEnrol']}",

"script":"${ !cu_o0365twoSt epRequiredToEnroll && cu_o0365twoSt epEnrolled & cu_o365hasMail box &&
cu_o365t woSt epCanEnrol | Unenrol | }"

}
{
"endl f Mat ches": true,
"cust oni Text Type":"instructionsl",
"index": 10,
"defaul t Text": fal se,
"text":"${text Container.text[' penn_o365twoStep_instructions_requiredToEnroll']}",
"script":"${cu_o365t woSt epRequi redToEnrol | }"
}
{
"cust onli Text Type": "hel pLi nk",
"defaul t Text":true,
"text":"${textContainer.text[' penn_o365twoStep_helplink']}"
}
{
"cust onJi Text Type": "header",
"defaul t Text":true,
"text":"${textContainer.text[' penn_o365twoStep_header']}"
}

grouper.text.en.us.properties

## Custom U for OB65 two step
HHHHHIH I A

# header for 0365 two step custom ui
penn_o365t woSt ep_header = <h1>Penn0365 Two- Step Verification</hl>

penn_o365t woSt ep_hel plink = <a href="https://ww.isc. upenn. edu/ howt o/ penno365- of fi ce- 365- pr opl us"
>${t ext Contai ner.text['grouper.help'] }</a>

# top line for nanagers
penn_o365t woSt ep_i nstructi ons_manager = View status of users in Two-Step Verification with G365. Enroll or
unenrol | users if applicable.<br /><br />You will see what the user sees bel ow when you pull up a user<br /><br


http://grouper.text.en.us

/>

# if required to enroll, cannot opt in or opt out
penn_o365t woSt ep_i nstructions_requiredToEnroll = To inprove Penn's data security, you are required to use Two-
Step Verification with O65.<br /><br />

# not required, will be required, and in tw step and has 0365 nmil box
penn_o365t woSt ep_i nstructions_wi | | BeRequi redToEnrol | = To inprove Penn's data security, you will be required to
enroll in Two-Step Verification for 0365 on <b>${cu_o0365t woSt epRequi r edDat e} </ b>. <br /><br />

# not require, not allowed
penn_o365t woSt ep_i nstructi ons_not Requi redCannot Enroll = You are not required to enroll, and you are not allowed
to enroll.<br /><br />

# not in two step
penn_o365t woSt ep_i nstructi ons_needsTwoStep = You are not enrolled in Two-Step Verification. <a href="
https://twostep. apps. upenn. edu/ t woFact or/ t woFact or Ui / app/ Ui Mai n. i ndex" >Enrol | now</a>. <br /><br />

# not in 0365
penn_o365t woSt ep_i nstructi ons_needs®65 = You need an Q365 account.<br /><br />

# can enroll, not enrolled, not required

penn_o365t woSt ep_i nstructi ons_not Enrol | edBut CanEnroll = To i nprove Penn's data security, you will be required
to enroll in Two-Step Verification for (65 by <b>${cu_o0365t woSt epRequi redDate}</b>. Enroll now to ensure that
you're not |ocked out of emmil and other OB65 services. <br /><br />You nust enroll for O365 even if you are
already enrolled in Two-Step Verification for Penn WebLogi n (PennKey).<br /><br />

# not enrolled, cant check azure
penn_o365t woSt ep_enrol | Label _not Enrol | edErrorl nAzure = <b>Enrol | ment status:</b> <b style="color: red; font-
size: 120% >Not enrolled in this systembut an error occurred checking your enrollment in O365</b>

# not enrolled
penn_o365t woSt ep_enrol | Label _not Enrol | ed = <b>Enrol | nent status:</b> <b style="color: red; font-size: 120% >Not
enrol | ed</ b>

# not enrolled but yes in |dap and azure
penn_o365t woSt ep_enr ol | Label _not Enr ol | edPendi ngl nLdapAndAzure = <b>Enrol I nent status:</b> <b style="col or:
brown; font-size: 120% >Pending to be unenrolled. Generally takes less than 1 hour.</b>

# not enrolled but still in azure
penn_o365t woSt ep_enr ol | Label _not Enr ol | edPendi ngNot | nLdapBut | nAzure = <b>Enrol | nent status:</b> <b style=\"
color: brown; font-size: 120% ">Pending to be unenrolled. Generally takes |less than 15 m nutes. </b>

# enrol |l ed, cant check azure
penn_o365t woSt ep_enrol | Label _enrol | edErrorl nAzure = <b>Enrol I nent status:</b> <b style=\"color: brown; font-
size: 120% ">Enrolled in this systembut an error occurred checking your enrollnent in O365</b>

# enroll ed
penn_o365t woSt ep_enrol | Label _enrol | ed = <b>Enrol | ment status:</b> <b style=\"color: green; font-size: 120%"
>Enr ol | ed</ b>

# enrolled but not in Idap or azure
penn_o365t woSt ep_enr ol | Label _enr ol | edPendi ngl nLdapAndAzure = <b>Enrol | nent status:</b> <b style=\"col or: brown;
font-size: 120% ">Pending. GCenerally takes less than 1 hour.</b>

# enrolled but still not in azure
penn_o365t woSt ep_enr ol | Label _enr ol | edPendi ngNot | nLdapBut | nAzure = <b>Enrol | ment status:</b> <b style=\"color:
brown; font-size: 120% ">Pending. Generally takes |less than 15 m nutes. </ b>

penn_o365t woSt ep_enrol | ButtonText = Enroll
penn_o365t woSt ep_unenrol | ButtonText = Unenroll

penn_o365t woSt ep_enrol | _emai | Body = Dear ${subject.get Nane()}, $new i ne$$new i ne$Thank you for enrolling in Two-
Step Verification for Penn(865. $new i ne$$new i ne$When you log in to PennG365 using your M crosoft account, you
will be routinely pronpted for a single-use verification code.$new i ne$$new i ne$You can accept push
notifications or generate codes on your phone using Duo Mbile. Make sure you al so print out single-use
verification codes in case you don't have access to that device (on the "Mnage settings" page, click "Generate
codes") $newl i ne$$new i ne$Renenber to keep your profile updated wi th backup phone nunbers (to which single-use
codes can be sent) and friends you can authorize to retrieve a code if all else fails.$new ine$$new i ne$For
nore informati on about Two-Step Verification, see: http://upenn. edu/twostep$new i ne$Snew i ne$The Penn Two- St ep



Support teantnew i ne$$new i ne$For technical assistance with Two-Step Verification, contact the | T support staff
of your school or center. |If you are unsure whomto contact, visit the Get IT Help directory: https://ww.isc.
upenn. edu/ get -i t - hel p$new i ne$$new i ne$Manage your enrollnent: https://grouper.server.school . edu/ grouper

/ grouper Ui / app/ Ui V2Mai n. i ndexLi t e?oper ati on=U V2G ouplLite.liteG oup&groupl d=61bcaad67d57438ablf eallc426c2f 64

penn_o365t woSt ep_enrol | _enuai | Subj ect = Penn Two-Step Verification - you have enrolled in Two-Step Verification
for PennC365

penn_o365t woSt ep_unenrol | _enmai | Body = Dear ${subject.get Name()}, $new i ne$$new i ne$You have unenrolled from Two-
Step Verification for PennO365. $new i ne$$newl i ne$When you log in to PennC365 using your Mcrosoft account you
will no longer be routinely pronpted for a single-use verification code. $new i ne$$newl i ne$Manage your

enrol I nent: https://grouper.server.school . edu/ grouper/grouper U /app/ U V2Mai n. i ndexLi t e?oper ati on=U V2G ouplLite.
|'i t eG oup&gr oupl d=61bcaad67d57438ablf eallc426c2f 64$new i ne$$new i ne$For nore infornmati on about Two- Step
Verification, see: http://upenn. edu/twostep$new i ne$$new i ne$The Penn Two- Step Support

t eansnew i ne$$new i ne$For technical assistance with Two-Step Verification, contact the IT support staff of your
school or center. |If you are unsure whomto contact, visit the Get IT Help directory: https://ww.isc.upenn. edu
/ get-it-hel p$new i ne$$newl i ne$Manager your enroll ment: https://grouper.server.school . edu/ grouper/grouper U /app

/ Ui V2Mai n. i ndexLi t e?oper ati on=Ui V2G oupLite.liteG oup&groupl d=61bcaad67d57438ablf eallc426c2f 64

penn_o365t woSt ep_unenrol | _enmi | Subj ect = Penn Two-Step Verification - you have unenrolled from Two- St ep
Verification for Penn0365

penn_o365t woSt ep_cu_o0365t woSt epAl | onedToManage = Manager of Penn0365 Two-Step self enroll nments

penn_o365t woSt ep_cu_o0365t woSt epCanEnrol | Unenroll = Allowed to enroll or unenroll since has a future deadline
penn_o365t woSt ep_cu_0365t woSt epSel fEnrol l ed = Self-enrolled in PennO365 Two-Step Verification
penn_o365t woSt ep_cu_0365t woSt epRequi redToEnroll = Required to enroll because org was required in past

penn_o365t woSt ep_cu_t woSt epUsers = Two-Step Verification

penn_o365t woSt ep_cu_o365hasMai | box = 0865 nai | box

penn_o365t woSt ep_cu_0365t woSt epl nLdap = In One AD LDAP (internediary data flow destination)
penn_o365t woSt ep_cu_o0365t woSt epl nLdapError = Is there an error checking One AD?

penn_o365t woSt ep_cu_0365t woSt epl nAzure = In 0365 Azure (final data flow destination) means Two-Step on for 08365
penn_o365t woSt ep_cu_o0365t woSt epl nAzureError = Is there an error checking Azure C3657?

penn_o365t woSt ep_cu_0365t woSt epRequi redDate = Date required to enroll

penn_o365t woSt ep_cu_0365t woSt epEnrolled = In PennG oup for Two-Step Verification in PennG365 (required or self-
enrol | ed)

Screen examples

Someone who is allowed to enroll and is not enrolled

Logged in as Katherine R Wilson - Log out - Help

& Penn

UsiversITY of PEXNSTLVANIA

Penn0365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 by 2020/05/01. Enroll now to
ensure that you're not locked out of email and other 0365 senvices.

You must enroll for 0365 even if you are already enrolled in Two-Step Verification for Penn WebLogin (Fennkey).

Enrollment status: Mot enrolled

Enroll



Someone who is allowed to unenroll and is enrolled

Logged in as Katherine R Wilson - Log out - Help

UniversiTy of FExsSYLVANIA

Penn0O365 Two-Step Verification

To improve Penn’s data security, you will be required to enroll in Two-Step Verification for 0365 on 2020/05/01.

Enrollment status: Enrolled

R

Manager



Logged in as Katherine R Wilson - Log out - Help

Penn

UNIVERSITY of PEXNSYLVANIA

Penn0O365 Two-Step Verification

View status of users in Two-Step Verification with O365. Enroll or unenroll users if applicable.

You will see what the user sees below when you pull up a user

Person name or ID: Chris Hyzer (mchyzer, 10021368) (active) Staff - Isc-applications &amp; Information Semvices - Applic
Enter an entity name or ID

R

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 on 2020/05/14.

Enrollment status: Enrolled

R

User environment

Environment Result Description

In PennGroup for
Two-Step

Verification in )
PennO365 Yes Member of group 0365_two_step_prod (policy)

(required or self-
enrolled)

Self-enrolled in
PennQ365 Two- Yes Member of group 0365twoStepSelfEnrolled
Step Verification

Allowed to enroll

Someone not enrolled, but who needs MFA



VAT
L)

@ P Logged in as Katherine R Wilson - Log out - Help

U ivERSITY of PENNSTLVANIA

Penn0O365 Two-Step Verification

You are not enrolled in Two-Step Verification. Enroll now.

Enrollment status: Not enrolled

Someone not enrolled who needs an 0365 account

VAT

@ P Logged in as Katherine R Wilson - Log out - Help

UniversiTy of PExssrivania

Penn0365 Two-Step Verification

You need an 0365 account.

Enrollment status: Not enrolled

Someone enrolled, and provisioned to LDAP/AD, but not yet provisioned to Azure



Logged in as Katherine R Wilson - Log out - Help

Penn

UNIVERSITY af FENNSTLVANIA

PennO365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 on 2020/05/01.

Enroliment status: Pending. Generally takes less than 15 minutes.

R

Someone enrolled, but not yet provisioned to LDAP/AD or Azure

VAT

Logged in as Katherine R Wilson - Log out - Help

Penn

U IVERSITY of PEXNSTLVANIA

Penn0O365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 on 2020/05/01.

Enroliment status: Pending. Generally takes less than 1 hour.

R

Someone enrolled but error checking to see if in Azure



H H AR
monm Logged in as Katherine R Wilson - Log out - Help

UsIVERSITY of PEXNSYLVANIA

Penn0O365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 on 2020/05/01.

Enrellment status: Enrolled in this system but an error occurred checking your enroliment in 0365

R

Someone not enrolled in Grouper, but still in LDAP/AD and Azure

Penn

UNIVERSITY of PEXNSTLVANIA

Logged in as Katherine R Wilson - Log out - Help

Penn0O365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 by 2020/05/01. Enroll now to
ensure that you're not locked out of email and other 0365 semices.

You must enroll for 0365 even if you are already enrolled in Two-Step Verification for Penn WebLogin (PennKey).

Enrollment status: Pending to be unenrolled. Generally takes less than 1 hour.

R

Someone not enrolled in Grouper, and LDAP/AD is also not enrolled, but still enrolled in Azure



@ P Logged in as Katherine R Wilson - Log out - Help

U IvERSITY of PEXNSYTLVANIA

Penn0O365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 by 2020/05/01. Enroll now to
ensure that you're not locked out of email and other 0365 services.

You must enroll for 0365 even if you are already enrolled in Two-Step Verification for Penn WebLogin (Pennkey).

Enroliment status: Pending to be unenrolled. Generally takes less than 15 minutes.

R

Someone not enrolled in Grouper, but there was an error checking Azure

@ P Logged in as Katherine R Wilson - Log out - Help

UsIvERSITY of PENNSTLVANIA

PennO365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 by 2020/05/01. Enroll now to
ensure that you're not locked out of email and other 0365 senvices.

You must enroll for O365 even if you are already enrolled in Two-Step Verification for Penn WeblLogin (PennKey).

Enroliment status: Not enrolled in this system but an error occurred checking your enrollment in 0365

R
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