Grouper Custom Ul Examples

Wiki Grouper Release Grouper Grouper Deployment Community Internal Developer
Home Announcements Guides Guide Contributions Resources

Grouper Custom Ul example at Penn MFA and 0365
Grouper Custom Ul example Banner access

Grouper Custom Ul example consent to T&C

Grouper Custom Ul example for the Banner team

Grouper Custom Ul example to analyze Jira cloud account
Grouper Custom Ul example to analyze O365 accounts
Grouper Custom Ul example Zoom

The Grouper Custom Ul can be applied per group in your Grouper system to provide special capabilities, including:

® Helps end users and administrators view and troubleshoot access state and problems
® (optional) Allows end users to easily opt in or opt out of a group without all the bells and whistles of the Grouper Ul
® When the user joins/leaves, or when a manager adds/removes someone, an optional custom email can be sent to the user

Grouper Custom Ul is a new feature in API patch 2.4.96+ and included in Grouper v2.5+

{D Grouper Custom Templates via GSH are a different feature from Grouper Custom UI.
See this page to learn about Custom Templates via GSH.

To use Grouper Custom Ul, configure this in the grouper.properties or on the Miscellaneous Custom Ul screen

Then there is link in the More Actions menu if you have the custom Ul attributes assigned on the group

e e e e e —_—— == -

twoStepProd > simpleEnrollUnenroll

elenrOIIBd More actions -

Add to my favorites

Join group

Copy group

Delete group

Edit group |
Edit composite

group Move group

That link goes to the custom ui, here is an example from penn:


https://spaces.at.internet2.edu/display/Grouper/Grouper+Wiki+Home
https://spaces.at.internet2.edu/display/Grouper/Grouper+Wiki+Home
https://spaces.at.internet2.edu/display/Grouper/Grouper+Release+Announcements
https://spaces.at.internet2.edu/display/Grouper/Grouper+Release+Announcements
https://spaces.at.internet2.edu/display/Grouper/Grouper+Administration+Guides
https://spaces.at.internet2.edu/display/Grouper/Grouper+Administration+Guides
https://spaces.at.internet2.edu/display/Grouper/Grouper+Deployment+Guide
https://spaces.at.internet2.edu/display/Grouper/Grouper+Deployment+Guide
https://spaces.at.internet2.edu/display/Grouper/Community+Contributions
https://spaces.at.internet2.edu/display/Grouper/Community+Contributions
https://spaces.at.internet2.edu/display/GrIntDev/Grouper+Internal+Development+Home
https://spaces.at.internet2.edu/display/GrIntDev/Grouper+Internal+Development+Home
https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+at+Penn+MFA+and+O365
https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+Banner+access
https://spaces.at.internet2.edu/pages/viewpage.action?pageId=177537089
https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+for+the+Banner+team
https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+to+analyze+Jira+cloud+account
https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+to+analyze+O365+accounts
https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+Zoom
https://spaces.at.internet2.edu/display/Grouper/Grouper+custom+template+via+GSH
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Penn0O365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 by 2020/05/14. Enroll now to
ensure that you're not locked out of email and other 0365 semvices.

You must enroll for 03645 even if you are already enrolled in Two-Step Verification for Penn WebLogin (PennKey).

Enroliment status: Pending to be unenrolled. Generally takes less than 1 hour.
© University of Pennsylvania

If a user is a manager (READ/UPDATE), then they will be able to pull users up, see the screen they see, see the answers to all their variables, and enroll
or unenroll those users



Logged in as Katherine R Wilson - Log out - Help

Penn
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Penn0365 Two-Step Verification

View status of users in Two-Step Verification with O365. Enroll or unenroll users if applicable.

You will see what the user sees below when you pull up a user

Person name or 1D: ‘Chris Hyzer (mchyzer, 10021368) (active) Staff - Isc-applications & Information Services - Applicatio“

Enter an entity name or 1D

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 on 2020/05/14.

Enrollment status: Enrolled

o

User environment

Environment Result Description

In PennGroup for

Two-Step

Verification in Yes Member of group 0365_two_step_prod (policy)
PennO365 - - - T
(required or self-

enrolled)

Self-enrolled in
Penn0365 Two- Yes Member of group 0365twoStepSelfEnrolled
Step Verification

Allowed to enroll
or unenroll since

has a fitiira

Yes Has privileges Optin, Optout of group 0365twoStepSelfEnrolled

The configuration used to be done with JSON from simple javabeans, but now is done in grouper.properties configuration or from the Ul. See the Atlassian
Jira Custom Ul example for the current way to configure


https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+to+analyze+Jira+cloud+account
https://spaces.at.internet2.edu/display/Grouper/Grouper+Custom+UI+example+to+analyze+Jira+cloud+account

User query config bean

These configs identify variables that can be used in the screen to conditionally set text, adjust email text, etc. They are set from some operation like
checking a membership in a group or an LDAP or SQL call or something

The queries are of type: userQueryType which is from the enum: CustomUiUserQueryType:

grouper: check a membership or privilege

Idap: execute an Idap filter

sql: run a sql query against grouper or another database
expressionLanguage: some expression (could call java)

azure: check an azure membership or user object

zoom: check zoom api and make attributes available (added 2.5.35+)

The queries assign variables which must be prefixed with "cu_" for "Custom UI"

You can configure a default that will fill in values for all config beans (maybe useful if there are a bunch of similar Idap calls)

Field

attribute
Defld

azureGr
oupld

bindVar0' String

bindVvar
Otype

bindVarl

bindVar
1type

bindVar2

bindVar
2type

configld

enabled

errorLa
bel

fieldNa
mes

forLogg
edInUs
er

groupld

groupN
ame

label

IdapAttr
ibuteTo
Retrieve

IdapFilt
er

IdapSe
archDn

Type Required for
type

String

String azure

String

String

String

String

String

String azure, ldap,
zoom

Boolean

String azure, zoom

String

Boolean

String

String

String azure,
expressionLangu
age, grouper,
Idap, sql, zoom

String Idap

String Idap

String

Optional for
type

expressionLangu
age, grouper, sql

sql
sql

sql
sql

sql
sql

sql

azure,
expressionLangu
age, grouper,
Idap, sql, zoom

expressionLangu
age, grouper,
Idap, sql

grouper

azure,
expressionLangu
age, grouper,
Idap, sql

azure,
expressionLangu
age, grouper,
Idap, sql

azure,
expressionLangu
age, grouper,
Idap, sql

Idap

Description

uuid of attribute def to look up

if hardcoding the uuid of group in azure

bind var for sq|

bind var type in sql: string or integer

bind var for sq|

bind var type in sql: string or integer

bind var for sql

bind var type in sql: string or integer

id in grouper config for azure, Idap, or sql

true or false if this var is enabled

label on screen for the error variable

comma separated privs in grouper, e.g. members, readers, admins, viewers, updaters, optins, optouts,
groupAttrReaders, groupAttrUpdaters, creators, stemAdmins, stemAttrReaders, stemAttrUpdaters,
attrReaders, attrUpdaters, attrDefAttrReaders, attrDefAttrUpdaters, attrOptins, attrOptouts, attrAdmins

true if should run this rule for the logged in user (if manager using screen), or by default its the user being
acted on (which might be the user logged in)

group uuid to look up a group

group name to look up a group

label to see on screen when variables are displayed

which attribute in Idap to retrieve

Idap filter to run

if not using the default dn in connection, search in this dn



nameOf | String expressionLangu  name of attribute definition to lookup

Attribut age, grouper, sql
eDef
order Integer azure, integer and rules will be ordered by this integer, when displayed on screen

expressionLangu
age, grouper,
Idap, sql, zoom

query String sql sqgl query to execute
script String expressionLangu | azure(2.5.30+), EL expression to run
age zoom

stemld | String expressionLangu | uuid of stem to lookup

age, grouper, sql
stemNa | String expressionLangu | name of stem to lookup
me age, grouper, sql
userQu | String azure, identify the type of query, enter either: azure, expressionLanguage, grouper, ldap, sqgl. dropdown.
eryType expressionLangu

age, grouper,
Idap, sql, zoom

variable | String azure, name of variable must start with cu_
ToAssign expressionLangu if the value is "default" then each attribute value will be the default for any bean without that set where its a
age, grouper, valid value. dropdown.

Idap, sql, zoom you cant have two variables with the same name
variable | String azure, zoom expressionLangu | name of variable to assign on error, must start with cu_
ToAssig age, grouper,
nONErr Idap, sql you cant have two variables with the same name
or
variable | String expressionLangu | type of variable: boolean, integer, string
Type age, grouper,

Idap, sql, azure,
zoom
Examples

Default user query bean to set some LDAP settings

"vari abl eToAssi gn": "defaul t",

"| dapSear chDn": " DC=one, DC=upenn, DC=edu",

"l dapFilter":" (& objectclass=user) (enpl oyeel D=${subj ect. getld()})(menberof =CN=${ gr oup. get Narme() }, OU=G ouper,
QU=365G oups, DC=one, DC=upenn, DC=edu) )",

"l dapAttributeToRetrieve": "enpl oyeel D'
}

Check if a user is in a group

"vari abl eToAssi gn": "cu_o0365t woSt epSel f Enrol | ed",

"fiel dNames": " menbers",

"user QueryType": "grouper”,

"vari abl eType": "bool ean",

"groupNane": "penn:isc: ait:apps: 0365: t woSt epPr od: si npl eEnrol | Unenrol | : 0365t woSt epSel f Enrol | ed",
"l abel ": " ${text Container.text['penn_o365twStep_cu_o0365twoStepSel fEnrolled ]}",

"order": 20

Note the label in the grouper.text.en.us.properties

penn_o365t woSt ep_cu_o0365t woSt epSel fEnrol l ed = Self-enrolled in PennO365 Two-Step Verification

If the person using the app (logged in user) is a manager (reader and updater on the group)


http://grouper.text.en.us

"vari abl eToAssi gn": "cu_o0365t woSt epAl | onedToManage",

"fiel dNames": "updaters, readers",

"user QueryType": "grouper”,

"vari abl eType": "bool ean",

"groupNane": "penn:isc: ait:apps: 0365: t woSt epPr od: si npl eEnrol | Unenrol | : 0365t woSt epSel f Enrol | ed",

"l abel ": " ${text Contai ner.text['penn_o365twoSt ep_cu_o0365t woSt epAl | onedToManage']}",
"order": 100,

"forLoggedl nUser":true

Note the label in the grouper.text.en.us.properties

penn_o365t woSt ep_cu_o0365t woSt epAl | onedToManage = Manager of Penn0365 Two- Step self enrol |l nents

Find the min required date (custom attribute on group) that the operated on user is a member of

{
"vari abl eToAssi gn": "cu_o0365t woSt epRequi r edDat e",
"bi ndVar 0": " ${subj ect.id}",
"user QueryType": "sql ",
"vari abl eType":"string",
"configld":"grouper",
"bi ndVar Ot ype": "string",
"query":"sel ect min(value_string) fromauthz_o0365_twostep_req_date_v where subject_id = ?",
"l abel ": " ${t ext Cont ai ner.text[' penn_o365t woSt ep_cu_o0365t woSt epRequi redDate']}",
"order":50

}

The view is:

CREATE OR REPLACE VI EW penngrouper . aut hz_o365_t wost ep_req_date_v AS
SELECT gaagv.val ue_string,
gm v. subject_id
FROM gr ouper _aval _asn_group_v gaagv,
grouper _nenberships_lw.v gnlv
VWHERE gaagv. group_nanme = gni v. group_nane

AND gmi v.list_name = 'nenbers'
AND gml v. subj ect _source = 'pennperson’
AND gaagv. enabled ="'T'
AND gaagv. group_nane |ike 'penn:isc:ait:apps: O365: twoSt epProd: si npl eEnrol | Unenrol | :
0365t woSt epGr oupsToBeRequi r ed: %

AND gaagv. attribute_def _nane_nanme = 'penn:isc:ait:apps: 0365: t woSt epProd: si npl eEnrol | Unenrol | :
0365t woSt epRequi redDat e' ;

Ldap query (note: depends on default bean above)

"vari abl eToAssi gn": "cu_o0365t woSt epl nLdap"”,

"user QueryType": "I dap",

"vari abl eToAssi gnOnError": " cu_o0365t woSt epl nLdapError",

"groupNane": "penn:isc: ait:apps: 865: t woSt epProd: 0365_t wo_st ep_prod",

"l abel ": " ${t ext Cont ai ner.text[' penn_o365t woSt ep_cu_o0365t woSt epl nLdap']}",

"errorlLabel ":"${textContainer.text[' penn_o365twoStep_cu_o365twoSt epl nLdapError']}",
"order": 70,

"configld":"oneProdAd"


http://grouper.text.en.us

Built-in variables

These variables are there for you to key off. Note: you should not start your variable names with "cu_grouper" since that namespace is for built in variables

Variable name Description
cu_grouperEnroll true if the user clicked the enroll button, false if the user clicked the unenroll button (e.g. for email templates)

cu_grouperTurnOffManager = url variable if you do not want to see the manager panel

Text config beans

These are a little misnamed, they are for text or for other decisions about the screen. Could be a boolean result. It is strongly encouraged to externalize
text in the Ul externalized text config

These generally take the variables defined above, and use boolean logic to decide which text to show or who is allowed to do certain things

The type of text is the decision or text to compute. The engine will run through the config and append the ones that match, unless the one that matches
says to stop processing. You can also have defaults

Every text bean returns a string, but if its "true” or "false" it will be interpreted as a boolean.

Text type Type Description

canAssignVariables boolean ' if the screen allows variables to be assigned in the URL for testing. e.g. to simulate various users and see how the
screen responds
note: only allow trusted users to be able to do this. Only Grouper admins can do this by default

canSeeScreenState boolean ' if the screen state analysis should be displayed on the screen to help the user understand why access exists or not.
By default only Grouper admins can see screen state. Note that more columns of the user environment will also
display

canSeeUserEnvironm | boolean  if the user variables and results should display. By default group readers and updaters can see this. Note that these
ent are

abbreviated if the user cannoy also see screen state
emailBccGroupName | String if there are emails and a group should be bcc'ed then return the group name here

emailBody String if there are emails then this is the body. Note you can have a template that is dynamic, or different templates in
different scenarios

emailSubject String if there are emails then this is the subject. Note you can have a template that is dynamic, or different templates in
different scenarios

emailToUser boolean ' true if an email should be sent to user. Note you can send under certain circumstances if you like
enrollButtonShow boolean ' true if the enroll button should show. Note that the user cant enroll if they dont have optin on the group
enrollButtonText String Button text of enroll button. Defaults to: Enroll

enrolimentLabel String Text above the enroliment button that shows the state of the enrollment or whatever else

header String  The H1 of the page

helpLink String Link where the help button goes

instructions1 String Instructions at the top of the page

logo String Link for logo

managerinstructions String Instructions to appear for readers/updaters who are managing users in this group

unenrollButtonShow boolean ' true if the unenroll button should show. Note that the user cant enroll if they dont have optout on the group. Note that
the enroll and unenroll button will not show at once

unenrollButtonText String Button text of unenroll button. Defaults to: Unenroll
manageMembership boolean (v2.5.38+) true or false, if the button will add the user to the group or remove them

redirectToUrl String (v2.5.38+) URL that the user should be redirected to after clicking button



gshScript String (v2.5.38+) GSH script that should be run. Note this is a stripped down version of GSH, so only use Java (no GSH
functions), and
fully qualify anything not in the base grouper or util java package. This is for performance reasons.
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Penn0O365 Two-Step Verification

To improve Penn’s data security, you will be required to enroll in Two-Step Verfication for 0365 by 2020/03/14. Enroll now to
ensure that you're not locked out of email and other O365 services. - -
Y €&— instructions1

You must enroll for 0365 even if you are already enrolled in Two-Step Verification for Penn WebLogin (Pennkey).

Enrollment status: Pending to be unenrolled. Generally takes less than 1 hour.

?
Enroll __  enrollButtonShow? enrollmentLabel

enrollButtonText

© University of Pennsylvania

GSH script to generate a text bean

cust onli Text Confi gBean = new edu. i nternet 2. m ddl ewar e. gr ouper. ui . cust onli . Cust onJi Text Confi gBean() ;

cust onli Text Confi gBean. set Cust onJi Text Type( Cust onlJi Text Type. i nstructionsl. nane());

cust onli Text Confi gBean. set | ndex( 10) ;

cust onli Text Confi gBean. set Scri pt (" ${ cu_o0365t woSt epRequi redToEnrol 1}");

cust onli Text Confi gBean. set Text (" ${t ext Contai ner.text[' penn_o365twoSt ep_i nstructions_requiredToEnroll']}");
cust onli Text Confi gBean. set Endl f Mat ches(true);

Systemout. println(GouperUtil.jsonConvert To(custonli Text Confi gBean, false));

JSON which is generated

"vari abl eToAssi gn": "cu_o0365t woSt epRequi redToEnrol | ",
"fiel dNanes": " nenbers",

"user QueryType": "grouper",

"vari abl eType": "bool ean",

"groupNane": "penn:isc: ait:apps: 0365: t woSt epProd: 0365_t wo_st ep_prod_policy",

"l abel ": " ${t ext Cont ai ner.text[' penn_o365t woSt ep_cu_0365t woSt epRequi redToEnrol [ ']}",
"order": 40

Examples

Always show header, note, this is the default for "header"



"cust oni Text Type": "header"”,
"defaul t Text":true,
"text":"${text Container.text[' penn_o365twoStep_header']}"

In grouper.text.en.us.properties

penn_o365t woSt ep_header = <h1>Penn0365 Two- Step Verification</hl>

For instructionsl, if the operated on user is not required to enroll, if the are enrolled in 0365/mfa, if they have a mailbox, and the are allowed to enroll
/unenroll

{
"endl f Mat ches": true,
"cust onJi Text Type": "instructionsl",
"index": 20,

"defaul t Text": fal se,

"text":"${textContainer.text[' penn_o365twoStep_i nstructions_w || BeRequiredToEnrol|l']}",

"script":"${ !cu_o0365twoSt epRequiredToEnrol|l && cu_o0365twoStepEnrolled & cu_o365hasMail box &&
cu_o365t woSt epCanEnrol | Unenrol I }"

In grouper.text.en.us.properties. Note the required date, calculated in a variable, is displayed on the screen

penn_o365t woSt ep_i nstructions_wi | | BeRequi redToEnrol | = To inprove Penn's data security, you will be required to
enroll in Two-Step Verification for 0365 on <b>${cu_0365t woSt epRequi r edDat e} </ b>. <br /><br />

For instructionsl, if the user operated on is not required to enroll, and not enrolled, and can enroll and unenroll, and is not enrolled in mfa

{
"endl f Mat ches": true,
"cust onli Text Type": "instructionsl",
"index": 30,

"defaul t Text":fal se,

"text":"${text Container.text[' penn_o365twoStep_i nstructions_needsTwoStep']}",

"script":"${!cu_o365twoSt epRequi redToEnrol | && !cu_o0365twoSt epEnrol | ed &% cu_o0365t woSt epCanEnrol | Unenrol | &&
Icu_twoSt epUsers}”

}

In grouper.text.en.us.properties.
penn_o365t woSt ep_i nstructi ons_needsTwoStep = You are not enrolled in Two-Step Verification. <a href="
https://twostep. apps. upenn. edu/ t woFact or/t woFact or Ui / app/ Ui Mai n. i ndex">Enrol | now</a>. <br /><br />

Show the enroll button if not enrolled in 0365/mfa, if can enroll/unenroll, if in mfa, if has a mailbox, show the button

"endl f Mat ches": true,

"cust oni Text Type": "enrol | Butt onShow",

"index":O0,

"text":"${!cu_o365twoSt epEnrol | ed & cu_0365t woSt epCanEnrol | Unenrol | && cu_twoStepUsers &&
cu_o365hasMui | box}"

User environment


http://grouper.text.en.us
http://grouper.text.en.us
http://grouper.text.en.us

You can show the variables, and results, and links to the grouper admin, the group manager (default), an arbitrary group, or the end user. This explains
the access (if the user needs something, if the access is provisioned, etc)

Note, you can control who has access to the user environment table with the customUiTextType: canSeeUserEnvironment

User environment

Environment Result Description

In PennGroup for

Two-Step

Verfication in Mo Member of group 0365_two_step_prod (policy)
PennQ3E5 -~ - T
(required or self-

enrolled)

Self-enrolled in
PennQ365 Twa- Mo Member of group 0365twoStepSelfEnrolled
Step Verification

Allowed to enrall
or unenroll since
Yes Has privileges Optin, Optout of group 0365twoStepSelfEnrolled

has afuture T EEEET Lo SboL
deadline

Required to
enroll because
org was required
in past

Mo Member of group 0365_two_step_prod_policy

Date required to

enroll 2020/05M4  Query: select minivalue_string) from authz_o365_twostep_req_date_vwhere subject_id="7

In 0365 Azure

(final data flow

destination) Mo Userin group 0365_two_step_prod (policy) in Azure (pennAzure)
means Two-Step

on for 0365

Is there an error
checking Azure Mo
03657

In One AD LDAP
e Group 0265_two_step_prod (policy) in LDAP filter: (&(objectclass=user)
data flow Mo (employeelD=%{subject.getld()})

e (memberof=CN=%{group.gethame(}},0U=Grouper,0U=365Groups,DC=one, DC=upenn, 0 C=edu))

Is there an error

checking One Mo

AD?

(0365 mailbox Yes Member of group 0365hasMailbox

Two-St

V:rti]ﬂca?izn Yes Member of group twoSteplsers
Text state

You can show another level of debugging by showing the text state. By default only grouper admins can see this but you can show it to an arbitrary group
with the customUiTextType: canSeeScreenState. This explains why the decisions and text were made and shown the way they were.



This shows three things:

1. More columns in the user environment
2. The decisions for the current user
3. All text rules and how they are evaluated for the current user

User environment

Environment

In PennGroup for Two-
Step Verification in
Penn0365 (required or
self-enrolled)

Self-enrolled in PennC3565
Two-Step Verification

Allowed to enroll or
unenroll since has a future
deadline

Required to enroll because
©org was required in past

Date required to enroll

In 03565 Azure {final data
flow destination) means
Two-Step on for 0365

Is thers an error checking
Azure 03657

In Cne AD LDAP
(intermediary data flow
destination)

Is thers an error checking
One AD?

0365 mailbox
Two-Step Verification

Manager of Penn0365
Two-Step self enroliments

On ©365 Two-Siep team

Result

Yes

Yes

Yes

No

2020/05/14

No

<blank>

Yes

Yes

Yes

Description

Member of group 0365_two_step_prod (poli

Member of group 0365twoStepSelfEnrolled

Has privileges Optin, Optout of group 0365twoStepSelfEnrolled

Member of group 0365_two_step_prod_palicy

Query: select min{value_string) from authz_o365_twostep_req_date_v where subject_id = 7

User in group 0265_two_step_prod (policy) in Azure (pennAzure)

Group 0365_two_step_prod (policy) in LDAP filter: (&(objectclass=user)

(employeel D=8§{subject getld()})

(memberei=CN=5{group getName()}.0U=Grouper,0U=365Groups, DC=one DC=upenn,DC=edu))

Member of group 0385hasMailbox

Member of group twoStepUsers
Has privileges Read, Update of group 0365twoStepSelfEnrolled

Member of group 0385twoStepTeam

Variable name

cu_o365twoStepEnrolled

cu_o365twoStepSelfEnrolled

cu_o365twoStepCanEnrollUnenroll

cu_o0365twoStepRequiredToEnroll

cu_o365twoStepRequiredDate

cu_o365twoStepinAzure

cu_o385twoStepinAzureErmor

cu_o365twoStepinLdap

cu_o365twoStepinLdapErmor

cu_o385hasMailbox

cu_fwoStepUsers

cu_o365twoStepAllowedToManage

cu_o385twoStepTeam

Type

boolean

boolean

boolean

boolean

string

boolean

boolean

boolean

boolean

boolean

boolean
boolean

boolean

Operation

Grouper

Grouper

Groupsr

Grouper

saL

Azure

Azure

LDAP

LDAP

Grouper

Grouper
Grouper

Grouper

For
logged
in user

No

No

No

No

No

No

No

No

Yes



Screen state

Text type

canAssignvariables

canSeeScreenSiate

helpLink

header

managerinstructions

instructions1

enrolimentLabel

enrollButtonShow

unenroliButionShow

unenroliButtonText

canSeeUserEnvironment

Rule
index

0

0

20

a

Expression

S{cu_o385twoStepAllowedToManage}

${ Icu_o365twoStepRequired ToEnroll &&

cu_o365twoStepEnrolled && cu_o365hashlailbox &&

cu_0365twoStepCanEnroliUnenroll}

5{cu_o365twoStepEnrolled &&
cu_o0365twoStepinAzure}

Configured text

${cu_o365twoStepTeamy

false

SitextContainer texi penn_o365twoStep_helplink T}

§{textContainer.texi['penn_o365twoStep_headerT}

§{textContainer.texi[ penn_o365twoStep_instructions_manager}

S{textContainer.texi penn_o365twoStep_instructions_willBeRequiredToEnroll T

S{textContainer.texi penn_o365twoStep_enroliLabel_enrolled T

${lcu_o365twoStepEnrolled &8 cu_o365twoStepCanEnrollUnenroll &8
cu_twoStepUsers && cu_o365hasMailbox}

$icu_o385twoStepEnrolied && cu_o3E5twoStepCanEnroliUnenroll &8
lcu_o365twoStepRequiredToEnroll}

S{textContainer.texi penn_o365twoStep_unenroliButtonText T}

S{cu_o3&5twoStepAllowedTeManage}

Evaluated text

true
false

=a href="nttps:www.isc.upenn.eduhow-
to/pennc365-ofice-365-
proplus™=Help=/a=

<h1=PennQ365 Two-Step
Merification=m1=

View status of users in Two-Step
Verification with O385. Enroll or unenroll
users if applicable.<br /==<br /=You will
see what the user sees below when you
pull up a user=br i==br /=

To improve Penn's data security, you will
be reguired to enroll in Two-Step
Verification for 0365 on
<b>2020/05/14</b>_<br f-<br />

<b=Enroliment status:</b= <b
style="tolor: green; font-size:
120%"=Enrolled</b>

false

true

Unenroll

true



All screen text

Text type Rule  Expression Expression Configured text Evaluated text Default  End if
index result matche
emailBecGroupName 0 Ve pennisc-aitapps 0365 0 Jnenrol ToAdmin penmise aitapps: 0365 Jnenrall ToAdmin Ves
canSeeUserEnvironment 0 Yes ${cu_o365twoStepAllowedToManage} true Yes
cangeeScreensiate [ Yes false false Yes
canAssignvanables 0 Ve S{eu_o3B5twoStepTeam} true Yes
Dear Chris Hyzer, Thank you for enrolling in Two-Step Verification for PennQ365. When
emailBiody [ Stcu_grouperEnroll No S{textContainertextfpenn_o365twoStep_enroll_smailBody'] youlog in to Penn0385 using your Microset account, you will be rautinely prompted for Yes
a single-use verifica... more
Dear Chris Hyzer, You have unenrolled from Two-Step Verification for PennO365. When
emailBedy 10 ${lcu_grouperEnroll} Yes $S{textContainer.texi penn_o365twoStep_unenroll_emailBody T you log in te PennO365 using your Microsoft account you will no longer be routinely Yes
prompted for a single-use v... more
${cu_grouperEnroll ? textContainer text{'penn_o365twoStep_enroll_emailSubjec Penn Two-Step Verification - you have unenrolled from Two-Step Verification for
emailSubject 0 Yes {eu_grouperEnrol penn_ p_enolLs Ject] o B o Yes
textContainer texi{penn_ _unenrol|_ 3 Penn0365
emaiToUser ] Yes e e
Tc Penn's data it d 1 Two-Step Verificati vith
instructions 1 10 Sicu_o365woStepRequiredToENTol] Mo SitextContainer texif penn_o365twoStep_insiructions_requiredToEnrolTy oy S sery o se rEuEea s froes vEreston Yes
5{10u_365twoStepRequiredToEnToll
88 cu_o385twaStepEnrolled 85, ) - ) To improve Penn's data securty, you will be required fo enrollin Two-Step Verification for
instructions 1 20 cu_03B5NasMailbox 88 Yes ${textContainer. texi[ penn_oc365twoStep_instructions_willBeRequired ToEnrollT} 0365 on <b>2020/05/14</b= <br f-<br /= Yes
CU_0265twoStepCanEnroliunenrol}
. )
i{; Ei‘zz‘l”;z:z::::‘e:;‘;‘?m” You are ot envolled in To-Step Verification. <a
instructions 1 30 cu_0365twoStepCanEnrollunenrol No $S{textContainer.texi] penn_o365twoStep_instructions_needsTwoStepT} :;wqa‘)‘D{S;:(/ViZZ;EZEDDS upenn.eduiwoFactortwoFacterUifapp/UiMain.index™=Enrell Yes
&& lcu_twoStepUsers} :
5{lcu_038twoStepRequiredToEnral
N &3 Icu_o365twoStepEnrolled && N . _ . - by fo<r b
instructions1 D ettt N0 S{textContainer tex{Tpenn_o365twoStep_instructions_nesds0385T} You need an 035 account <br f><br Yes
&3 Icu_o365hasMailbox}
5{lcu_038twoStepRequiredToEnral
88 Icu_o385twoStepEnrolied && To improve Penn's data security, you will be required to enroll in Two-Step Verification for
Instructions 50 Cu_n3B5twoStepCanEnraliunznrol No S{textContainer texipenn_ 3 % anEnrolT) 0365 by <b-2020/05/14</b=. Enroll now to ensure that you're not lacked out of email Yes
&& cu_twoStepUsers && and other 0365 serv... more
cu_o3B5hashailbox}
Instructions 60 S{lcu_o365tWoStepREqUIrEATOENMOl}  Yes SitextContainer textfpenn ¢ ) | ot i You are not required to enroll, and you 2rs ot Allowed to enroll <br f<br [ Yes
View status of users in Two-Step Verification with O365. Enroll or unenroll users if
managerlnstructions 0 Sfcu_o3@5twoStepAllowedToManage)  Yes SltextContainer tex{fpenn_o385tweStep_instructions_managerT} applicable.<br f><br />You wil see what the user sees below when you pul up a user<br Yes
fspr e
${lcu_o365twoStepEnrolled &8 . . <b=Enroliment status:</b= <b style="color: red; font-size: 120%"=Not enrolled in this
el s 0 cu_o365tweStepinAzureErmory i EEACR eSS G pNabe T system but an error occurred checking your enroliment in 0365</b> k=
${lcu_o385twoStepEnolled 84 ) . ) . e et . .
enrolimentLabel 10 1cu_o365twoStepinAzure} No ${textContainertexipenn_o365twoStep_enrollLabel_notEnrolledy p>Enroliment status: <M= =<b style="color: red; font-size: 120%"=Not enrolled </ Yes
${icu_0365twoStepEnralied 8&
{cu_0365twoStepinLdapError | <b>Enrollment stalus </b> <b style="color: brown font-size: 120%">Pending to be
enrolimentLabel 20 No S{textContainertext{'pann enrollLabel \ndAzure’ Yes
cu_o385twoStepinLdap) 56 & i K s o unenrolied. Generaly takes less than 1 hour.</o=
CU_n3B5twoStepinAzure]
${lcu_0365twoStepEnrolied 8& <p=Enroliment status <M= =<b style="color: brown; font-size: 120%">Pending to be
enrolimentlLabel 30 No S{textContainer text'penn enroliLabsl AZUre’ Yes
cu_o365twoStepinAzure} : tfpenn. - - T unenrolied. Generally takes less than 18 minutes.</o>
${cu_o365twoStepEnrolied && . <b=Enrollment status:</b= <b style="color: brown; font-size: 120%">Enrolled in this

IimentLabel 4 N SltextContainer e Label y "

enraliment.atel tu_o365twoStepinAzureErrory @ {etconNE A e =L L System but an error occurred checking your enroliment in 0365</b= &3
5cu_o365twoStepEnrolled &&

enrolimentLabel 50 - Yes S{textContainer text'penn_o365twoStep_enrollLabel_enrolled’] <b=Enroliment status:</b= <b style="color: green; font-size: 120%">Enrolied</b= Yes
cu_o3B5twoStepinAzure} : tpenn- - - “ & oreem:
S{tU_o385twostepEnrolled A&
{cu_o365twoStepinLdapEror || <p=Enroliment status <M= =<b style="color: brown; font-size: 120%">Pending. Generally

enrolimentLabel 60 No S{textContainertext'penn enroliLabsl Yes
Icu_o365twoStepinLdap) 8& d iz u 4 T akes less than 1 hour</b>
Icu_o365twoStepinAzure}
S{cu_0365twoStepEnroled &5 ) . <b>Enrallment stalus; </b> <b style="color. brawn; font-size: 120%">Pending. Generally

enrolimeniLabel 70 leu_o385twoStepinAzure} No ${textContainer.texi] penn_ )_enroliLabel_ AzZure']} takes less than 15 minutes.</b> Yes

S{leu. 8&cu, nEnrollUnenroll && cu_twoStepUsers 8&

IIButtonShe 0 Ve - = - fal: e
snrolButonshow = cu_o385hasMallbox} = =
enrollButonText ] Yes SitextContainertextfpenn_ g TexT Enrol Yes

Sfeu_t &8 tu_ anEnroliUnenroll 83
(TR 0 R lcu_o0365twoStepRequired ToEnroll} e =
unenrollButionText ] Yes SitextContainertextfpenn_ g Text] Unenrol Yes

Assign variables

If you are a Grouper admin (by default), or are allowed since customUiTextType: canAssignVariables. You can send variables in the URL to simulate how

the screen would look, to test all the rules

Someone to enroll

https://grouper.server.school.edu/grouper/grouperUi/app/UiV2Main.indexCustomUi?operation=UiV2CustomUi.

customUiGroup&groupld=61bcaad67d57438ablfeallc426c2f64&cu_o365twoStepAllowedToManage=false&cu_grouperTurnOffManager=true&cu_o365t
woStepInAzure=false&cu_0365twoSteplnAzureError=false&cu_o0365twoStepCanEnrollUnenroll=true&cu_o365twoStepSelfEnrolled=false&cu_o0365twoSte
pEnrolled=false&cu_0365twoStepRequiredToEnroll=false&cu_twoStepUsers=true&cu_o365hasMailbox=true&cu_o365twoStepIinLdap=false&cu_0365two
SteplnLdapError=false&cu_0365twoStepRequiredDate=2020/05/01



Logged in as Chris Hyzer - Log out - Help

CIlN

UIvERSITY of PENNSYLVANIA

PennO365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for Q365 by 2020/05/01. Enroll now to
ensure that you're not locked out of email and other 0365 services.

You must enroll for 0365 even if you are already enrclled in Two-Step Venfication for Penn WebLogin (PennKey).

Enrollment status: Not enrolled

Enroll

Someone enrolled

https://grouper.server.school.edu/grouper/grouperUi/app/UiV2Main.indexCustomUi?operation=UiV2CustomUi.
customUiGroup&groupld=61bcaad67d57438ablfeallc426c2f64&cu_o365twoStepAllowedToManage=false&cu_grouperTurnOffManager=true&cu_o365t
woSteplnAzure=true&cu_o0365twoSteplnAzureError=false&cu_o0365twoStepCanEnrollUnenroll=true&cu_o0365twoStepSelfEnrolled=true&cu_o0365twoStep
Enrolled=true&cu_o0365twoStepRequiredToEnroll=false&cu_twoStepUsers=true&cu_o365hasMailbox=true&cu_o365twoStepInLdap=true&cu_o365twoSte
pinLdapError=false&cu_o0365twoStepRequiredDate=2020/05/01

@ P Logged in as Chris Hyzer - Log out - Help

UniversiTY of PEXNSvLVANIA

Penn0O365 Two-Step Verification

To improve Penn's data security, you will be required to enroll in Two-Step Verification for 0365 on 2020/05/01.

Enrollment status: Enrolled

Unenroll

Azure membership

Configure an azure connection in grouper.properties



grouper . azur eConnect or. nyAzur e. | ogi nEndpoi nt = https://1ogin. mcrosoftonline.com
grouper . azur eConnect or. nyAzure. Di rectoryl D = 6c4dxxx0d

grouper . azureConnect or. nyAzure.client_id = fd805xxxxdfb

grouper . azureConnect or. myAzure. client_secret = *xx**kddkkkrrxriik

grouper . azur eConnect or. myAzure.resource = https://graph. mcrosoft.com

grouper . azur eConnect or . myAzur e. gr aphEndpoi nt = https://graph. m crosoft.com
grouper . azur eConnect or . nyAzur e. graphVersion = v1.0

grouper . azur eConnect or . myAzur e. gr oupLookupAttri bute = di spl ayNane

grouper . azur eConnect or. myAzur e. gr oupLookupVal ueFor mat = ${group. get Nane() }
grouper . azur eConnect or. myAzure. requi reSubj ect Attri bute = PENNNAME

grouper . azur eConnect or. myAzur e. subj ect | dVal ueFor mat = ${subj ect. get Attri but eVal ue(" PENNNAMVE") } @ipenn. edu

Run a membership check

See Also
Customizing Ul (security headers)

Grouper Custom Template via GSH


https://spaces.at.internet2.edu/display/Grouper/Grouper+v2.5+customize+UI+security+headers
https://spaces.at.internet2.edu/display/Grouper/Grouper+custom+template+via+GSH

	Grouper Custom UI Examples

