preview-metadata-signing-key

(D This is documentation for the Preview MDQ environment

The information on this page is for the Preview environment of the MDQ Service. For production metadata signing key, see Metadata signing

key for the Production environment.

The following signing certificate (public key) is issued for the Preview environment. If you are looking for the production key, see

Certificate Fingerprint:

SHA512 Fi nger print=63: DC: 31: 7A: FE: CO: ED: 95: EF: 82: B3: 49: DO: AC: 8E: 50: 62: 27: 47: 2F: D7: DE: 34: 46: 0B: DA: 88: 1E: F8: B3: DA:
21: AE: 04: 78: 22: E6: 49: D8: 39: CD: C9: 35: FD: E3: 69: 15: 8D: 86: 3D: 8B: 16: 14: E7: C6: FA: FO: D5: F8: DB: 4D: 42: 85: 46

SHA384 Fi nger pri nt =39: 8F: D8: 9D: AB: 1F: 43: AA: 23: DE: C7: 76: 59: EB: 60: C9: FE: 21: 61: 95: F4: 14: FC: DD: B8: CE: 25: Al: 44: B1: 0C:

D5: F7: 7B: B4: OF: B3: CD: BB: AC. 1A: CF: 83: A7: 56: 25: 3C. A5

SHA256 Fi nger pri nt =F6: F4: 22: 4C: 25: E3: E6: 4E: E7: 9E: 95: 00: 2E: BF: 02: 07: 6A: 00: 53: Cl1: 13: 75: DO: 9E: DD: 1F: 51: 77: E4: OF: 94: 42

SHA1 Fi ngerprint =CF: A8: 7A: 57: 00: 6E: 05: 09: CD: 63: Al: 49: 1B: 4B: F8: 46: 98: DD: 3A: 38

Fingerprints will also be posted on ops.incommon.org like the legacy signing certificate at a later date.

Certificate download locations:

~-TBD---

Certificate:

incommon-mdg.pem

----- BEG N CERTI FI CATE- - - - -

M I EXj CCAs YCCQDpxz3q+NI r LTANBgkghki G9w0BAQs FADBX M wCQYDVQQGEWIV
Uz ERVABGALUECAWM TW j a@ nYWix Ej AQBgNVBAC MCUFubi BBcmivcj ESVBAGALUE
Cgwd SW50ZXJ uZXQy MREWDWYDVQQL DAhJbkNvbWLv bj EUVBI GALUEAWWM.TURRI FBy
ZXZpZXcwHhe NMTkwM A2Mrgw] QOWhe NMzkwi] Az MTgwy] QOW Bx MQs wCQYDVQQG
Ewd VUz ERMABGALUECAW TW j aG@ nYWIxEj AQBgNVBAc MCUFubi BBcmlvcj ESMBAG
ALUECgWJI SW50ZXJ uZXQy MREWDWYDVQQL DAhJbkNvbWLv bj EUVBI GALIUEAWM-TURR
| FByZXZpZXcwggG MAOGCSqGSI b3DQEBAQUAA4| Bj wAwggGKAol BgQCRt Phg50r b
XRr XL7xEa57438Ys7+cXTgGLBQNAXh/ kVi j Si VBt wZTDHEX WADgUUSUMXs/ BMVB4
1r QQy Kok RAu4gr U52nmNPOj BHCPX59N2r 1VUMX1k0u@3zPJ962] 7MrEosMFnszLv
| 6aDt yh20wo6j Lj UsssHEGBI Yodur mBr yOSD+Mhv2f Nxi j i bDyE+ZRvI Hv X092Hd
xf Zehf WBW dC2z44/ hgyya+t VYSLhCxWARi i cPapBOLOU5Us CGLVs6nd3GKA+UH
qZBg+El H eFdgbFj QevOgi ZRf oexOe4i XSEvnb6j B6ulr z6/ 7CGcy XJ Ac4VDIWP2V
M7 Re5GCXSr 6uCNWCgdi 7yx| FG7Pi EEHXi U5C+2/ 5nl 5wf 7+dFAgn68P+Q Z26k/ a
sZTkYvj MyYgeXnmR2b+l NB6Est N XKql JkMoy72yaN 1yj EYnChzv8/ qYuS5pLMiLgc
muUr vi sxt +0 KNk7D3gARxzv Yt w7oyczasf gMF4260FxnQ NV/ 2g4mUCAWEAATAN
Bgkqghki GOWOBAQs FAACCAYEAXHaMyV8HV3s BWZgz| 8y Dz 7HQ Ht XYdJpcALsQ m
Rxh9ND1Cz4Dx S6WiVFy ccUbQUi zPs3Jr ECL/ APc71+gg4FnJLPboyGn2z] NxcnQOce
WIXL8QM yhdT9j dJ909WespVaCsBq75YZ1Yj a6dOUzZnci Bf wag42gMyUTMPy Eeuk
CO00B7BBNnc8hr f p5+I +wi 9Cht WNCj Xt PuaelLBe10PuTUMMXhKz\WBMChr KpoVWR
V5j hl ghLCdJDB1/ 3UR52C61 EnFMMO691n502F9Lj a2k4BCGed9d1/ 6qVj SxqHrOC
QOxkeg4FGsKuex7t c2U k2qz TYDSSNVEchG zUT27ZBQuBH5t x JBKGhf cP151 7W
gi Pj pnVAhUKWuAGneaBKYBF5NOBXLD3QZXWa2g/ sBt JMHkI +uMD3y 7qbGPWLgAC
U/ t 5Kt GKTUSTnf 5FaTvyLqZCG v4Zhl x+3sXLenW1YPl ELf i YUZ7nKOCI nCr RuV
4eMyDt i FDIzvbmPZW 1/ GcT

————— END CERTI FI CATE- - - - -

Verifying the Certificate and Metadata


https://spaces.at.internet2.edu/display/MDQ/production+metadata+signing+key
https://spaces.at.internet2.edu/display/MDQ/production+metadata+signing+key

You may check the integrity of the downloaded certificate in a variety of ways. For example, on a GNU/Linux system, you could use cur | and openssl| to
perform the first two steps of the bootstrap process:

# Step 1: Gab a copy of the certificate

# Step 2: Conpute various fingerprints of the nmetadata signing certificate
$ openssl x509 -shal -noout -fingerprint -in incomon-ndg. pem
SHAL1 Fi nger pri nt =CF: A8: 7A: 57: 00: 6E: 05: 09: CD: 63: Al: 49: 1B: 4B: F8: 46: 98: DD: 3A: 38

$ openssl x509 -sha256 -noout -fingerprint -in inconmon-ndg. pem
SHA256 Fi nger print =F6: F4: 22: 4C: 25: E3: E6: 4E: E7: 9E: 95: 00: 2E: BF: 02: 07: 6A: 00: 53: C1: 13: 75: DO: 9E: DD: 1F: 51: 77: E4: OF: 94:
42

$ openssl x509 -sha384 -noout -fingerprint -in inconmon-ndg. pem
SHA384 Fi nger pri nt =39: 8F: D8: 9D: AB: 1F: 43: AA: 23: DE: C7: 76: 59: EB: 60: C9: FE: 21: 61: 95: F4: 14: FC: DD: B8: CE: 25: Al: 44: B1: 0C:
D5: F7: 7B: B4: OF: B3: CD: BB: AC: 1A: CF: 83: A7: 56: 25: 3C: A5

$ openssl x509 -sha512 -noout -fingerprint -in inconmon-ndg. pem
SHA512 Fi ngerprint=63: DC: 31: 7A: FE: CO: ED: 95: EF: 82: B3: 49: DO: AC: 8E: 50: 62: 27: 47: 2F: D7: DE: 34: 46: OB: DA: 88: 1E: F8: B3: DA:
21: AE: 04: 78: 22: E6: 49: D8: 39: CD: C9: 35: FD: E3: 69: 15: 8D: 86: 3D: 8B: 16: 14: E7: C6: FA: FO: D5: F8: DB: 4D: 42: 85: 46

# Step 3: Conpare against fingerprints at the top of the page.

You can also check downloaded metadata against the signing cert for validity. You will need to first download xmlsectool here: http://shibboleth.net
/downloads/tools/xmlisectool/

# Step 1: Downl oad some netadata from MDQ
$ curl -s -0 internet2-idp-nmetadata.xm http://ndg-preview i nconmon. org/entities/urn:mace:i ncommon:internet?2. edu

# Step 2: Conpare the netadata against the singing cert using xm sectool
$ xml sectool.sh --verifySignature --certificate i ncomon-ndq. pem--inFile internet2-idp-netadata.xnl

<Qut put goes here>

### |f the cert is invalid, you will see output different from above, exanple:

# INFO XM.SecTool - Reading XM. docunent fromfile 'metadata.xm'

# INFO XM.SecTool - XM. docunent parsed and is well-forned.

# ERROR XMLSecTool - XM document signature verification failed with an error

# org.apache. xnl . security. signature. XM_Si gnat ur eExcepti on: Signature |length not correct: got 256 but was
expecting 384

More information on xmlisectool is available here: https://wiki.shibboleth.net/confluence/display/XSTJ2/xmlsectool+V2+Home


http://shibboleth.net/downloads/tools/xmlsectool/
http://shibboleth.net/downloads/tools/xmlsectool/
https://wiki.shibboleth.net/confluence/display/XSTJ2/xmlsectool+V2+Home
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