Install the Grouper v2.4 container with maturity level O
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If you dont have a software that will run a container install it. Assume linux. Assume docker.

® Get a database

® Create a database, user, and pass with sglyog (or whatever db client)

® Latest i2-incommon container

® Confand logs

® |nit database

® Ul

® Daemon

* WS

® Upgrade container (or change version)
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Get a database
You need an oracle, mysq|, or postgres database with a user/pass where the user can do whatever they want in their schema (e.g. create tables)

Well, for this example, might as well go from scratch in aws, but this could be on prem or wherever. Create a free-tier database in AWS. Mysqgl RDS,
publicly accessible.

< @ {} & consoleawsamazon.com/rds/home?region=us-east- 1#databasesid=database-Zis-cluster=false Qaw E O LB e o O, [ ]

Services v~  Resource Groups ~ [l  MichaelHyzer v  N.Virginia ~  Support
Amazon RDS X RDS > Databases > database-2
— database-2 [ st + ]
Databases
Query Editor Summary
performance Insights
D8 identifier U Info Class
snapshots
database-2 - © Awilsble b2 mico
Automated backups
Reserved instances Role Current activity Engine Region & AZ
_— Instance 0 Connections MySQL Community us-cast1a
Security groups
Subnet groups Connectivity & security | Monitoring | Logs&events | Configuration | Maintenance & backups | Tags

Parameter groups

Option groups
) Connectivity & security
Custom Availability Zones

Events Endpoint & port Networking Security

Event subscriptions Endpoint Availability zone VPC security groups
database-2 cstizkaw 178p.us-east-1.rds.amazonaws.com us-east-1a

Recommendations @)

Certificate update @) Port vPC »
3306 vpe-gn4dsat Public accossibilivy

Yes

Subnet group
default-vpe-9bad3dff Centificate authority
rds-ca-2015

Subnets

Certificate authority date

Mar 5th, 2020

Security group rules (2)
Q 1 @

Security group A Type v Rule v

@ Fesdback (@ English (US) 8 21 Privacy Poliy  Terms.of Use

RDS Create database Standard create MySQL Free tier T2 micro 20g publicly accessible

Allow from everywhere (just for poc)
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Edit inbound rules X

Type (i Protocol (j Port Range (i Source (j Description (j

MY SQL/Aurer v TCP 3306 Custom v ||130.91.219.176/32 e.g. SSH for Admin Desktop (]
MY SQL/Auror v TCP 3306 Custom v ||0.0.0.0/0 e.g. SSH for Admin Desktop [x]
Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends
on that rule to be dropped for a very brief period of time until the new rule can be created.
Cancel m

Create a database, user, and pass with sqglyog (or whatever db client)

Mysqgl example

create database grouper_v2_5 character set UTF8 collate utf8_bin;
create user 'grouper_v2_5 @Il ocal host' identified by '****xxxxiit.
grant all on grouper_v2_5.* to 'grouper_v2_5" @I ocal host';

flush privileges;

Note: maybe your DBAs will do this for you

Connect to MySQL Host @

[

[ MNew... ] [ Save ] Rename... Delete

Saved Connections [ | aws_temp -

MySQL |HTTP |ssH [ssL | Advanced |

MySOL Host Address  e-2.cstizkgw 179p.us-east-1.rds. amazonaws. com

Username admin

Passwaord teERREERS [#] save Password
Port 33086

Database(s)

(Separate multiple databases with a semicolon’;' .
Leaving Database(s) blank will display all databases)

: IUse Compressed Protocol
WORKS WITH Session Idle Timeout

M H S [:].]— @ Default () | 23300 (seconds)

[ Connect ] [ Cancel ] [ Test Connection




Create database

-
Create Databaze

Database name
I Database charset

Database collation

grouper

[utFa

[utFa_bin

Create user




-
& User Manager

User | admin@%s A Delete User Add New User Help
B 4 admin@% g R
.-' . Global Privileges ‘J Create a new user with limitations
=] _' . Object Level Privileges
information_schema Username grouper Host o -
grouper
innodb
mysql Password esssssss Retype Password ®essssss
performance_schema
BYS
Maximum number of gueries per hour ] %
i 0 =
Maximum number of updates per hour =1
) ! =
Maximum number of connections per hour =
) ! =
Maximum number of user connections =
(Mote - 0 means no limitations)
Show only privileged objects Create ] [ Cancel ] [ Close ]
|

Allow user to access database



-
"
& User Manager

User | grouper@c

v] [ Delete User ]’ Add Mew User

=] ; grouper @%
i‘_ Global Privileges
=] ;, Ohject Level Privileges
E! information_schema
E| grouper
gl innodb
El mysgl

El sys

E! performance_schema

r
*,’ GRANT /REVOKE privileges to selected objects for this user

ALTER. ROUTIME
CREATE

CREATE ROUTIME
CREATE TEMPORARY TABLES
CREATE VIEW
DELETE

DROP

EVENT

EXECUTE

GRANT

INDEX

INSERT

LOCK TABLES
REFEREMCES
SELECT

SHOW VIEW
TRIGGER

LIPDATE

FEEEEEREEEEEEEEEEEE E

[ show enly privileged objects

Save Changes ] [Qan::el Changes ] [

Close

)

Latest i2-incommon container

See the latest grouper tap container https://hub.docker.com/r/tier/grouper/tags


https://hub.docker.com/r/tier/grouper/tags

Instances | EC2 Management Co X | i RDS - AWS Console X @ tier/grouper Tags - Docker Hub | ~+- YN

<« C Y @& hubdockercom/i/tier/grouperftags #t E O P B @ = 3
——

tier/grouper & Pulls 1M+
By tier - Updated a day ago
Docker Container for Grouper that can act as any Grouper component
Container
Overview Tags
Q, Filter Tags Sortby Latest -
latest docker pull tier/grouper:latest 0

Last updated a day ago by teradmin

DIGEST QS/ARCH COMPRESSED SIZE@

f71b0b4159be linux/amde4 699.55 MB

2.4.0-a89-u55-w11-p12-20200110-rc1 docker pull tier/grouper:2.4.0-a89-u55w  [[)
Last updated a day ago by teradmin

DIGEST QOS/ARCH COMPRESSED

1e5b93415e4c linux/amds4 699.55 MB

E®

Start and pull from docker

[root @p-172-30-0-157 ~]# /sbin/service docker start

Redirecting to /bin/systenct| start docker.service

[root @p-172-30-0-157 ~]# systenctl enable docker

[root @p-172-30-0-157 ~]# docker pull tier/grouper:2.4.0-a89-u55-wll-pl2-20200110-rcl

More instructions/docs:

https://github.internet2.edu/docker/grouper

Conf and logs

Basically we are identifying a folder on our server which is reserved for grouper. There are config files on the host machine which will be read from the
container. There are log dirs which will be written to from the container. Later will map which dirs on the host machine connect to which dirs in the
container. It is helpful if they are not the exact same path so you can keep them straight.

nkdir -p /opt/groupercontainer/conf

nkdir -p /opt/groupercontainer/conf/grouper Text

touch /opt/groupercontai ner/conf/grouper Text/ grouper.text.en.us.properties
nkdir -p /opt/groupercontainer/logs

nkdir -p /opt/groupercontainer/logs/grouper-ui

nkdir -p /opt/groupercontainer/logs/grouper-daenon

nkdir -p /opt/groupercontainer/logs/grouper-ws

chnod -R 777 /opt/groupercontainer/logs

nkdir -p /opt/groupercontainer/httpd

nkdir -p /opt/groupercontainer/tontat

edit /opt/groupercontainer/conf/grouper.hibernate.properties (the conf dir is copied by the TAP container to the place where it is read by grouper)


https://github.internet2.edu/docker/grouper

# The grouper hibernate config uses Grouper Configuration Overlays (docunmented on w ki)
# By default the configuration is read from grouper. hibernate. base. properties

# (whi ch should not be edited), and the grouper. hibernate.properties overlays

# the base settings. See the grouper. hibernate. base. properties for the possible

# settings that can be applied to the grouper. hibernate. properties

## DB settings
SRR A R R R

# e.g. nysql: jdbc: mysql ://1ocal host: 3306/ gr ouper

# e.g. p6spy (log sqgl): [use the URL that your DB requires]

# e.g. oracle: jdbc:oracle:thin: @erver.school . edu: 1521: si d

# e.g. hsqgldb (a): jdbc: hsql db: di st/ run/grouper;create=true

# e.g. hsqldb (b): j dbc: hsqgl db: hsql : //1 ocal host : 9001/ gr ouper

# e.g. postgres: jdbc: postgresql://1ocal host: 5432/ dat abase

# e.g. mesql: jdbc: sql server://1 ocal host: 3280; dat abaseNane=gr ouper

hi ber nat e. connecti on. url jdbc: mysql : //dat abase- 2. cstl zkqwl79p. us- east - 1. rds. amazonaws. com 3306/ gr ouper
hi ber nat e. connecti on. usernane = grouper

hi bernat e. connecti on. password = ******%*x*

Edit /opt/groupercontainer/conf/morphString.properties  (put random long alphanumeric string for encrypt key)
# Put a random al phanuneric string (Case sensitive) for the password encryption. e.g. fh431 RI4ANf5
# or put a filename where the random al phanunmeric string is. e.g. c:/whatever/key.txt

enCrypt . key = kkkkkkkkkkokk

# set this to true if you have slashes in your passwords and dont want to |l ook in external files or unencrypt
encrypt . di sabl eExt ernal Fi | eLookup = fal se

Edit /opt/groupercontainer/conf/log4j.properties (here we tell the contain to write to the dir on the host machine so logs persist if the container is destroyed)



#${grouper. home} will be substituted with the System property "grouper.hone", which nust have a trailing \ or /
# dependi ng on your OS. OF course you can use absolute paths if you prefer

#

# 1 og4j Configuration

# $1d: |og4j.properties,v 1.4 2016/ 04/23 00: 00: 07 nchyzer Exp $
#

# Appenders

## Log nessages to stderr

| 0g4j . appender . gr ouper _stderr = org. apache. | og4j . Consol eAppender
| og4j . appender . gr ouper _stderr. Tar get = Systemerr
| og4j . appender . gr ouper _stderr. | ayout = org. apache. | og4j . Pat t er nLayout

| 0g4j . appender. grouper _stderr. | ayout. ConversionPattern = %l{l1S08601}: [%] %5p %{1}.9M %) - % - %rd;m

## Grouper APl error |ogging

| 0og4j . appender . grouper _error = org. apache. | 0g4j . Dai | yRol | i ngFi | eAppender
| 0g4j . appender . grouper _error.File = /opt/grouper/| ogs/grouper.|og

| og4j . appender . grouper _error. DatePattern ="'."yyyy- Mt dd

| 0og4j . appender . grouper _error. MaxBackupl ndex = 30

| 0g4j . appender . grouper _error. | ayout = org. apache. | og4j . Pat t er nLayout

| og4j . appender . grouper _error. | ayout. Conversi onPattern = %I{1SC8601}: [%] %5p %{1}. WM A) - W - %rdm
| 0g4j . appender . gr ouper _daenon = org. apache. | og4j . Dai | yRol | i ngFi | eAppender
| og4j . appender . grouper _daenon. Fil e = /opt/grouper/|ogs/grouperDaenon. | og

| 0g4j . appender . grouper _daenon. Dat ePattern ='.yyyy-Midd

| 0og4j . appender . gr ouper _daenon. MaxBackupl ndex = 30

| 0og4j . appender . gr ouper _daenon. | ayout = org. apache. | og4j . Patt er nLayout

| 0g4j . appender . gr ouper _daenon. | ayout . ConversionPattern = %d{l1S08601}: [%] %5p %C{1}. M%) - W& - %rdm

| og4j . appender . gr ouper _pspng
| 0g4j . appender . gr ouper _pspng. Fil e

org. apache. | og4j . Dai | yRol | i ngFi | eAppender
/ opt/ grouper /| ogs/ grouper/ pspng. | og

| og4j . appender . grouper _pspng. Dat ePattern ="'.'yyyy- M dd
| og4j . appender . gr ouper _pspng. MaxBackupl ndex = 30
| 0g4j . appender . gr ouper _pspng. | ayout = org. apache. | og4j . Patt er nLayout

| 0og4j . appender . grouper _pspng. | ayout. Conversi onPattern = %l{lS08601}: [%] %5p %u{1}. M A) - % - Y%d;m

# Loggers

## Default logger; will log *everything*
| 0g4j . root Logger = WARN, grouper_stderr, grouper_error

| og4j . | ogger . edu
| og4j . | ogger.com
| og4j . | ogger.org

ERROR, grouper_stderr
ERROR, grouper_stderr
ERROR, grouper_stderr

| 0g4j . | ogger . edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader . G ouper Loader Log = DEBUG grouper_daenon
| og4j .additivity.edu.internet2.nm ddl eware. grouper. app. | oader. G ouper Loader Log = fal se

| 0g4j . | ogger. edu. i nt ernnet 2. m ddl ewar e. grouper. pspng = | NFO, grouper _pspng
| og4j .additivity.edu.internet2. m ddl eware. grouper. pspng = fal se

Take out shib, edit /opt/groupercontainer/httpd/grouper-www.conf (we took the file in the container (grouper-www.conf), removed the shib part, and will
map it back into container to overlay


http://www.conf
http://www.conf),

Ti neout 2400
Pr oxyTi nmeout 2400
ProxyBadHeader |gnore

ProxyPass /grouper ajp://1ocal host:8009/grouper tinmeout=2400
ProxyPass /grouper-ws ajp://1 ocal host: 8009/ grouper-ws tineout=2400
ProxyPass /grouper-ws-sci majp://local host: 8009/ grouper-ws-sci m tinmeout=2400

Rewr i t eEngi ne on
RewriteCond % REQUEST_URI} "~/ $"
RewriteRul e . 9% REQUEST_SCHEME}:// % HTTP_HOST}/ grouper/ [R=301, L]

Make SSL work with self-signed: /opt/groupercontainer/httpd/ssl-enabled.conf (pointing to localhost self signed files)

SSLPr ot ocol all -SSLv3 -TLSvl -TLSvil.1

SSLCi pher Suite ECDHE- ECDSA- AES256- GCM SHA384: ECDHE- RSA- AES256- GCM SHA384: ECDHE- ECDSA- CHACHA20- POLY1305:
ECDHE- RSA- CHACHA20- POLY1305: ECDHE- ECDSA- AES128- GCM SHA256: ECDHE- RSA- AES128- GCM SHA256: ECDHE- ECDSA- AES256- SHA384:
ECDHE- RSA- AES256- SHA384: ECDHE- ECDSA- AES128- SHA256: ECDHE- RSA- AES128- SHA256

SSLHonor G pher Or der on
SSLConpr essi on of f
# OCSP Stapling, only in httpd 2.3.3 and | ater
SSLUseSt apl i ng on

SSLSt apl i ngResponder Ti neout 5
SSLSt apl i ngRet ur nResponder Errors of f
SSLSt apl i ngCache shntb: /var/run/ ocsp(128000)
Li sten 443 https
<Virtual Host *: 443>
Rewr i t eEngi ne on
RewriteRule "~/ $" "/grouper/" [R]
SSLEngi ne on
#SSLCertificateChainFile /etc/pki/tls/certs/local host.crt
SSLCertificateFile /etc/pki/tls/certs/local host.crt
SSLCertificateKeyFile /etc/pki/tls/private/local host.key
# HSTS (nod_headers is required) (15768000 seconds = 6 nont hs)
Header always set Strict-Transport-Security "max-age=15768000"
</ Vi rt ual Host >

Enable tomcat basic auth: /opt/groupercontainer/tomcat/server.xml (we need to enable basic auth, copied the file from container, uncommented two
sections, will overlay back)

<?xm version="1.0" encodi ng="UTF-8"?>

<l--
Li censed to the Apache Software Foundation (ASF) under one or nore
contributor license agreenents. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.
The ASF licenses this file to You under the Apache License, Version 2.0
(the "License"); you nmay not use this file except in conpliance with
the License. You may obtain a copy of the License at

http://ww. apache. org/|icenses/ LI CENSE-2. 0

Unl ess required by applicable law or agreed to in witing, software
di stributed under the License is distributed on an "AS | S" BASI S,
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
See the License for the specific | anguage governi ng pernissions and
limtations under the License.
-->
<I-- Note: A "Server" is not itself a "Container", so you nmay not
define subconponents such as "Valves" at this |evel.
Docunent ati on at /docs/config/server. htni
-->
<Server port="8005" shut down="SHUTDOM" >
<Li st ener cl assNane="org. apache. catal i na. startup. Versi onLogger Li stener" />
<l-- Security listener. Docunentation at /docs/config/listeners.htni
<Li st ener cl assNane="org. apache. catalina.security. SecurityListener" />
.-



<I--APR library | oader. Docunentation at /docs/apr.htm -->

<Li st ener cl assNane="org. apache. catal i na.core. AprLifecyclelListener"” SSLEngi ne="on" />
<!-- Prevent nenory |eaks due to use of particular javal/javax APls-->

<Li st ener cl assNane="org. apache. catal i na.core.JreMenorylLeakPreventionLi stener" />

<Li st ener cl assNane="org. apache. cat al i na. nbeans. @ obal Resour cesLi f ecycl eLi stener" />
<Li stener classNane="org. apache. catalina.core. ThreadLocal LeakPreventi onLi stener" />

<!-- Gobal JNDI resources
Docunentation at /docs/jndi-resources-how o. htm
-->
<d obal Nam ngResour ces>
<!-- Editabl e user database that can al so be used by
User Dat abaseReal mto authenticate users
-
<Resour ce name="User Dat abase" aut h="Cont ai ner"
type="org. apache. cat al i na. User Dat abase"
description="User database that can be updated and saved"
factory="org. apache. cat al i na. users. Menor yUser Dat abaseFact ory"
pat hnane="conf/tontat-users. xm" />
</ d obal Nanm ngResour ces>

<l-- A"Service" is a collection of one or nore "Connectors" that share
a single "Container" Note: A "Service" is not itself a "Container",
so you may not define subconponents such as "Valves" at this |evel.
Docunentation at /docs/config/service. htnl

-->

<Servi ce name="Catalina">

<!--The connectors can use a shared executor, you can define one or nore nanmed thread pool s-->
<l--
<Execut or name="tontat Thr eadPool " namePrefi x="cat al i na- exec-"
maxThr eads="150" m nSpareThreads="4"/>
.-

<l-- A "Connector" represents an endpoi nt by which requests are received
and responses are returned. Docunentation at
Java HTTP Connector: /docs/config/http.htm
Java AJP Connector: /docs/config/ajp.htnm
APR (HTTP/ AJP) Connector: /docs/apr.htnl
Define a non-SSL/TLS HTTP/ 1.1 Connector on port 8080
-->
<Connect or port="8080" protocol ="HTTP/ 1. 1" URI Encodi ng="UTF- 8"
connecti onTi meout =" 20000"
redirectPort="8443" />
<!-- A "Connector" using the shared thread pool-->
<l--
<Connect or executor ="t ontat Thr eadPool "
port="8080" protocol ="HTTP/ 1. 1"
connecti onTi meout =" 20000"
redirect Port="8443" />
-->
<I-- Define a SSL/TLS HTTP/ 1.1 Connector on port 8443
Thi s connector uses the NI O inplenentation. The default
SSLI npl enentation will depend on the presence of the APR native
library and the useOpenSSL attribute of the
Apr Li f ecycl eLi st ener.
Ei t her JSSE or OpenSSL style configuration may be used regardl ess of
the SSLI npl enent ation sel ected. JSSE style configuration is used bel ow
-->
<l--
<Connect or port="8443" protocol ="org. apache. coyote. httpll. HtpllN oProtocol"
maxThr eads="150" SSLEnabl ed="true">
<SSLHost Confi g>
<Certificate certificateKeystoreFile="conf/local host-rsa.jks"
type="RSA" />
</ SSLHost Confi g>
</ Connect or >
-->
<!-- Define a SSL/TLS HTTP/1.1 Connector on port 8443 with HTTP/2
Thi s connector uses the APR/ native inplenentati on which always uses



OpenSSL for TLS.
Ei ther JSSE or OpenSSL style configuration may be used. OpenSSL style
configuration is used bel ow.
-=>
<l--
<Connect or port="8443" protocol ="org. apache. coyote. httpll. Ht pl1Apr Protocol "
maxThr eads="150" SSLEnabl ed="true" >
<Upgr adePr ot ocol cl assName="or g. apache. coyote. http2. Htt p2Prot ocol " />
<SSLHost Confi g>
<Certificate certificateKeyFile="conf/local host-rsa-key. pent
certificateFile="conf/|ocal host-rsa-cert. penf
certificateChainFile="conf/l ocal host-rsa-chain. pent
type="RSA" />
</ SSLHost Confi g>
</ Connect or >
>

<!-- Define an AJP 1.3 Connector on port 8009 -->
<Connect or port="8009" protocol ="AJP/1.3" redirectPort="8443" tontatAuthentication="fal se" URI Encodi ng="UTF-
8" />

<l-- An Engine represents the entry point (within Catalina) that processes
every request. The Engine inplenentation for Toncat stand al one
anal yzes the HTTP headers included with the request, and passes them
on to the appropriate Host (virtual host).
Docunent ation at /docs/config/engine.htm -->

<l-- You should set jvnmRoute to support |oad-balancing via AJP ie :
<Engi ne name="Catal i na" defaul t Host =" ocal host" jvnmRoute="jvnil">
-->

<Engi ne nanme="Cat al i na" defaul t Host ="| ocal host ">

<!--For clustering, please take a | ook at docunentation at:
/docs/cluster-howto. htm (sinple how to)
/docs/ config/cluster.htm (reference docunentation) -->

<l--

<Cluster className="org. apache. catalina.ha.tcp.Si npl eTcpd uster"/>
-->

<l-- Use the LockQutRealmto prevent attenpts to guess user passwords

via a brute-force attack -->
<Real m cl assName="or g. apache. cat al i na. real m LockQut Real ni' >
<l-- This Real muses the UserDatabase configured in the global JNDI

resources under the key "UserDatabase". Any edits
that are performed against this UserDatabase are inmediately
avail able for use by the Realm -->

<Real m cl assName="or g. apache. cat al i na. r eal m User Dat abaseReal nt
resour ceNane="User Dat abase"/ >

</ Real n»

<Host nane="|ocal host" appBase="webapps"
unpackWARs="true" autoDepl oy="true">

<!-- SingleSignOn val ve, share authentication between web applications
Docunentation at: /docs/config/valve.htm -->
<I--
<Val ve cl assNane="or g. apache. cat al i na. aut henti cator. Si ngl eSi gnOn" />
-->
<l-- Access | og processes all exanple.
Docunent ation at: /docs/config/valve. htn
Note: The pattern used is equivalent to using pattern="common" -->

<!-- Managi ng through Apache HTTPD Server config

<Val ve cl assNanme="or g. apache. cat al i na. val ves. AccessLogVal ve" directory="1ogs"
prefix="1 ocal host _access_l og" suffix=".txt"
pattern="% % % % "%" % %" />



</ Host >
</ Engi ne>
</ Service>
</ Server >

Make a tomcat users config: /opt/groupercontainer/tomcat/tomcat-users.xml (set a password for *****). You can add more users if you like

<?xm version="1.0" encodi ng="UTF-8"?>
<t ontat-users xnml ns="http://tontat.apache.org/xm"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi: schemaLocation="http://tontat.apache. org/ xm tontat-users.xsd"
version="1.0">
<rol e rol ename="grouper _user"/>
<user username="G ouper Syst enf' passwor d="*********" o] es="grouper_user"/>
</tontat-users>

Use basic auth for tomcat ui, edit: /opt/groupercontainer/tomcat/grouper-ui-web.xml  (copy file from container, add in sections to bottom)

<?xm version="1.0" encodi ng="UTF-8"?>
<web-app xm ns:j2ee="http://java.sun.com xm /ns/j2ee" xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemaLocation="http://java.sun.com xm /ns/j2ee http://java.sun.conl xm /ns/j2eel/ web-app_2_4. xsd"
version="2.4">
<filter>
<filter-nane>G ouperUi</filter-nane>
<filter-class>edu.internet2. mddl eware. grouper.ui.GouperU Filter</filter-class>
</filter>
<filter>
<filter-name>CSRFCGuard</filter-nanme>
<filter-class>org. owasp. csrfguard. CsrfGuardFilter</filter-class>
</filter>
<filter-mappi ng>
<filter-nane>G ouperUi </filter-nane>
<url-pattern>*.jsp</url-pattern>
</filter-mappi ng>
<filter-mappi ng>
<filter-name>G ouper Ui </filter-name>
<url - pattern>/grouperUi/app/*</url-pattern>
</filter-mappi ng>
<filter-mappi ng>
<filter-nane>G ouperUi </filter-nanme>
<url -pattern>/grouperU/appH m /*</url-pattern>
</filter-mappi ng>
<filter-mappi ng>
<filter-name>G ouper Ui </filter-name>
<url - pattern>/ grouper Ext ernal / app/ *</ ur| - pattern>
</filter-mappi ng>
<filter-mappi ng>
<filter-name>G ouperUi </filter-nanme>
<url - pattern>/ grouper Ext ernal / publ i c/ U V2Publ i c. i ndex</url -pattern>
</filter-mappi ng>
<filter-mppi ng>
<filter-name>G ouper U </filter-name>
<url - pattern>/ grouper Ext ernal / publ i ¢/ Ui V2Publ i c. post | ndex</ url - pattern>
</filter-mappi ng>
<filter-mappi ng>
<filter-name>CSRFCuard</filter-nanme>
<url-pattern>/*</url-pattern>
</filter-mappi ng>
<listener>
<l i stener-cl ass>edu. i nternet2. m ddl ewar e. gr ouper . ui . G ouper Sessi onAttri but eLi st ener</1i stener-cl ass>
</listener>
<listener>
<l i stener-cl ass>org. owasp. csrfguard. CsrfGuardServl et Cont ext Li stener</Iistener-class>
</listener>
<listener>



<l istener-cl ass>org. owasp. csrfguard. Csrf GuardHtt pSessi onLi stener</1i stener-cl ass>
</listener>
<servlet>
<servl et - name>St at usSer vl et </ servl et - nanme>
<di spl ay- nanme>St at us Ser vl et </ di spl ay- nane>
<servl et-cl ass>edu. i nternet2. m ddl ewar e. grouper. j 2ee. st at us. G ouper St at usSer vl et </ servl et - cl ass>
<l oad- on- st artup>1</1 oad- on-startup>
</servlet>
<servlet>
<servl et - name>Ui Servl et </ servl et - name>
<servl et-cl ass>edu. i nternet2. m ddl ewar e. grouper.j 2ee. G ouper U Rest Servl et </ servl et-cl ass>
<| oad- on- st artup>1</1oad-on-startup>
</ servlet>
<servlet>
<ser vl et - nane>OnaspJavaScri pt Ser vl et </ servl et - nane>
<servl et -cl ass>org. owasp. csrfguard. servl et. JavaScri pt Servl et </ servl et -cl ass>
</servlet>
<servl et - mappi ng>
<servl et - name>St at usSer vl et </ ser vl et - name>
<url -pattern>/status</url-pattern>
</ servl et - mappi ng>
<servl et - mappi ng>
<servl et - name>Ui Servl et </ servl et - name>
<url - pattern>/grouperU /app/*</url-pattern>
</ servl et-mappi ng>
<servl et - mappi ng>
<servl et - name>Ui Ser vl et </ ser vl et - name>
<url - pattern>/ grouper Ext ernal / app/ *</ url - pattern>
</ servl et - mappi ng>
<servl et - mappi ng>
<servl et - name>Ui Servl et </ servl et - name>
<url - pattern>/ grouper Ext ernal / publ i c/ U V2Publ i c.index</url -pattern>
</ servl et-mappi ng>
<servl et - mappi ng>
<servl et - name>Ui Ser vl et </ ser vl et - name>
<url - patt ern>/ grouper Ext ernal / publ i ¢/ Ui V2Publ i c. post | ndex</url - pattern>
</ servl et - mappi ng>
<servl et - mappi ng>
<servl et - nane>OnaspJavaScri pt Ser vl et </ servl et - nane>
<url - patt ern>/ grouper Ext er nal / publ i ¢/ OnaspJavaScri pt Servl et </ url - pattern>
</ servl et-mappi ng>
<security-constraint>
<web-resour ce-col | ecti on>
<web-r esour ce- nane>Ul </ web- r esour ce- nane>
<url - pattern>/grouperVU /app/*</url-pattern>
</ web-resour ce-col | ecti on>
<aut h-constraint >
<r ol e- nane>gr ouper _user </ r ol e- nane>
</ aut h-constraint >
</security-constraint>
<security-constraint>
<web-resour ce-col | ecti on>
<web-r esour ce- nane>Ul </ web- r esour ce- nane>
<url -pattern>/grouperU /appH m /*</url-pattern>
</ web-resource-col | ecti on>
<aut h-constrai nt>
<r ol e- name>gr ouper _user </ r ol e- nane>
</ aut h-constraint>
</security-constraint>
<security-constraint>
<web-resour ce-col | ecti on>
<web-r esour ce- nane>Ul </ web- r esour ce- nane>
<url - patt ern>/ grouper Ext er nal / app/ *</ ur| - patt er n>
</ web-resource-col | ecti on>
<aut h-constrai nt >
<r ol e- nane>gr ouper _user </ r ol e- nane>
</ aut h-constraint>
</ security-constraint>
<l ogi n-confi g>
<aut h- net hod>BASI C</ aut h- met hod>
<r eal m name>G ouper Application</real m nane>



</l ogi n-config>
<security-rol e>
<descri ption>
The role that is required to log in to the G ouper U
</ descri ption>
<r ol e- nane>gr ouper _user </ r ol e- nane>
</security-rol e>

</ web- app>

Enable config editing from Ul from anywhere (if you have a static IP or cidr use that instead). This is for grouper admins. edit: /opt/groupercontainer/conf
/grouper-ui.properties

grouper Ui . configurationEditor. sourcel pAddresses = 0.0.0.0/0

Docker commands

See which containers are running

[root @p-172-30-0-157 init.d]# docker ps

CONTAI NER | D | MAGE COWAND

CREATED STATUS PORTS NAMVES

23f 7f a789326 tier/grouper:2.4.0-a89-u55-wll-pl2-20200110-rcl "/usr/local/bin/entra€;" 21 minutes
ago Up 21 minutes 80/tcp, 0.0.0.0:443->443/tcp

Stop container (there will be grouper-ui, grouper-ws, and grouper-daemon... you can start or stop individually)
[root @p-172-30-0-157 init.d]# docker stop grouper-ui
grouper - ui
[root @p-172-30-0-157 init.d]#
Remove container
[root @p-172-30-0-157 init.d]# docker rm grouper-ui
grouper - ui
[root @p-172-30-0-157 init.d]#

Terminal in

[root @p-172-30-0-157 httpd] # docker exec -it grouper-ui /bin/bash

Review logs

docker |ogs grouper-ui
-or for grouper logs go to-

[ opt / gr ouper cont ai ner /| ogs/ gr ouper - ui

Init database



Start a container below.

Then SSH into it and init database (one time task to create grouper tables)

[root @p-172-30-0-83 ~]# docker exec -it grouper-ui /bin/bash
[ r oot @0Oa8af 38ba7f grouper. api Bi nary]# cd /opt/grouper/grouper. api Bi nary/ bi n/
[ root @0Oa8af 38ba7f bin]# ./gsh -registry -runscri pt

Alternate way to init db by creating a throw away container

[root @p-172-30-0-83 ~]# docker run --detach \
--nount type=bi nd, src=/opt/groupercontai ner/conf, dst =/ opt/grouper/conf \
--nmount type=bind, src=/ opt/groupercontai ner/|ogs/ grouper-ui,dst=/opt/grouper/logs \
--nmount type=bind, src=/opt/groupercontainer/ddl Scri pts, dst=/opt/grouper/grouper.api Bi nary/ddl Scripts/ \
--nane dblnit \
--entrypoint /opt/grouper/grouper.api Bi nary/bin/gsh \
tier/grouper:2.4.0-a89-u55-wll-pl2-20200110-rcl \
-registry -check -runscript -nopronpt

# NOTE: The /opt/groupercontainer/ddl Scripts dir will contain the ddl file that was executed against the DB. (
If you want it. )

# Now you can delete that container. The above line will only check and correct the DB if needed, but generally
shoul d not be done trivially.

[root @p-172-30-0-83 ~]# docker rmdblnit

ul

[root @p-172-30-0-157 ~]# docker run --detach --publish 443: 443 \
--nmount type=bind, src=/opt/groupercontainer/conf, dst=/opt/grouper/conf \
--nount type=bind, src=/opt/groupercontainer/|ogs/grouper-ui,dst=/opt/grouper/logs \
--mount type=bi nd, src=/opt/ groupercontai ner/ httpd/ssl-enabl ed. conf, dst=/etc/httpd/conf.d/ssl-enabl ed. conf \
--nmount type=bind, src=/opt/groupercontainer/httpd/grouper-ww. conf, dst=/etc/httpd/conf.d/grouper-ww. conf \
--nount type=bind, src=/opt/groupercontainer/tonctat/tontat-users.xn ,dst=/opt/tontat/conf/tontat-users.xm \
--mount type=bind, src=/opt/groupercontainer/tonctat/server.xm ,dst=/opt/toncat/conf/server.xm \
--nmount type=bind, src=/opt/groupercontai ner/tontat/grouper-ui-web. xm , dst =/ opt/grouper/grouper. ui / WEB- | NF
/web. xm \
--restart always --nanme grouper-ui \
tier/grouper:2.4.0-a89-u55-wll-pl2-20200110-rcl \
ui

Now try Ul, login as GrouperSystem and the pass is whatever you configured above

https://ec2-54-210-221-100.compute-1.amazonaws.com/grouper/


https://ec2-54-210-221-100.compute-1.amazonaws.com/grouper/

L.amazonaws.com/grouper/grouperUifapp/UiV2Main.index?operation=UiV2MainindexMain

Signin

https:/fec2-34-239-141-228 compute-Lamazonaws.com

Username | GrouperSystem |

Pazzwaord

Cancel

INTERNET. Search Q

Logged in as GrouperSysAdmin - Log out - Help

Quick inks - Grouper

My groups Institute of Higher Education
My folders

This website allows you to manage groups associated with your organization and the members of those groups. For a list of answers to

My favorites frequently asked questions, refer to the support documentation

Wy services
My activity
Miscellaneous Recent activity
Browse folders = Recent activity Activity Date
- = Root Added attribute Grouper user data to a membership for member GrouperSysAdmin. 2020/01/15 18:53 PM
+ 7 ele Added GrouperSysAdmin as a member of the grouperUiUserData group. 2020/01/15 18:58 PM
Edited group grouperUilserData 2020/01/15 183:58 PM
Added group grouperUiUserData 2020/01/15 18:58 PM
Added folder grouperUi 2020/01/15 18:58 PM
My favorites #  Groups | manage My services &
View all favorites View all services

4 instrumentationDataCollectorsGroup
sic - attribute - instrumentationData

& instrumentationDatalnstancesGroup
etc - attribute : instrumentationData

& grouperMessageRole
etc - attribute : messages

& upgradeTasksMetadataGroup
stc - attribute * upgradsTasks

LI 5 L SV AL SIS S5 RS W YOG

s, 1 b G

Daemon

Run



docker run --detach \

--nmount type=bind, src=/opt/groupercontainer/conf, dst=/opt/grouper/conf \
--nmount type=bind, src=/opt/groupercontainer/| ogs/ grouper-daenon, dst =/ opt/ grouper/|ogs \

--restart always --nane grouper-daenon \
tier/grouper:2.4.0-a89-u55-wll-pl2-20200110-rcl \
daenon

See it working in the Ul: misc all daemon jobs see change log temp to change log

e | ec2-54-210-221-100.compute-1.amazonaws.com/grouper/grouperUi/app/UiVZMainindex?operation =UiV2Admin.viewLogs&jobName=CHANGE_LOG_changelogTe... W E L B g = 3¢
S Q
INTERNET. - -
Logged in as GrouperSysAdmin - Log out - Help
—
- lome iscellaneous laemon jobs.
reate new group H Miscell All d jobr

- Daemon logs
My groups
My folders Filter for: CHANGE_LOG_changelogTempToChangelog
My favorites Start time between:
My services End time between:
My activity Last updated between: dd
Miscellaneous Subjobs: Show subjobs
Browse folders . Status: Success Error Started Running Waming Config error Subject problems

Number of rows: 400 B

-] & Root
< [ ete Apply filter Reset
1 logs found for job name: CHANGE_LOG_changelogTempToChangelog
Millis  Millis
Loaded Job get load Total  Add Update Delete Unresolvable
Status. group type Start time End time Millis  data data count count count count  count
N/A overall 2020-01-16 02:58:50.0  2020-01-16 02:59:02.0 11675 916 1] 1] 1] 0

@ Institute of Higher Education

WS

Run

docker run
- - mount
- - mount
- - mount

--detach --publish 8443: 443 \
t ype=bi nd, src=/ opt/ gr ouper cont ai
t ype=bi nd, src=/ opt/ gr ouper cont ai

t ype=bi nd, src=/ opt/ gr ouper cont ai

ner/ conf, dst =/ opt/ grouper/conf \
ner /| ogs/ grouper-ws, dst =/ opt/ grouper/ 1l ogs \
ner/ httpd/ ssl - enabl ed. conf, dst =/ et c/ htt pd/ conf. d/ ssl - enabl ed. conf \

- - mount
- - mount
- - mount
- - mount

/web. xm \
--restart always --nane grouper-ws \
tier/grouper:2.4.0-a89-u55-wll-pl2-20200110-rcl \
ws

t ype=bi nd, src=/ opt/ gr ouper cont ai
t ype=bi nd, src=/ opt/ gr ouper cont ai
t ype=bi nd, src=/ opt/ gr ouper cont ai
t ype=bi nd, src=/ opt/ gr ouper cont ai

Try WS from client from browser (you need real SSL or non-SSL to use the grouper client)

https://ec2-34-239-141-228.compute-1.amazonaws.com:8443/grouper-ws/servicesRest/v2_4_000/subjects/GrouperSystem

ner/ htt pd/ grouper-ww. conf, dst =/ et ¢/ htt pd/ conf. d/ gr ouper - ww. conf \
ner/tontat/tontat-users.xm , dst=/opt/tontat/conf/tonctat-users.xm \
ner/tontat/server.xnl, dst=/opt/tontat/conf/server.xm \

ner/tontat/ grouper-ui-web. xm , dst =/ opt/ grouper/ grouper. ui / WEB- | NF


https://ec2-34-239-141-228.compute-1.amazonaws.com:8443/grouper-ws/servicesRest/v2_4_000/subjects/GrouperSystem

{"WsGet Subj ect sResul t s":
{ "resultMetadata":
{"success":"T","resul t Code": "SUCCESS", "resul t Message": "Queri ed 1 subjects"},
"responseMet adat a":
{"serverVersion":"2.4.0","mllis":"353"},
"wsSubj ects": [
{"sourceld":"g:isa","success":"T", "name": " G ouper SysAdm n", "resul t Code": " SUCCESS", "i d": " G ouper Syst ent'}

]

If you have a real cert on WS apache, use the client like this

[root @p-172-30-0-157 logs]# cd /tnp

[root @p-172-30-0-157 tnp]# nkdir grouperdient

[root @p-172-30-0-157 tnp]# cd grouperCient

[root @p-172-30-0-157 grouperCient]# wget https://software.internet2.edu/ grouper/rel ease/ 2. 4.0/ grouper.
clientBinary-2.4.0.tar.gz

[root @p-172-30-0-157 grouperClient]# tar xzvf grouper.clientBinary-2.4.0.tar.gz

[root @ p-172-30-0-157 grouperdient]# cd grouper.clientBinary-2.4.0/

[root @p-172-30-0-157 grouper.clientBinary-2.4.0]# yuminstall java-1.8.0-openjdk

Edit grouper.client.properties

# url of web service, should include everything up to the first resource to

access

# e.g. http://groups.school . edu: 8090/ gr ouper - ws

/ servi cesRest

# e.g. https://groups.school . edu/ grouper-ws

/ servi cesRest

grouperCient.webService.url = https://ec2-34-239-141-228. conput e-1. anazonaws. com 8443/ gr ouper - ws/ ser vi cesRest

# kerberos principal used to connect to web
service
grouperC i ent.webService.login = G ouper System

# password for shared secret authentication to web
service

# or you can put a filenane with an encrypted
passwor d

grouperCl i ent.webService. password = ******x*kkx

[root @p-172-30-0-157 grouper.clientBinary-2.4.0]# java -jar grouperClient.jar --operation=getSubjectsW --
subj ect | ds=Gr ouper Syst em - - debug=t r ue

Upgrade container (or change version)



[root @p-172-30-0-82 ~]# docker
grouper - ui

[root @p-172-30-0-82 ~]# docker
grouper - ws

[root @p-172-30-0-82 ~]# docker
gr ouper - daenon

[root @p-172-30-0-82 ~]# docker
grouper - ui

[root @p-172-30-0-82 ~]# docker
grouper - ws

[root @p-172-30-0-82 ~]# docker
grouper - daenon

st op grouper - ui
stop grouper-ws
stop grouper-daenon
rm grouper - ui

rm grouper-ws

rm grouper - daenon

[root @p-172-30-0-82 ~]# docker inages
REPGCSI TORY TAG | MAGE I D CREATED
tier/grouper 2.4.0-a89-u55-wll-pl2-20200110-rcl 4218bf ea3573 2 days ago

[root @p-172-30-0-82 ~]# docker
[root @p-172-30-0-82 ~]#

rm 4218bfea3573

Pull a new tag from https://hub.docker.comr/tier/grouper/tags

[root @p-172-30-0-82 ~]# docker

pul | tier/grouper:2.4.0-a86-u53-wl0-pl2-20191224-rcl

Startup the U and W5 and daenon per command above with new version

S| ZE
1.34GCB



	Install the Grouper v2.4 container with maturity level 0

