Grouper Box integration
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Grouper can provision a folder of Grouper groups with groups at box.com

Why use this?

You might want to share resources at box with departments or other groups in Grouper

Architecture

Box groups must be directly in a designated folder. This is one way it could work, using messaging
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The box API WS has the power to do a lot, so your box support team might want to run that on their servers, not the central grouper machines.

Only MEMBER roles are managed in box, not ADMIN roles (note, you dont need ADMIN roles in box)

The Grouper box process is a handful of jars including the grouper client which runs as a unix process

Here is another way it could work if you want to run it in your loader
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If you have an old version of Grouper you can just run the full sync and not use messaging. Note, if you want a change log consumer we might be able to
get that working in the future
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Notes
If you grant a person to be a Box group admin, they can edit users too, generally this is not a good idea, but this integration protects you from that.

If you provision users just in time, you might want to run a SAML attribute assertion that puts people in groups just in time.

Setup integration (from README.txt)

Make a messaging queue, grant access to the box user (in this case keep it simple and use GrouperSystem, though you would make your own user and
not user GrouperSystem



G ouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

Grouper Bui | ti nMessagi ngSyst em cr eat eQueue( " box_queue");

Subj ect subj ect = SubjectFinder. findByld("G ouperSystent);

Grouper Bui | ti nMessagi ngSyst em al | owSendToQueue( " box_queue", subject);
Grouper Bui | ti nMessagi ngSyst em al | owRecei veFr omQueue( " box_queue", subject);

Identify a folder in grouper which has box groups in it.
(optional) Identify a group that has all box users in it.

(Architecture #1 above) Configure a change log consumer to send messages to the box process in grouper-loader.properties. Note, if you are using
messaging you dont have to add any jars or anything else to the loader. Note, you need to edit the elFilter carefully, and the subject attribute if not "email"

changelog. consuner . boxEsbh. cl ass = edu. i nternet2. m ddl ewar e. gr ouper . changelLog. esb. consurner. EsbConsuner
changelLog. consuner. boxEsbh. quartzCron = 0 * * * * 2
# carefully adjust this filter e.g. for sourceld and groupNane

changelLog. consuner. boxEsb. el filter = (event.sourceld == null || event.sourceld eq 'jdbc') && (event.groupNane
=~ '~box\\:groups\\:.*$' || event.groupName eq 'box:boxUser' || event.name =~ '~box\\:groups\\:.*$" || event.
nanme eq 'box: boxUser') && (event.eventType eq ' GROUP_DELETE || event.eventType eq 'GROUP_ADD || event.

event Type eq ' GROUP_UPDATE || event.event Type eq ' MEMBERSH P_DELETE || event.eventType eq ' MEMBERSH P_ADD ||

event. event Type eq ' MEMBERSH P_UPDATE' )

changelog. consuner . boxEsb. publ i sher. cl ass = edu. internet2. nm ddl ewar e. grouper. changelLog. esb. consuner.
EsbMessagi ngPubl i sher

changelog. consuner . boxEsb. publ i sher. messagi ngSyst emNane = grouperBui |l ti nMessagi ng

# queue or topic

changelLog. consuner . boxEsb. publ i sher. messageQueueType = queue

changelog. consuner . boxEsb. publ i sher. queueOr Topi cNane = box_queue

# this is optional if not using "id" for subjectld, need to be a subject attribute in the sources. xnl
changelLog. consuner. boxEsb. publ i sher. addSubj ect Attri butes = email

(Architecture #2 above) Configure a change log consumer to communicate with box in grouper-loader.properties. Note, if you are using this you have to
add all box-grouper-connector jars to the loader and the client config. Note, you need to edit the elFilter carefully, and the subject attribute if not "email”

changelLog. consuner. boxEsb. cl ass = edu.internet2. m ddl ewar e. gr ouper. changeLog. esb. consuner . EsbConsuner
changelog. consuner . boxEsb. quartzCron = 0 * * * * 2
# carefully adjust this filter e.g. for sourceld and groupName

changelLog. consuner. boxEsb. el filter = (event.sourceld == null || event.sourceld eq 'jdbc') && (event.groupNane
=~ ""box\\:groups\\:.*$" || event.groupNanme eq 'box:boxUser' || event.name =~ '~box\\:groups\\:.*$ || event.
nane eq 'box: boxUser') && (event.eventType eq ' GROUP_DELETE || event.eventType eq ' GROUP_ADD || event.

event Type eq ' GROUP_UPDATE || event.event Type eq ' MEMBERSH P_DELETE' || event.eventType eq ' MEMBERSH P_ADD ||

event . event Type eq ' MEMBERSHI P_UPDATE' )

changelLog. consuner. boxEsb. publ i sher. cl ass = edu.internet2. nm ddl ewar e. gr ouper Box. BoxEsbPubl i sher

# this is optional if not using "id" for subjectld, need to be a subject attribute in the sources. xnl
changelog. consuner . boxEsb. publ i sher. addSubj ect Attri butes = email

Test with add a member GSH script

G ouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;

Group group = new G oupSave(grouper Sessi on) . assi gnCr eat ePar ent St ensl f Not Exi st (true). assi gnNane(" box: gr oups:
sonmeG oup") . save();

Subj ect subj ect = SubjectFinder.findByld("nthyzer Google");

group. addMenber (subj ect, fal se);

G ouper Loader . runOnceByJobNane( gr ouper Sessi on, "CHANGE_LOG changeLogTenpToChangelLog");

G ouper Loader . runOnceByJobNane( gr ouper Sessi on, " CHANGE_LOG consuner _boxEsb");

Test with delete a member GSH script



G ouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

Group group = new G oupSave(grouper Sessi on) . assi gnCr eat ePar ent St ensl f Not Exi st (true). assi gnNane("box: gr oups:
sonmeG oup") . save();

Subj ect subj ect = SubjectFinder.findByld("ncthyzer Coogle");

group. del et eMenber (subj ect, fal se);

Grouper Loader . runOnceByJobNane( gr ouper Sessi on, "CHANGE_LOG changelLogTenpToChangelLog");

Grouper Loader . runOnceByJobNane( gr ouper Sessi on, " CHANGE_LOG consuner _boxEsb");

At this point in (Architecture 1) above you should see messages in the grouper_message table.

Setup box authn token (public key web service security)

https://docs. box. con’ docs/ getti ng-started-box-platform

Chri ss- MacBook- Ai r: box nthyzer$ openssl genrsa -aes256 -out private_key. pem 2048

Chri ss- MacBook- Ai r: box nthyzer$ openssl rsa -pubout -in private_key.pem-out public_key.pem
sign up for two step authn in box if not SSO

nake application in box: https://app.box.cont devel opers/services

1. Enterprise application

2. QAuth 2.0 with JWI (Server Authentication)

aut hentication type: server

user access: all users

scopes: manage users, manage groups

advanced features: none

note client_id

note client_secret

redirect uri: https://Iocal host

Save application and upl oad public key

9. Copy the Cient IDvalue for the app and then paste into the Apps section of the Box admin console (to add a
new aut hori zed app).

Note you nay need to enable the app if you have set it for Enterprise-wide/Al users access.

S

Configure

grouper.client.properties

# these are properties to add to grouperCient.properties

# put groups in here which go to box, the name in box will be the extension here

gr ouper Box. f ol der. nane. wi t hBoxG  oups = box: groups

# put the conma separated |list of sources to send to box
gr ouper Box. sour cesFor Subj ects = jdbc

# either have id for subject id or an attribute for the box username (e.g. netld)
gr ouper Box. subj ect Att ri but eFor BoxUser name = enai |

# if there is a require group that users must be in to be a user in box
grouper Box. requi reG oup = box: boxUser

# how |l ong to cache box users in the requireGoup in grouper
gr ouper Box. cacheG ouper User sFor M nutes = 60

# is grouper the true systemof record, delete box groups which dont exist in grouper
# note, if you delete the box group, if it is recreated, then shares wont exist
gr ouper Box. del et eG oupsl nBoxWhi chAr ent | nG ouper = fal se



# how |l ong to cache "getAll Users", which usually takes a mnute to get tens of thousands of users
gr ouper Box. boxUser CacheM nutes = 10

#the quartz cron is a cron-like string.
# http://wwmv quartz-schedul er. org/ docunent ati on/ quartz-1.x/tutorials/crontrigger
grouper Box. ful | Sync. quartzCron = 0 0 5 * * ?

# authentication settings for W

# put pemencrypted in database, put 2k chars in each section
gr ouper Box. pri vat eKeyContents_0 =

grouper Box. pri vat eKeyContents_1 =

# if not putting pemin database, you can put it on the filesystem list the filename
gr ouper Box. pri vat eKeyFi | eNane =

grouper Box. pri vat eKeyPass =

grouper Box. publ i cKeyld =

grouper Box. enterpriseld =

grouperBox.clientld =

grouper Box. cl i ent Secret =

# should log in the event log if no nessages
gr ouper Box. | ogl f NoMessages = fal se

# messagi ng config for incremental changes, blank to use default
gr ouper Box. messagi ng. syst enName = grouperBui | ti nMessagi ng

# queueNane is required for increnental provisioning
gr ouper Box. nessagi ng. queueName = box_queue

# if you want to performa full sync with each nessage received (note, assunes only applicable nessages are
sent)

# note, will wait X 30? seconds, then nmark subsequent nessages as conplete for those 30 seconds

gr ouper Box. ful | SyncOnMessage = fal se

# note, this nust be at |east 5 seconds
gr ouper Box. ful | SyncOnMessageWai t Seconds = 30

#the quartz cron is a cron-like string.

# http://ww. quartz-schedul er. org/ docunentation/ quartz-1.x/tutorials/crontrigger

# this defaults to every 30 seconds since the nmessaging |ong polls for 20 seconds.
grouper Box. i ncrenent al Sync. quartzCron = 0/30 * * * * ?

# if a user is not in the grouperBox.requireGoup group, then set the user's status to inactive,
cannot _del ete_edit, or cannot_del ete_edit_upl oad

# if this is blank then dont worry about it

# be careful that you dont lock out your adm n account(s), whitelist bel ow

gr ouper Box. st at usDepr ovi si onedUsers =

# if a user is not in the grouperBox.requireGoup group, then set is_sync_enabled to false
gr ouper Box. depr ovi si onDi sabl eSync = fal se

# if a user is in the grouperBox.requireGoup group, then set the user's status to active
# if this is blank then dont worry about it
gr ouper Box. st at usUndepr ovi si onedUsers =

# if a user is in the grouperBox.requireGoup group, then set is_sync_enabled to true
gr ouper Box. undepr ovi si onEnabl eSync = fal se

# these could be adnministrative id's to never invalidate, comua separated
grouper Box. whi tel i st Boxlds = a@®.c, b@.d



# quartz stuff

org. quartz.schedul er.instanceNane My Schedul er

org. quartz.threadPool .threadCount = 3
org.quartz.jobStore.class = org.quartz.sinpl.RAMIobSt ore

Perhaps make a log4j.properties file

# add this to | og4j.properties, adjust file path
| 0g4j . appender . gr ouper Box

| 0g4j . appender . gr ouper Box. Fi |l e | ogs/ gr ouper Box. | og

| 0g4j . appender . gr ouper Box. Dat ePat t ern "L yyyy- M dd

| og4j . appender . gr ouper Box. | ayout = org. apache. | og4j . Pat t er nLayout
| og4j . appender . gr ouper Box. | ayout . Conversi onPattern = %d{|SC8601}: %dm

or g. apache. | og4j . Dai | yRol | i ngFi | eAppender

#l og4j . | ogger. com box. sdk. BoxAPI Response =
| 0og4j . | ogger. edu. i nternet 2. ni ddl ewar e. gr ouper Box. G- ouper BoxLog = DEBUG grouper Box
| 0og4j . additivity.edu.internet?2. mddl eware. grouper Box. G ouper BoxLog = fal se

Install the full sync and message consumer

In the directory where your grouper.client.properties is, and grouper.client.base.properties, and log4j.properties, put all the jars from the grouper box tarball
in the lib dir. Note, the Box client runs in Java7+. Run this with something like (for unix). Note, we can add scripts to make this a service.

nohup java -cp conf:lib/* edu.internet2. m ddl eware. gr ouper Box. Grouper BoxSync > stdout.txt 2>&1 &

To run a full sync via command line:

/ sbi n/ service grouperBox stop
java -cp conf:lib/* edu.internet2. m ddl eware. gr ouper Box. G ouper BoxFul | Ref resh
/ shi n/ service grouperBox start

Run full sync (grouper 2.5+)

i mport edu.internet?2. m ddl eware. gr ouper Box. *;

i mport edu.internet2. m ddl eware. grouper. app. | oader. db. *;

i nport edu.internet2.m ddl eware. grouper. app. | oader. *;

Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;

BoxQt her Job boxQt her Job = new BoxQt her Job();

Hi b3G ouper Loader Log hi b3G ouper Loader Log = new Hi b3G ouper Loader Log() ;

O her JobBase. O her Jobl nput ot her Jobl nput = new O her JobBase. O her Jobl nput () ;
ot her Jobl nput . set G ouper Sessi on( gr ouper Sessi on) ;

ot her Jobl nput . set H b3Gr ouper Loader Log( hi b3G ouper Loader Log) ;

boxQt her Job. run( ot her Jobl nput) ;

Call add member example in GSH

i mport edu.internet?2. m ddl ewar e. gr ouper Box. *;

java. util.Mp<String, G ouperBoxG oup> all GroupsMap = G ouper BoxComrands. retri eveBoxG oups();

Grouper BoxGroup grouper BoxGroup = al | GroupsMap. get ("group_nane_i n_box");

String[] usernanmes = new String[1];

int i=0;

usernanmes[i ++] = "user @chool . edu”;

for (String userNanme : usernanes) {G ouperBoxUser grouperBoxUser = G ouper BoxConmands. retri eveBoxUser
(user Nane); grouper BoxG oup. assi gnUser ToG oup( gr ouper BoxUser, false); }



Sample log

C:\tenp\tenp\ grouper. box-2.3.0>c:\dev_inst\java7\bin\java -cp .;lib\* edu.internet2. m ddl eware. grouper Box.

Gr ouper BoxSync

2016- 10- 26 05: 32:48,579: [main] DEBUG G ouper BoxLog. boxLog(42) - - nethod: grouperBoxSync, cronStringFull: 0 0
5 * * ?, scheduledFull: true, cronStringlncrenental: 0/30 * * * * ? schedul edl ncrenental : true, elapsedMIlis:
239

2016- 10- 26 05: 33: 00, 431: [ MySchedul er_Worker-1] DEBUG G ouper BoxLog. boxLog(42) - - nethod:

grouper Recei veMessages, nessageSyst emNane: grouperBuil ti nMessagi ng, nessageQueueNane: box_queue,
checkMessagesWsResul t Code: SUCCESS, nessageCount: 0, elapsedMIlis: 423

2016- 10- 26 05: 33: 00, 431: [ MySchedul er_Worker-1] DEBUG G ouper BoxLog. boxLog(42) - - nmethod: increnental Sync,
successMessageCount: 0, waitMessageCount: 0, elapsedMIlis: 425
2016- 10- 26 05: 33: 30, 030: [ MySchedul er _Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod:

grouper Recei veMessages, messageSyst emNane: grouperBuilti nMessagi ng, nmessageQueueNane: box_queue,
checkMessagesWsResul t Code: SUCCESS, nessageCount: 1, elapsedMllis: 28

2016- 10- 26 05: 33:32,629: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod: retrieveBoxG oups,
size: 3, elapsedMIlis: 2518

2016- 10- 26 05: 33: 33, 006: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod: retrieveBoxUsers,
size: 5, elapsedMIlis: 376

2016- 10- 26 05: 33: 33, 334: [ MySchedul er _Wor ker-2] DEBUG Grouper BoxLog. boxLog(42) - - nethod:

assi gnUser ToBoxGroup, userLoginld: nchyzer @nail.com groupNanme: soneG oup, daenonType: increnental,

al readyExi sted: true, elapsedMIlis: 326

2016- 10- 26 05: 33: 33, 336: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod: processMessage,
event Type: MEMBERSHI P_ADD, groupNane: box: groups: somneG oup, sourceld: jdbc, subjectAttributeBoxUsernane: email,
username: nchyzer @mail . com boxUsernane: nthyzer @nuil.com boxUserExists: true, elapsedMIlis: 3229

2016- 10- 26 05: 33: 33, 346: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod:

grouper Acknow edgeMessages, nunberOflds: 1, acknow edgeType: mark_as_processed, nessageSystenNane:

grouper Bui | ti nMessagi ng, nmessageQueueNane: box_queue, el apsedMIlis: 5

2016- 10- 26 05: 33: 33, 350: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nmethod: increnental Sync,
successMessageCount: 1, waitMessageCount: O, elapsedMIlis: 3347
2016- 10- 26 05: 33: 33, 403: [ MySchedul er _Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod:

grouper Recei veMessages, nessageSystenmNane: grouperBuilti nMessagi ng, nessageQueueNane: box_queue,
checkMessagesWsResul t Code: SUCCESS, nessageCount: 1, elapsedMIlis: 50

2016- 10- 26 05: 33: 33, 761: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod: retrieveBoxG oups,
size: 3, elapsedMIlis: 355
2016- 10- 26 05: 33: 34, 125: [ MySchedul er _Wor ker-2] DEBUG Grouper BoxLog. boxLog(42) - - nethod:

assi gnUser ToBoxGr oup, userlLoginld: nchyzer @nail.com groupNanme: soneG oup, daenonType: increnental,

al readyExi sted: true, elapsedMIlis: 362

2016- 10- 26 05: 33: 34, 127: [ MySchedul er _Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod: processMessage,
event Type: MEMBERSHI P_ADD, groupNane: box: groups: soneG oup, sourceld: jdbc, subjectAttributeBoxUsernane: email,
user name: nchyzer @mail . com boxUsernane: nthyzer @nuil.com boxUserExists: true, elapsedMIlis: 721

2016- 10- 26 05: 33: 34, 131: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod:

grouper Acknow edgeMessages, nunberOflds: 1, acknow edgeType: mark_as_processed, nessageSystenNane:

grouper Bui | ti nMessagi ng, nmessageQueueNane: box_queue, el apsedMIlis: 0

2016- 10- 26 05: 33: 34, 134: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nmethod: increnental Sync,
successMessageCount: 1, waitMessageCount: O, elapsedMIlis: 781
2016- 10- 26 05: 33: 34, 169: [ MySchedul er _Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod:

grouper Recei veMessages, messageSystenmNane: grouperBuilti nMessagi ng, nessageQueueNane: box_queue,
checkMessagesWsResul t Code: SUCCESS, nessageCount: 0, elapsedMIlis: 31

2016- 10- 26 05: 33: 34, 170: [ MySchedul er_Worker-2] DEBUG G ouper BoxLog. boxLog(42) - - nethod: increnental Sync,
successMessageCount: 0, waitMessageCount: O, elapsedMIlis: 32
2016- 10- 26 05: 34: 00, 074: [ MySchedul er _Wor ker-3] DEBUG Grouper BoxLog. boxLog(42) - - nethod:

grouper Recei veMessages, messageSystenmNane: grouperBuilti nMessagi ng, nessageQueueNane: box_queue,
checkMessagesWsResul t Code: SUCCESS, nessageCount: 0, elapsedMlIlis: 69

2016- 10- 26 05: 34: 06, 610: [ MySchedul er _Worker-3] DEBUG G ouper BoxLog. boxLog(42) - - nmethod: increnental Sync,
successMessageCount: 0, waitMessageCount: O, elapsedMIlis: 6605
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