Grouper Sftp files
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This is in grouper_v2_4_0_api_patch_81 and newer.

Configure sftp sites to be able to get/put sftp files.

Configure

grouper.properties
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## SFTP sites

## the "configld" will be the identifier used in code to pull up that site, dont put special chars in it

## you shoul dnt have the sane host and username in two different configlds since its essentially the primry key
## e.g. if you sftp server is "depot.school.edu", the configld could be "depot"
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general config

# SFTP needs to use sone files to connect. Keep this in a dir that only the tontat user can read
# otherwise it will use the tnp dir configured in grouper.properties.

# {val ueType: "string"}

grouper Sf t pBaseDi r Nane =

config per site
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# host: e.g. sone.server.com

# {val ueType: "string", regex: "~grouperSftp\\.site\\.[a-zA-Z0-9. -]+\\.host$", required: true}
# grouper Sftp.site.configld. host =

# user: e.g. soneuser

# {val ueType: "string", regex: "~grouperSftp\\.site\\.[a-zA-Z0-9._-]+\\.user$", required: true}

# grouper Sftp.site.configld. user =

# you can encrypt the private key to connect with. if its nore than 4k encrypted, then take it in chunks and
they will be concatenated

# and use _0, _1, _2, etc. Note, replace newWines with $newine$ so it fits in a textfield

# {val ueType: "password", sensitive: true, regex: "~grouperSftp\\.site\\.[a-zA-Z0-9._-]+\\.secret\\.privateKey_
[0-9]$"}

# grouperSftp.site.configld. secret.privateKey_0 =

# private key passphrase

# {val ueType: "password", sensitive: true, regex: "~grouperSftp\\.site\\.[a-zA-Z0-9._-]+\\.secret\\.
privat eKeyPassphrase$"}

# grouper Sftp.site.configld.secret.privateKeyPassphrase =

# password if not using private key
# {val ueType: "password", sensitive: true, regex: "~grouperSftp\\.site\\.[a-zA-Z0-9._-]+\\.password$"}

# grouperSftp.site.configld. password =

# connect to the host, and copy the known_hosts entry for the host to connect to

# e.g. host.whatever ssh-rsa AAAAB3NzaClyc2EAAAABI wAAAI EA3BOOcx5VOKPS) zi k3E

# {val ueType: "string", regex: "~grouperSftp\\.site\\.[a-zA-Z0-9._-]+\\.knownHostsEntry$"}

# grouper Sftp.site.configld. knownHostsEntry =

# if any tenporary files (e.g. private key and known hosts) should be deleted after session, default true
# {val ueType: "bool ean", regex: "~grouperSftp\\.site\\.[a-zA-Z0-9._-]+\\.del eteTenpFil esAfter Sessi on$"}

# grouper Sftp.site.configld. del eteTenpFil esAfterSession = true

# timeout in mllis defaults to 10000
{val ueType: "integer", regex: "~grouperSftp\\.site\\.[a-zA-Z0-9. -]+\\.tineoutMIlis$"}
# grouperSftp.site.configld.timeoutMIlis =
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Logging

log4j.properties

1 0g4j . | ogger . edu. i nternet 2. m ddl ewar e. grouper. app. fil e. G ouper Sftp = DEBUG

Sample log message

2019-11-23 21:18:20,117: [main] DEBUG Grouper Sftp.call back(255) - - configld: depot, grouperSftpDirNanme: C
\ User s\ nchyzer\ AppDat a\ Local \ Tenp\ gr ouper Sft p\ sft pSessi on_2019_11_23_ 21 18_16_795_UDWVNWAA9, keyFil eSi ze: 3246,
host: depot. school . edu, knownHost: depot.school.edu ssh-rsa AA******xxc2FE . knownHost sCont ai nsHost: true,

user: nyUser, passphrase?: <none>, password?: <none>, tinmeoutMIlis: 10000, sendFilelLocal _0: C
\ User s\ nchyzer\ AppDat a\ Local \ Tenp\ MyFi | e. csv, sendFil eRenpte_0: /data0Ol/dept/app/ SoneFile.csv, deleteDir: true,
tookMI1lis: 3321

Using the API

You can make individual calls or use a callback to do multiple calls more efficiently

Individual calls



Grouper Sftp. sendFil e("depot", new File("d:/tenp/tenp/ MyFile.csv"), "/dataOl/isc/bplogix/ WFile.csv");
Systemout. println(GouperUtil.toStringForLog(G ouperSftp.listFiles("depot”, "/data0Ol/isc/bplogix/")));
System out . printl n( G ouper Sftp. existsFile("depot", "/dataOl/isc/bplogix/ WFile.csv"));

Grouper Sftp. copyFil e("depot”, "/data0l/isc/bplogi x/ MyFile.csv", "/data0l/isc/bplogi x/ MyFile2.csv");

G ouper Sftp. noveFi | e("depot", "/dataOl/isc/bplogix/ MFile.csv", "/data0l/isc/bplogix/ MFile3.csv");
Grouper Sftp. receiveFil e("depot", "/dataOl/isc/bplogi x/ MFile3.csv", new File("d:/tenp/tenp/ MyFile2.csv"));

G ouper Sftp. del eteFil e("depot", "/dataOl/isc/bplogi x/ MyFile3.csv");

Multiple calls in callback

Grouper Sftp. cal | back("depot", new G ouper SftpCall back() {

public Object call back(G ouperSftpSession grouper SftpSession) {
grouper Sft pSessi on. sendFi | e(new Fil e("d:/tenp/tenp/ PennUsers. csv"), "/data0l/isc/bpl ogi x/ PennUsers.
csv");
grouper Sft pSessi on. del et eFi | e("/data01/i sc/ bpl ogi x/ what ever.txt");
return null;
}
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