Grouper rules pattern - Inherited privileges on attribute
definitions
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Grouper rules

If an attributeDef is created under folder a:b, then apply privileges to the attributeDef of attrRead,attrUpdate to group a:security:admins

You should use the inherited privileges screen to control this. This rule is added to the folder where attributes are created.
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Documentation

Rule pattern Inherited privileges on attribute definitions v *

Type of rule that solves an existing use case with a certain action, condition, and result.
Subject id or identifier testtest! *
Generally put the group name of the group to assign privileges to. Or you can input a subject d or identifer
Privileges to add attrRead, attrUpdate *
Comma separated attribute definition privileges: attrAdmin, attrOptin, attrOptout, attrRead, attrUpdate, attrView, attrDefAttrRead, attrDefAttrUpdate
Folder scope All groups in this folder or subfolders v *
Select 'All' for everything in this folder and subfolders (most common). Otherwise, it only applies to objects directly in this folder.
Subject source Grouper: Internal Source Adapter (g:isa) v *
Generally pick g:gsa to input the group name. Or pick any other source.
Run daemon override v

If the rule has the ability to be run by daemon (for example to clean up data corruption), then you can set this to false if you do not want the daemon to run for this rule. If the rule does not have the ability to run in the daemon then this setting is ignored.

Cancel

Configure rule for v4 and previous

Java example
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//add a rule on sten2 saying if you create a group underneath, then assign a reader group
AttributeAssign attributeAssign = sten
.getAttributeDel egate().addAttribute(RuleUtils.ruleAttributeDefNane()).getAttributeAssign();

AttributeVal ueDel egate attri buteVal ueDel egate = attri buteAssign. getAttri buteVal ueDel egate();

attri but eVal ueDel egat e. assi gnVal ue(
Rul elti | s. rul eAct AsSubj ect Sour cel dNane(), "g:isa");
attri but eVal ueDel egat e. assi gnVal ue(
Rul eti | s. rul eAct AsSubj ectl dName(), "G ouperSystent);
attri but eVal ueDel egat e. assi gnVal ue(
Rul eUtils. rul eCheckTypeNane(), Rul eCheckType. attributeDef Create. nane());

//can be SUB or ONE for if in this folder, or in this and all subfolders
attri but eVal ueDel egat e. assi gnVal ue(
Rul elti | s. rul eCheckSt enfScopeNanme(), Stem Scope. SUB. nane());
attri but eVal ueDel egat e. assi gnVal ue(
Rul etils. rul eThenEnumNane(), Rul eThenEnum assignAttributeDefPrivilegeToAttributeDefld. name());

//this is the subject string for the subject to assign to

/le.g. sourceld :::::: subjectldentifier
/lor sourceld :::: subjectld
/lor :::: subjectld
/lor sourceld ::::::: subjectldOldentifier
/letc
attri but eVal ueDel egat e. assi gnVal ue(
Rul eltils. rul eThenEnumAr gONanme(), "g:gsa :::::: stemnl:adm ns");

//can be: attrRead, attrUpdate, attrView, attrAdmin, attrOptin, attrOptout
attri but eVal ueDel egat e. assi gnVal ue(
Rul eUtils. rul eThenEnumArgiNane(), "attrRead, attrUpdate");

//shoul d be valid

String isValidString = attributeVal ueDel egate.retrieveVal ueString(
Rul eUtils.rulevalidNane());

if (!StringUils.equals("T", isValidString)) {

throw new Runti meException(isValidString);
}

GSH shorthand method

Rul eApi . i nherit Attri but eDef Privil eges(Subj ect Fi nder. fi ndRoot Subj ect(), stenR, Scope.SUB, groupA. toSubject(),
Privilege.getlnstances("attrRead, attrUpdate"));

GSH test case



gsh 0% grouper Sessi on = Grouper Sessi on. st art Root Sessi on() ;

edu. i nternet 2. m ddl ewar e. gr ouper . G- ouper Sessi on: adl1415e66401474880e1322c250aa0f b, ' Grouper Systen , ' applicati on’
gsh 1% sten? = new edu.internet2. m ddl eware. grouper. St enfSave( gr ouper Sessi on) . assi gnNanme("sten2") .
assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

stem nane='stenR' displayNane='sten?' uuid='f76eal3eadebc4b28a3a7ce650def 5c8a’

gsh 2% groupA = new G oupSave( grouper Sessi on) . assi gnNanme("st eml: admi ns") . assi gnCr eat ePar ent St ens| f Not Exi st
(true).save();

group: name='stenl: adm ns' displ ayNanme="stenl: adm ns' uui d='f 10f db4776484c94a4196c2c858eb9f b’

gsh 3% addMenber ("stenl: adni ns", "test.subject.0");

true

gsh 4% subj ect Act As = Subj ect Fi nder. fi ndByl dAndSour ce(" Grouper Systeni, "g:isa", true);

subj ect: id="GrouperSystem type='application' source='g:isa nanme='"G ouper SysAdn n'

gsh 5% Rul eApi . i nheritAttributeDefPrivil eges(subjectActAs, sten?, Stem Scope.SUB, groupA. toSubject(), Privilege.
getlnstances("attrRead, attrUpdate"));

gsh 6% attributeDef B = new Attri buteDef Save(grouper Sessi on). assi gnNane("sten2: b").

assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

edu. internet2. m ddl eware. grouper.attr. AttributeDef: AttributeDef[nane=sten?:b,

uui d=960b452a59494a5¢9a393906903b6b1b]

gsh 7% hasPriv("stenR: b", "test.subject.0", Privilege.getlnstance("attrRead"))

true

gsh 8% hasPriv("sten2:b", "test.subject.0", Privilege.getlnstance("attrUpdate"))

true

gsh 9% attributeDefD = new Attri but eDef Save(grouper Sessi on). assi gnNane("stenB:d").

assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

edu. i nternet2. m ddl eware. grouper.attr. AttributeDef: AttributeDef[nane=stens:d,

uui d=6545585416004e52a49535ef balf elb0]

gsh 10% hasPriv("stenB:d", "test.subject.0", Privilege.getlnstance("attrRead"))

fal se

gsh 11% hasPriv("stenB:d", "test.subject.0", Privilege.getlnstance("attrUpdate"))

fal se

gsh 12% attri buteDef C = new Attri but eDef Save(gr ouper Sessi on). assi gnNane(" st enR: sub: c").

assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

edu. i nternet2. m ddl eware. grouper. attr. AttributeDef: AttributeDef[nane=sten?: sub:c,

uui d=405cf ah803524de59f cale93218aa9d6]

gsh 13% hasPriv("stenR:sub:c", "test.subject.0", Privilege.getlnstance("attrRead"))

true

gsh 14% hasPriv("stenR: sub:c", "test.subject.0", Privilege.getlnstance("attrUpdate"))

true

GSH daemon

Run the above GSH code, then continue below

gsh 15% revokePriv("stenR: sub:c", "test.subject.0", Privilege.getlnstance("attrUpdate"))

fal se

gsh 16% status = G ouper Loader.runOnceByJobNane(gr ouper Sessi on, Grouper Loader Type. GROUPER_RULES) ;
| oader ran successfully: Ran rul es daenon, changed 0 records

gsh 17% hasPriv("stenR: sub:c", "test.subject.0", Privilege.getlnstance("attrUpdate"))

true

sdf



	Grouper rules pattern - Inherited privileges on attribute definitions

