Grouper rules pattern - Veto permission if not eligible due
to group
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Grouper rules
If a user is not an employee, do not allow to have permissions assigned

Add this rule to the permission definition of the permission that is added.

Java example

/ladd a rule on stema saying if not in stemb, then dont allow add to stema
AttributeAssign attributeAssign = pernissionDef
.getAttributeDel egate().addAttribute(RuleUtils.ruleAttributeDefNane()).getAttributeAssign();

AttributeVal ueDel egate attri buteVal ueDel egate = attri buteAssign. getAttri buteVal ueDel egate();

attri but eVal ueDel egat e. assi gnVal ue(

Rul elti | s. rul eAct AsSubj ect Sour cel dNane(), "g:isa");
attri but eVal ueDel egat e. assi gnVal ue(

Rul elti | s. rul eAct AsSubj ectl dName(), "G ouperSysteni);
attri but eVal ueDel egat e. assi gnVal ue(

Rul eltils. rul eCheckTypeNanme(), Rul eCheckType. perm ssi onAssi gnToSubj ect. nane());
attri but eVal ueDel egat e. assi gnVal ue(

Rul eUtils. rul el fConditionEnunNanme(), RulelfConditionEnum gr oupHasNol mredi at eEnabl edMenber shi p. nanme());
attri but eVal ueDel egat e. assi gnVal ue(

Rul eltil s. rul el f Oaner NaneNane(), "stem enpl oyee");
attri but eVal ueDel egat e. assi gnVal ue(

Rul elti | s. rul eThenEnunNane(), Rul eThenEnum veto. nanme());

/1 key which would be used in U nessages file if applicable
attri but eVal ueDel egat e. assi gnVal ue(
Rul eUtils. rul eThenEnumAr gONane(), "rule.entity. nust. be. an. enpl oyee");

/lerror message (if key in U nmessages file not there)
attri but eVal ueDel egat e. assi gnVal ue(
Rul eUtils. rul eThenEnumArglNane(), "Entity cannot be assigned these perm ssions unless they are an
enpl oyee") ;
//shoul d be valid
String isValidString = attributeVal ueDel egate.retrieveVal ueString(
Rul eUtils.rulevalidNane());
if (!StringUils.equals("T", isValidString)) {

throw new Runti neException(isValidString);

}

GSH shorthand method

Rul eApi . vet oPer ni ssi onl f Not | nGr oup( Subj ect Fi nder . fi ndRoot Subj ect (), perm ssionDef, groupEnployee, "rule.entity.
must . be. an. enpl oyee", "Entity cannot be assigned these pernissions unless they are an enpl oyee");

GSH test case
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gsh 0% grouper Sessi on = Grouper Sessi on. st art Root Sessi on() ;
edu. i nternet 2. m ddl ewar e. gr ouper . G- ouper Sessi on: a448462e34e243c5b28228c9e218c86a, ' Gr ouper Systeni , ' appli cati on’

[/ perm ssion definition

gsh 1% perm ssi onDef = new Attri buteDef Save(grouper Sessi on). assi gnNane("stem perm ssi onDef").
assi gnCr eat ePar ent St ens| f Not Exi st (true). assi gnAttri but eDef Type(Attri but eDef Type. pern . save();
edu. i nternet2. mddl eware. grouper.attr.AttributeDef: AttributeDef[nane=stem permi ssi onDef,

uui d=e9c7f ed59c464274b830d6a2abd8c6e2]

gsh 2% perm ssi onDef . set Assi gnToEf f Menber shi p(true);

gsh 3% per m ssi onDef . set Assi gnToG oup(true);

gsh 4% perni ssionDef.store();

// enpl oyee group that users nust be in to get pernissions

gsh 5% gr oupEnpl oyee = new GroupSave(grouper Sessi on). assi gnNanme(" st em enpl oyee").

assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

group: nane='stem enpl oyee' di spl ayName='stem enpl oyee' uui d=' 6edf ef 8dd57444f ba6f 74c199230132d’

/lrole for application

gsh 6% payrol | User = new G oupSave(grouper Sessi on). assi gnNane("apps: payrol | :rol es: payrol | User").
assi gnTypeO Group( TypeO Group. rol e) . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

group: nane='apps: payroll:roles:payroll User' displayNane="apps: payroll:roles:payroll User'

uui d=' d2d23e4438a04150801f 5e190c36bc5f "

gsh 7% subj ect 0 = Subj ect Fi nder. fi ndByl dAndSour ce("test. subject. 0", "jdbc", true);

subj ect: id="test.subject.0" type='person' source='jdbc' nanme='ny nane is test.subject.O

gsh 8% payrol | User. addMenber (subj ect 0, fal se);

true

/| perm ssion resource

gsh 9% canLogi n = new Attri but eDef NameSave( grouper Sessi on, perm ssionDef).assi gnName("apps: payrol | : perni ssions:
canLogi n") . assi gnCr eat ePar ent St ens| f Not Exi st (true).save();

edu. i nternet 2. m ddl ewar e. grouper. attr. Attri but eDef Name: Attri but eDef Nane[ nanme=apps: payrol | : per m ssi ons: canLogi n,
uui d=716818177el144bd9a244ede9a01612bd]

/lassign the rule
gsh 10% Rul eApi . vet oPer mi ssi onl f Not | nG oup( Subj ect Fi nder . fi ndRoot Subj ect (), pernissionbDef, groupEnpl oyee, "rule.
entity.nust.be.an. enpl oyee", "Entity cannot be assigned these permi ssions unless they are an enpl oyee");

//cant get assigned since not an enpl oyee

gsh 11% payrol | User. get Per m ssi onRol eDel egat e() . assi gnSubj ect Rol ePer nmi ssi on(canLogi n, subjectO0);

// Error: unable to evaluate conmand: Sourced file: inline evaluation of: ""payroll User.

get Per mi ssi onRol eDel egat e() . assi gnSubj ect Rol ePer mi ssi on(canLogin, su . . . '' : Mthod Invocation

assi gnSubj ect Rol ePer mi ssi on

/1 See error log for full stacktrace

/| caused by: edu.internet2.m ddl eware. grouper.rul es. Rul eVeto:

/1 rule.entity.nust.be.an.enployee: Entity cannot be assigned these permissions unless they are an enpl oyee

/1 does not have pernission yet

gsh 12% nmenber 0 = Menber Fi nder. fi ndBySubj ect (gr ouper Sessi on, subjectO, false);

nenber: id='"test.subject.0" type= person' source='jdbc' uuid="24f532b1l3elad4e4a8d16204b65df dOee’

gsh 13% perni ssions = G ouper DACFact ory. get Factory(). get Perni ssi onEntry().fi ndByMenber| d(menber0. get Uui d());
gsh 14% permi ssi ons. si ze()

0

//add to enpl oyee group, assign pernissions again

gsh 15% gr oupEnpl oyee. addMenber (subj ect 0) ;

gsh 16% payrol | User. get Per mi ssi onRol eDel egat e() . assi gnSubj ect Rol ePer m ssi on(canLogi n, subjectO);

edu. i nternet2. n ddl eware. grouper.attr.assign. AttributeAssignResult: edu.internet?2.n ddl eware. grouper.attr.
assign. Attribut eAssi gnResul t @0cd7d

//see that they have the perm ssion now

gsh 17% perm ssions = G ouper DACFact ory. get Factory(). get Perni ssi onEntry().fi ndByMenber| d(menber0. get Uui d());
edu. i nternet 2. m ddl ewar e. gr ouper . permi ssi ons. Permi ssi onEntry: Perm ssi onEntry[rol eNane=apps: payrol | :rol es:
payrol | User, at t ri but eDef NameNanme=apps: payrol | : per m ssi ons: canLogi n, acti on=assi gn, sour cel d=j dbc, subj ect | d=t est .
subj ect. 0, i nm_nen¥true, i mm per n¥t r ue, mem dept h=0, rol e_dept h=-1, acti on_dept h=0, at t r Def _dept h=0,

per m type=r ol e_subj ect]

gsh 18% permi ssions. si ze()

1

gsh 19% permi ssions.iterator().next().getAttributeDef NaneNane()

apps: payrol | : perm ssions: canLogin

gsh 20%



GSH daemon test case

Run the above commands, then continue below

gsh 20% gr oupEnpl oyee. del et eMenber (subj ect 0) ;

gsh 21% permi ssions = G ouper DACFact ory. get Fact ory(). get Permi ssi onEntry().fi ndByMenber| d(menber0. get Uui d());
edu. i nternet 2. m ddl ewar e. gr ouper . per m ssi ons. Perm ssi onEntry: Perm ssionEntry[rol eName=apps: payroll:roles:
payrol | User, attri but eDef NameName=apps: payrol | : per m ssi ons: canLogi n, acti on=assi gn, sour cel d=j dbc, subj ect | d=t est .
subj ect. O, i mm_nmen¥true, i mm per n¥true, mem dept h=0, rol e_dept h=-1, acti on_dept h=0, att r Def _dept h=0,

perm type=rol e_subj ect]

gsh 22% permissions.iterator().next().getAttributeDef NaneNanme()

apps: payrol | : perm ssions: canLogin

gsh 23% status = G ouper Loader.runOnceByJobNanme(grouper Sessi on, G ouper Loader Type. GROUPER_RULES) ;

| oader ran successfully: Ran rul es daenon, changed 0 records

gsh 24% permi ssions = G ouper DACFact ory. get Factory(). get Perni ssi onEntry().fi ndByMenber| d(menber 0. get Uui d());
gsh 25% perni ssions. si ze()

0

gsh 26% payrol | User . hasMenber ( subj ect 0) ;

true
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