Grouper rules pattern - Remove invalid permissions due to
folder
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Grouper rules

If an entity falls out of any group in the IT organization groups (meaning not a central IT employee anymore), then remove permissions from a permission
definition or remove from roles which have assignments to the permission definition

Assign this to the permission definition of the permission to be removed.

Java example

//add a rule on stem pernission saying if you are out of stem enployee,
//then renpve assignnents to permission, or fromroles which have the perm ssion
AttributeAssign attributeAssign = perm ssionToAssi gnRul e

.getAttributeDel egate().addAttribute(RuleUtils.ruleAttributeDefNane()).getAttributeAssign();

AttributeVal ueDel egate attributeVal ueDel egate = attributeAssign. getAttributeVal ueDel egate();

attri but eVal ueDel egat e. assi gnVal ue(

Rul eti | s. rul eAct AsSubj ect Sour cel dNane(), actAs. get Sourceld());
attri but eVal ueDel egat e. assi gnVal ue(

Rul eltil s. rul eAct AsSubj ectl dName(), actAs.getld());

/1 fol der where nenbership was renpved
attribut eVal ueDel egat e. assi gnVal ue(

Rul elti | s. rul eCheckOaner | dNanme(), nustBel nGroupl nFol der. get Uui d());
attri but eVal ueDel egat e. assi gnVal ue(

Rul eUtils. rul eCheckTypeNane(),

Rul eCheckType. menber shi pRenovel nFol der. nanme());

/1SUB for all descendants, ONE for just children
attri but evVal ueDel egat e. assi gnVal ue(

Rul eUti |l s. rul eCheckSt enScopeNane(),

st en5cope. nane());

/1if there is no nore nenbership in the folder, and there is a nenbership in the group
attri but eVal ueDel egat e. assi gnVal ue(

Rul eltils. rul el fConditionEnumNane(),

Rul el f Condi ti onEnum t hi sPer mi ssi onDef HasAssi gnment AndNot Fol der . nanme() ) ;
at tri but evVal ueDel egat e. assi gnVal ue(

Rul eUtils. rul eThenEnunmNane(),

Rul eThenEnum r enoveMenber Fr omOaner Per mi ssi onDef Assi gnnment s. nane() ) ;

//shoul d be valid

String isValidString = attributeVal ueDel egate.retrieveVal ueString(
Rul eUtils.rul evalidNane());

if (I'StringUils.equals("T", isValidString)) {

throw new Runti meException(isValidString);
}

GSH shorthand method

Rul eApi . per mi ssi onFol der | ntersecti on(act AsSubj ect, permi ssionDef, itEnployeeStem Stem Scope. SUB);
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GSH test case

gsh 0% grouper Sessi on = Grouper Sessi on. st art Root Sessi on();
edu. i nternet2. nm ddl ewar e. gr ouper . G ouper Sessi on: a22f chclabb749b6bf 3af d5f 441896ca, ' G- ouper Systeni, ' appl i cation’

//definition for perm ssion

gsh 1% perm ssi onDef = new Attri buteDef Save(grouper Sessi on). assi gnNane("stem perm ssi onDef").
assi gnCr eat ePar ent St ensl f Not Exi st (true). assignAttributeDef Type(Attri but eDef Type. pern).save();
edu.internet2. mddl eware. grouper.attr.AttributeDef: AttributeDef[nane=stem perm ssi onDef,

uui d=a20cf 95b75154a2da7b817d19a37cf 73]

gsh 2% per m ssi onDef . set Assi gnToEf f Menber shi p(true);

gsh 3% permi ssionDef. setAssi gnToG oup(true);

gsh 4% perni ssi onDef.store();

//two groups in the org chart for the I T departnent

gsh 5% groupProgrammers = new G oupSave(grouper Sessi on) . assi gnNane("stem orgs: it Enpl oyee: progranmers"”).
assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

group: name='stemorgs:itEnployee: programmers' displayNane='stem orgs:itEnpl oyee: progranmers'

uui d=' e9c49da6801446538372ef 6f 583b7df 2

gsh 6% groupSysadnmi ns = new G oupSave(grouper Sessi on). assi gnNanme("stem orgs:itEnpl oyee: sysadni ns").
assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

group: name='stemorgs:itEnpl oyee: sysadnmi ns' di spl ayNane='stem orgs:itEnpl oyee: sysadm ns'

uui d=' 14728c7b48f ddecc82chf 692ab2abal3’

//folder for IT enployee
gsh 7% it Enpl oyee = Stenfi nder. fi ndByNane(grouper Session, "stemorgs:itEnmployee", true);
stem nane='stemorgs:itEnpl oyee' displayNane='stem orgs:itEnployee' uuid="3d55c81499ce4b059c8elf2al47c71lae’

//two roles for the application

gsh 8% payrol | User = new G oupSave(grouper Sessi on). assi gnNane("apps: payrol | :rol es: payrol | User").
assi gnTypeO Group( TypeOt Group. rol e) . assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

group: nane='apps: payroll:roles:payroll User' displayNane="apps: payroll:roles:payroll User'

uui d=' 0e93b9d5802¢475f 8d98350226679313"

gsh 9% payrol | Guest = new GroupSave(grouper Sessi on). assi gnNane("apps: payroll:rol es: payrol | Guest").
assi gnTypeO G oup( TypeOf Group. rol e) . assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

group: name='apps: payroll:roles:payroll Guest' displayNane="apps: payroll:roles: payroll Cuest'

uui d=' 11ef d3897df 241e2a51e57742296aa08’

gsh 10% subj ect 0 = Subj ect Fi nder. fi ndByl dAndSour ce("t est. subj ect. 0", "jdbc", true);
subject: id="test.subject.0 type='person' source='jdbc' nanme='ny nane is test.subject.0
gsh 11% subj ect1 = Subj ect Fi nder. fi ndByl dAndSource("test. subject.1", "jdbc", true);
subj ect: id="test.subject.1l" type=' person' source='jdbc' nanme='ny nane is test.subject.l
gsh 12% subj ect 2 = Subj ect Fi nder. fi ndByl dAndSour ce("test. subj ect.2", "jdbc", true);
subj ect: id='test.subject.2" type= person' source='jdbc' nane='my nane is test.subject.?2

//subjectO is assigned to payrollUser role, and that role has the perm ssion (RBAC)
gsh 13% payrol | User . addMenber (subj ect 0, fal se);
true

//subjectl is a guest, and has the permission directly assigned
gsh 14% payrol | Guest . addMenber (subj ect1, fal se);
true

//this is the perm ssion resource

gsh 15% canLogi n = new Attri but eDef NanmeSave( grouper Sessi on, perm ssionDef).assi gnNane("apps: payrol | : permi ssions:
canLogi n") . assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

edu. i nternet2. m ddl eware. grouper.attr. Attribut eDef Name: Attri but eDef Nane[ name=apps: payrol | : per m ssi ons: canLogi n,
uui d=bc135af f beb84c069cf 53a89833c0cca]

gsh 16% payrol | User. get Per mi ssi onRol eDel egat e() . assi gnRol ePer m ssi on(canLogi n);

edu. i nternet2. n ddl eware. grouper.attr.assign. AttributeAssignResult: edu.internet2.niddl eware.grouper.attr.
assign. Attribut eAssi gnResul t @ dd66f d

gsh 17% payr ol | Guest . get Per ni ssi onRol eDel egat e() . assi gnSubj ect Rol ePer m ssi on(canLogi n, subjectl);

edu. i nternet 2. m ddl ewar e. grouper. attr.assign. AttributeAssi gnResul t: edu.internet2.nm ddl eware. grouper.attr.
assign. Attribut eAssi gnResul t @5d155

gsh 18% nenber 0 = Menber Fi nder. fi ndBySubj ect (gr ouper Sessi on, subject0, false);
menber: id="test.subject.0 type=' person' source='jdbc' uuid='"d65c59dac1494a84940c45190dd44f 3e’
gsh 19% nenber1 = Menber Fi nder. fi ndBySubj ect (gr ouper Sessi on, subjectl, false);
menber: id="test.subject.1l type=' person' source='jdbc' uuid="94alf 7bbc08f4c0c962b4c19bldbecbe’



//subject0 and subjectl both have the perm ssion

gsh 20% perm ssions = G ouper DACFact ory. get Factory(). get Perm ssi onEntry().fi ndByMenber | d(nenber 0. get Uui d())
edu. i nternet 2. m ddl ewar e. gr ouper . permi ssi ons. Permi ssionEntry: Perm ssionEntry[rol eName=apps: payroll:roles
payrol | User, at t ri but eDef NameNanme=apps: payrol | : per m ssi ons: canLogi n, acti on=assi gn, sour cel d=j dbc, subj ect | d=t est .
subj ect. 0, i rm_nmen¥true, i m per n¥t rue, mem dept h=0, r ol e_dept h=0, acti on_dept h=0, at t r Def _dept h=0, per m t ype=r ol €]
gsh 21% per ni ssi ons. si ze()

1

gsh 22% permi ssions.iterator().next().getAttributeDef NaneNanme()

apps: payrol | : perm ssi ons: canLogi n

gsh 23% permi ssions = G ouper DACFact ory. get Factory(). get Perm ssi onEntry().fi ndByMenber | d(nenber 1. get Uui d())
edu. i nternet 2. m ddl ewar e. gr ouper . permi ssi ons. Permi ssi onEntry: Perm ssionEntry[rol eName=apps: payroll:roles
payrol | Guest, attri but eDef NaneNane=apps: payrol | : perni ssi ons: canLogi n, acti on=assi gn, sour cel d=j dbc, subj ect | d=t est
subj ect. 1, i nm nen¥true, i nm pern¥true, mem dept h=0, rol e_dept h=-1, acti on_dept h=0, at t r Def _dept h=0

perm t ype=rol e_subj ect]

gsh 24% perni ssions. si ze()

1

gsh 25% permi ssions.iterator().next().getAttributeDef NaneNane()

apps: payrol | : perm ssions: canLogin

/lconfigure the rule
gsh 26% Rul eApi . per mi ssi onFol der | nt ersecti on(Subj ect Fi nder. fi ndRoot Subj ect (), perm ssionDef, itEnployee, Stem
Scope. SUB)

gsh 27% gr oupPr ogr anmer s. addMenber (subj ect 0, fal se);
gsh 28% gr oupSysadni ns. addMenber (subj ect 0, fal se)
true

gsh 29% gr oupPr ogr anmer s. addMenber (subj ect 1, fal se)
true

gsh 30% gr oupSysadni ns. addMenber (subj ect 1, fal se);
true

gsh 31% gr oupPr ogr ammer s. addMenber (subj ect 2, fal se)
true

gsh 32% gr oupSysadni ns. addMenber (subj ect 2, fal se)
true

/1if subject2 is rempved, nothing should happen (subject2 didnt have perni ssions)
gsh 33% gr oupProgr anmer s. del et eMenber (subj ect 2) ;
gsh 34% groupSysadni ns. del et eMenber (subj ect 2) ;

/Il renmove subjectO0 fromone group, should still have perm ssions

gsh 35% gr oupProgranmer s. del et eMenber (subj ect 0) ;

gsh 36% G ouper DACFact ory. get Fact ory(). get Perm ssi onEntry().fi ndByMenber| d(menber 0. get Uui d()). si ze()
1

/Irenmove fromthe other org group, and the perm ssions should be gone, should not be in the role anynore
gsh 37% groupSysadnmi ns. del et eMenber (subj ect 0) ;

gsh 38% Grouper DACFact ory. get Fact ory(). get Perm ssi onEntry().fi ndByMenber| d(menber 0. get Uui d()) . si ze()

0

//subjectl still have perm ssion

gsh 39% permi ssions = G ouper DACFact ory. get Factory() . get Perm ssi onEntry().fi ndByMenber| d(nenber 1. get Uui d())
edu. i nternet2. nm ddl ewar e. gr ouper . perm ssi ons. Perm ssionEntry: Perm ssionEntry[rol eName=apps: payroll:roles
payrol | Guest, attri but eDef NaneNane=apps: payrol | : perm ssi ons: canLogi n, acti on=assi gn, sour cel d=j dbc, subj ect | d=t est
subj ect. 1, i nm nmen¥true, i mm pern¥true, mem dept h=0, rol e_dept h=-1, acti on_dept h=0, at t r Def _dept h=0

perm t ype=rol e_subj ect]

gsh 40% permi ssi ons. si ze()

1

gsh 41% permissions.iterator().next().getAttributeDef NaneNane()

apps: payrol | : perni ssions: canLogi n

//renove subjectl fromone org, should still have perm ssion

gsh 42% groupSysadni ns. del et eMenber (subj ect 1)

gsh 43% Grouper DACFact ory. get Fact ory(). get Perm ssi onEntry().fi ndByMenber | d(menber 1. get Uui d()). si ze()
1

/lrenmove fromother and | oses perm ssion

gsh 44% gr oupPr ogr anmer s. del et eMenber (subj ect 1)

gsh 45% payr ol | Guest . hasMenber (subj ect 1)

true

gsh 46% permi ssions = G ouper DACFact ory. get Factory(). get Perm ssionEntry().findByMenber| d(nenber 1. get Uui d())



gsh 47% permi ssions. si ze()
0

GSH daemon test case

Run the above GSH commands, then continue below:

gsh 48% payrol | User . addMenber (subj ect 0, fal se)

true

gsh 49% payr ol | Cuest . get Per ni ssi onRol eDel egat e() . assi gnSubj ect Rol ePer mi ssi on(canLogi n, subj ect 1)

edu. i nternet2. m ddl eware. grouper. attr.assign. Attri buteAssi gnResult: edu.internet2. niddl eware. grouper.attr
assign. Attribut eAssi gnResul t @92a88

gsh 50% payrol | User . addMenber (subj ect 2, fal se)

true

gsh 51% subj ect 3 = Subj ect Fi nder. fi ndByl dAndSour ce("test. subject. 3", "jdbc", true)

subj ect: id='"test.subject.3 type= person' source='jdbc' nane='ny nane is test.subject.3

gsh 52% payr ol | Guest . addMenber (subj ect 3, fal se)

true

gsh 53% payr ol | Guest . get Per mi ssi onRol eDel egat e() . assi gnSubj ect Rol ePer mi ssi on(canLogi n, subj ect 3)

edu. internet2. m ddl eware. grouper.attr.assign. AttributeAssignResul t: edu.internet2.m ddl eware. grouper.attr.
assign. AttributeAssi gnResul t @Ld6e77

gsh 54% gr oupPr ogr anmer s. addMenber (subj ect 2, fal se)

true

gsh 55% gr oupPr ogr ammer s. addMenber (subj ect 3, fal se)

true

gsh 56% status = G ouper Loader.runOnceByJobNane(grouper Sessi on, G ouper Loader Type. GROUPER_RULES)

| oader ran successfully: Ran rul es daenon, changed 0 records

gsh 57% perm ssions = G ouper DACFact ory. get Factory(). get Perm ssi onEntry().fi ndByMenber | d(nenber 0. get Uui d())
gsh 58% perni ssions. si ze()

0
gsh 59% payrol | User . hasMenber ( subj ect 0)
fal se

gsh 60% perm ssions = G ouper DACFact ory. get Factory(). get Perm ssi onEntry().fi ndByMenber | d(nenber 1. get Uui d())
gsh 61% perni ssions. size()

0

gsh 62% payrol | Guest . hasMenber (subj ect 1)

true

gsh 65% nenber2 = Menber Fi nder. fi ndBySubj ect (grouper Sessi on, subject2, false);

menber: id="test.subject.2' type=' person' source='jdbc' uuid="2ccf68d9fe4241888822bela0546c8e5

gsh 66% nenber 3 = Menber Fi nder. fi ndBySubj ect (gr ouper Sessi on, subject3, false)

menber: id="test.subject.3 type=' person' source='jdbc' uuid="efcecl8lc7e34907abaf abbalfall43f

gsh 67% permi ssions = G ouper DACFact ory. get Factory() . get Perm ssionEntry().findByMenber| d(nenber 2. get Uui d())
edu. i nternet 2. m ddl ewar e. gr ouper . per m ssi ons. Permi ssi onEntry: Perm ssi onEntry[rol eNanme=apps: payroll:roles
payrol | User, attri but eDef NameName=apps: payrol | : per mi ssi ons: canLogi n, acti on=assi gn, sour cel d=j dbc, subj ect| d=t est.
subj ect. 2, i mrm_nmen¥true, i mm_per n¥true, mem dept h=0, r ol e_dept h=0, acti on_dept h=0, at t r Def _dept h=0, per m_t ype=r ol €]
gsh 68% perni ssions. si ze()

1

gsh 69% permi ssions.iterator().next().getAttributeDef NaneNane()

apps: payrol | : perm ssions: canLogi n

gsh 70% payrol | User . hasMenber ( subj ect 2)

true

gsh 71% perm ssions = G ouper DACFact ory. get Factory() . get Perm ssi onEntry().fi ndByMenber | d(nenber 3. get Uui d())
edu. i nternet2. m ddl ewar e. gr ouper . perm ssi ons. Perm ssi onEntry: Perm ssionEntry[rol eName=apps: payroll:roles
payrol | Guest, attri but eDef NaneNane=apps: payrol | : pernmi ssi ons: canLogi n, acti on=assi gn, sour cel d=j dbc, subj ect | d=t est
subj ect. 3, i nrm_nen¥true, i mm per n¥t r ue, mem dept h=0, r ol e_dept h=-1, acti on_dept h=0, at t r Def _dept h=0

per m t ype=r ol e_subj ect]

gsh 72% permi ssi ons. si ze()

1

gsh 73% pernissions.iterator().next().getAttributeDef NaneNane()

apps: payrol | : perm ssions: canLogi n

gsh 74% payr ol | Guest . hasMenber (subj ect 3)

true

gsh 75%

sdaf
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