Grouper configuration in Ul read-mode
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You can see configuration in the Ul in 2.4.0 patches: grouper_v2_4_0_api_patch_66, grouper_v2_4_0_ui_patch_39, grouper_v2_4_0_ws_patch_7
This shows where configuration comes from and metadata about configuration.

You must be a sysadmin to view/edit

Quick start

Note: this requires all config files to be in the Ul. So before importing, make sure the Ul (and WS and loader) has a grouper-ws.properties and a grouper-
loader.properties and grouper-ui.properties. Note those files can be blank.

configuration in grouper-ui-ng.base.properties

## Configuration in ui
IR R

# allow configuration from ui
# {val ueType: "bool ean", required: true}
grouper Ui . confi guration. enabl ed=true

# allow configuration only fromthese IP ranges, e.g. 1.2.3.4/32 or 2.3.4.5/24, commu separated, |eave blank if
avai | abl e from everywhere

# {val ueType: "string", nmultiple: true}

grouper Ui . configurationEditor. sourcel pAddresses = 127.0.0. 1/ 32

# if the source IP is set by apache or proxy or whatever

# {val ueType: "string", sanpleValue: "X- FORWARDED- FOR"}
grouper Ui . rever seProxyFor war dedFor Header =

GSH example:

new edu. i nternet2. m ddl eware. grouper. cfg. dbConfi g. G ouper DbConfi g().confi gFi | eNane(" grouper-ui.properties").
propertyNane("grouper U . configurationEditor. sourcel pAddresses").value("1.2.3.4/32").store();

You can:

1. Disable Ul configuration
2. Open up the source IP address to let a non localhost IP address
3. List a reverse proxy header where IP address is retrieve from in the incoming HTTP request, e.g. X-FORWARDED-FOR

Note: you can set this in the database via GSH. See the GrouperShell wiki for more info

Debug source IP address configuration in log4j.properties
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Viewing configuration
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Configure

Configure Grouper settings. Changes take a couple minutes to propagate to all JVIMs connected to this database.

Config file v

I - -
grouper.cache.properties
grouper.client. properties
grouper-loader. properties
grouper.properties
grouper-ui.properties
grouper-ws.properties
subject properties




loader.ldap.requireTopStemAs StemFromConfigGroup
Type- baolean (irue or false)

loader.ldap.defaultGroupFolder
Type: text

loader.ldap.resultsTransformationDelimitedValueExampleDelimiter
Type: text

loader.allowStemDisplayNameChangesUnderStems
Type: folder , multiple comma separated values

loader.allowBlankGroupDescriptions
Type: boolesn (true or false)

loader.fixincludeExcludes
Type: boolean (true or false)

loader.deleteGroupsNolLongerin Source
Type: boolean (true or false)

Auditing lifetimes

Property name

loader.retain.db.audit_entry_no_logged_in_user.days
Type integer

loader.retain.db.audit_entry.days
Type: integer

loader.retain.db.point_in_time_deleted_objects.days
Type: integer

loader.retain.db.folder.courses.days
Type: integer

Features

Property name from property file

true
by default the top folder for an ldap group of groups is the foider where the config group lives. set to false if you want to
be able to provision groups to anywhers

groups:
if you dont specify a groupNameExpression, aroups will bs loaded into this folder if this property doesnt exist, it will be
groups: if it is blank, then thers is no top level folder &.g. loadergroups

Delimiter used in the example
edu.internet2 middleware.grouper.app.loader Idap.LdapResults TransformationDelimited"/alueExample

Comma separated list of stems under which the display name changes in stems are allowed. eg;
Ioader allowStemDisplayNameChangesUnder Stems=school:coursesienglish, school-faculty

false
If 2 job creates or updates = group. and the job parameters do not compute & description, true if a blank description is
sllowed. If false, the description will be set to “{groupExtension} auto-treated by arouperLoader”

false
fix include excludes on each run

false
potentially delete groups that ars no longer in the sourte systsm

Value

1825

number of days to retain db rows in grouper_audit_entry with no logged in user (loader, gsh, etc). -1 is forever. suggested
i 365 or five years: 1825. Default is -1 audit entries with no legged in user aren't really all that useful. There is point in
fime data el So removing thess shouldn't be  big deal

3650

number of days ta retain db rows in groupsr_audit_sntry -1 is forsver. suggssted is -1 or ten years: 3650 Some think its
ok to remove all audit entries over 10 (or X) years, but will default this to never since even at large institutions there aren't
that many records These ars sudits for things peopls do on the Ul or WS genarally (as a diffsrent o rscords with no
logged in user)

365

number of days to retain db rows for point in time deleted objects. -1 is forever. suggested is 365 or five years: 1825.
Default is -1 After you delete an object in grouper. it is still in point in time. So if you want to know who was in a group 2
year ago, you need this infe However, after some time it might be ok to let it go. So the default is 5 years

1825

Sample value: 1325

number of days afier a subfolder (direcily in & parent folder) is created that it will be obliterated (deleted) and point in time
will be deleted too. "courses” or "anotherLabel” are variables you make up in these examples This is optional. You can
automatically obliterate folders “directly in & parent folder* that are & certsin age okd e.g. courses. so you could delete 8
term of courses 4 years old if you like. Note, make sure the loader isn't going to recreate or you will get chum Note this
can also delete the point in time data s wel

grouper-loader base properties

grouper-loader base properties

grouper-loader.base.properties

grouper-loader.base.properties

grouper-loader.base . properties

grouper-loader base properties

grouper-loader base properties

Configured in

grouper-loader properties
Default value: -1

grouper-loader properfies
Default value: -1

grouper-loader.properties
Default value: -1

grouper-loader.properties

Qroups:. ITiT I Mank, nen mers 12 no

loader.ldap.resultsTransformationDelimitedValueExampleDelimiter -
Type: text Delimiter used in the example
edu.internet2. middlewars_ grouper.a)

loader.allow StemDisplayNameChangesUnderStems

Type of value

loader.fixincludeExcludes false

Type: boolean (true or falze) fix include excludes on each run

loader.deleteGroupsNoLongerinSource false

Current processed (if script) value:



Value

1825
number of days tor

g db rows in grouper_audit_entry with no logg
ig 365 or five years: 1825. Default is -1 audit entries with no logged in
time data still. S0 removing these shouldn't be a big deal

Documentation of configuration property

number of days to retain db rows in grglper_audit_entry. -1 ig forever. s

ok o remove all audit entries over f (or &) years, but will default this to
that many records. These gre ayfts for things people do on the Ul or W

logged in user)

365

number of days fo retain db rows for point in time deleted objeciz. -1i5f
Default is -1 After you delete an object in grouper, it iz still in point in time
year ago, you need this info Howewver, after some time it might be ok to |

1825

[ R [P R L

Where the configuration is set (which config file or in database). Also note the default value set in the "base" config file, or configuration metadata



ected to this database.

2 configuration is read from grouper-loader.base properties {which should not be edited), and the grouper-loader.properties overlays the base
lied to the grouper.properties

Value Configured in

classpath:grouper-loader.base.properties, classpath:grouper-loader.properties, database:grouper grouper-loader.base. properties
comma separated config files that ovemride each other (files on the right override the left) each should start with file: or
classpath: e.g. classpath:grouper-loader. example_properies, file:c:isomething/myc onfig. properties

59 database

seconds between checking to see if the config files are updated Default value: 60

Value Configured in

true grouper-loader.base. properties

auto-add grouper loader types and attributes when grouper starts up if they are not there

Mask passwords unless it is a password file, then list the file location

XMPP notifications

{(note, uncomment the consumer class and cron above) this will get grouper ws getMembers rest lite xmp: http:/anonsvn.internet? edu/cgi-binfviewve .«
wsidoc/samples/getiMembers/WsSampleGetMembersRestLite_xml txt?view=log

Property name Value

xmpp.server.host jabber.school.edu

Type: text general xmpp configuration

xmpp.server.port 5223

Type: integer xmpp port

mpp.user usemame

Type: text XMpp usemame

Xxmpp.pass

Type: pazsword note, pass can be in an external file with morphstring
Xxmpp.resource grouperServer

Type: text XMPP resource



Changes in config file location

The grouper-ui.base.properties and grouper-ws.base.properties have been moved to the API from the Ul and WS. The new names are grouper-ui-ng.
base.properties, and grouper-ws-ng.base.properties.

TODO

If another file overrides the database, and the property is in that file, give message to user that their edit wont matter
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