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WS-Security with Rampart

Overview

WS-Security which is now part of the Axis2 framework, is implemented by the WSS4J library. Rampart is an Axis2 module that implements WS-Security
functionality and can easily be added to a base Axis installation. The Apache Rampart distribution can be downloaded at http://ws.apache.org/axis2
/download/1_3/download.cgi

WS-Security supports 4 different actions: Timestamping, Authentication, Encryption and Signature. At the moment, we have only worked with
Authentication. Authentication is based on a UsernameToken, and consists of a username and password.

Rampart can be configured via a parameter based approach or a policy based approach. However, the parameter based approach doesn't allow for much
flexibility and most of the parameters have to be hardcoded on the client side. This doesn't allow parameters to be set at runtime. The policy based
approach on the other hand, does enable configuration at runtime. As such, much of our work is based on the policy based configuration and this page
reflects that.

Installation

Axis2 needs to be properly installed and configured and this can be checked at the Axis installation home page (http://localhost:8080/axis2/) under the
Validate link. The AXIS2_HOME environment variable also has to point to the directory where the Axis2 distribution is installed.

The next step is to install the Rampart module. Copy rampart-1.1.mar and addressing-1.1.mar files that are part of the rampart distro download to the LO
CAL_TOMCAT_INSTALLATION/webapps/axis2/WEB-INF/modules directory. Also copy the jar files in /rampart-1.3/lib to LOCAL_TOMCAT_INSTALLA
TION/webapps/axis2/WEB-INF/lib and restart the Axis2 web app. Rampart should now be listed on the Axis2 admin page (http://localhost:8080/axis2
/axis2-admin/login, default username is ‘admin’ with password 'axis2') under Available Modules.

Engaging Rampart at the service

Rampart has to be engaged on both the service and client side. What this really means is that the rampart-1.3.mar and addressing-1.1.mar files have to
be added to both the service and client installations. A simple EchoService is used to illiustrate the service side of Rampart. The contents of EchoService.
aar is as given below:

+ META- I NF
- services. xm
+ org
+ apache
+ ranpart
+ echo
- EchoService. cl ass
- PWHandl er Ser ver. cl ass

PWHandlerServer is the callback class. In a real situation, this class might access an LDAP directory or use other methods for associating a username
with a password. However, since this is a proof-of-concept, a simple callback class that returns arbitrary values is used instead.

The service expects the username and password to be sent as input from the client, which the service then validates:
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package org. apache. ranpart. echo;
import java.io.|CException;

i mport javax.security.auth. call back. Cal | back;
i mport javax.security.auth.call back. Cal | backHandl er;
i mport javax.security.auth. call back. UnsupportedCal | backExcepti on;

i nport org.apache. ws. security. WsPasswor dCal | back;
public class PWHandl er Server inplenents Cal | backHandl er {

/1 the usernane and password we expect incomng W5 calls to use
private String user = "sanjay";
private String pwd = "wspwd";

public void handle (Cal | back[] callbacks) throws | OException, UnsupportedCallbackException {
for (int i =0; i < callbacks.length; i++) {
if (callbacks[i] instanceof WSPasswordCal |l back) {
WBPasswor dCal | back pc = (WSPasswor dCal | back) cal | backs[i];
Systemout.println("identifier: "+pc.getldentifer()+", usage: "+pc.getUsage());

if (pc.getUsage() == WBPasswor dCal | back. USERNAME_TOKEN) {
/1 for passwords sent in digest nbde we need to provide the password,

/| because the original one can't be un-digested fromthe nmessage

/1 we can throw either of the two Exception types if authentication

fails
if (! user.equals(pc.getldentifer()))
throw new | CException("unknown user: "+pc.getldentifer());
/1 this will throw an exception if the passwords don't match
pc. set Passwor d( pwd) ;
} else if (pc.getUsage() == WSPasswor dCal | back. USERNAVE_TOKEN_UNKNOWN) {
/1 for passwords sent in cleartext nbde we can conpare passwords
directly
if (! user.equals(pc.getldentifer()))
t hrow new | OExcepti on("unknown user: "+pc.getldentifer());
/1 we can throw either of the two Exception types if authentication
fails

if (! pwd. equal s(pc. get Password()))
t hrow new | OException("password incorrect for user: "+pc.
getldentifer());
}
} else {
t hrow new UnsupportedCal | backException(cal | backs[i], "Unrecognized Cal | back");
}

The contents of services.xml is as follows:



<servi ce name="Secur eG ouper Servi ce" scope="application" target Namespace="http://webservi cesSecurity.grouper.
m ddl ewar e. i nternet 2. edu/ ">
<descri ption>
Secure Grouper Service
</ descri ption>
<messageRecei ver s>
<nessageRecei ver nep="http://ww. w3. or g/ 2004/ 08/ wsdl /i n-onl y"
cl ass="org. apache. axi s2. rpc. recei vers. RPCl nOnl yMessageRecei ver"/ >
<nessageRecei ver nep="http://ww. w3. or g/ 2004/ 08/ wsdl /i n- out "
cl ass="org. apache. axi s2. rpc. recei vers. RPCMessageRecei ver"/ >
</ messageRecei ver s>
<schenma schemaNanespace="http://webservi cesSecurity. grouper. n ddl eware.internet2. edu/ xsd"/>
<par anet er nane="Servi ceCl ass">edu. i nt ernet 2. m ddl ewar e. gr ouper . webser vi cesSecuri ty. Secur eG ouper W<
/ par amet er >

<nmodul e ref="ranpart" />
<nodul e ref="addressing" />

<wsp: Policy wsu:ld="UTOver Transport"” xm ns:wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd"
xm ns: wsp="http://schemas. xnm soap. or g/ ws/ 2004/ 09/ pol i cy" >
<wsp: Exact | yOne>
<wsp: Al l >
<sp: Transport Bi ndi ng xm ns: sp="http://schemas. xm soap. or g/ ws/ 2005/ 07/ securi typolicy">
<wsp: Pol i cy>
<sp: Tr ansport Token>
<wsp: Pol i cy>
<sp: Htt psToken RequireCientCertificate="false"/>
</ wsp: Poli cy>
</ sp: Transport Token>
<sp: Al gorithnBuite>
<wsp: Pol i cy>
<sp: Basi c256/ >
</ wsp: Pol i cy>
</ sp: Al gorithnBuite>
<sp: Layout >
<wsp: Pol i cy>
<sp: Lax/>
</wsp: Policy>
</ sp: Layout >
<sp: I ncl udeTi mest anp/ >
</ wsp: Pol i cy>
</ sp: Transport Bi ndi ng>
<sp: Si gnedSupportingTokens xm ns: sp="http://schemas. xm soap. or g/ ws/ 2005/ 07
/securitypolicy">
<wsp: Pol i cy>
<sp: User nanmeToken sp: | ncl udeToken="htt p://schenas. xm soap. or g/ ws/ 2005/ 07
/securitypolicy/lncludeToken/ Al waysToReci pi ent" />
</ wsp: Pol i cy>
</ sp: Si gnedSupporti ngTokens>

<ranp: Ranpart Config xm ns: ranmp="http://ws. apache. org/ ranpart/policy">
<r anp: passwor dCal | backCl ass>pr oxy. PWHandl er Ser ver </ r anp: passwor dCal | backC ass>
</ ranp: Ranpart Confi g>

</wsp: Al l >
</ wsp: Exact | yOne>

</ wsp: Pol i cy>

</ service>

The significant part in the above services.xml file is:

<ranp: Ranpart Confi g xm ns:ranmp="http://ws. apache. org/ranpart/policy">
<r anp: passwor dCal | backCl ass>pr oxy. PWHandl er Ser ver </ r anp: passwor dCal | backC ass>
</ ranp: Ranpart Confi g>



The <passwordCallbackClass> element is used to obtain the CallBackHandler implementation to access the password of the user to perform
authentication. This allows us to check the internal user store of the service to find the given user and to set the user's password in the org.apache.ws.
security.WSPasswordCallback instance, which is then passed into the handle() method of the CallbackHandler implementation.

Engaging Rampart at the client

The first step to securing Rampart on the client side is to add rampart-1.3.mar and addressing-1.3.mar to the client installation. To do this, a new directory,
<CLIENT_HOME>/modules is created. rampart-1.3.mar and addressing-1.3.mar should then be copied over to this directory. A second directory, <CLIE
NT_HOME>/conf should then be created and should contain policy.xml as shown below:

<wsp: Pol i cy wsu:ld="UTOver Transport"” xm ns:wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd"
xm ns: wsp="http://schenas. xm soap. or g/ ws/ 2004/ 09/ pol i cy" >
<wsp: Exact | yOne>
<wsp: Al I >
<sp: Transport Bi ndi ng xm ns: sp="http://schemas. xm soap. or g/ ws/ 2005/ 07/ securi typolicy">
<wsp: Pol i cy>
<sp: Transport Token>
<wsp: Pol i cy>
<sp: Htt psToken RequireCientCertificate="false"/>
</wsp: Policy>
</ sp: Transport Token>
<sp: Al gori thnBui t e>
<wsp: Pol i cy>
<sp: Basi c256/ >
</wsp: Policy>
</ sp: Al gorithnBuite>
<sp: Layout >
<wsp: Pol i cy>
<sp: Lax/ >
</ wsp: Pol i cy>
</ sp: Layout >
<sp: I ncl udeTi mest anp/ >
</wsp: Policy>
</ sp: Transport Bi ndi ng>
<sp: Si gnedSuppor tingTokens xm ns:sp="http://schemas. xm soap. or g/ ws/ 2005/ 07/ securitypolicy">
<wsp: Pol i cy>
<sp: User nanmeToken sp: | ncl udeToken="htt p://schemas. xm soap. or g/ ws/ 2005/ 07
/securitypolicy/lncludeToken/ Al waysToReci pi ent" />
</ wsp: Pol i cy>
</ sp: Si gnedSupporti ngTokens>

<ranp: Ranpart Confi g xm ns: ranp="http://ws. apache. org/ ranpart/policy">

<r anp: user >sanj ay</r anp: user >

<ranp: passwor dCal | backd ass>pol i cy. PWHandl er d i ent </ r anp: passwor dCal | backd ass>
</ ranp: Ranpart Confi g>

</wsp: Al | >
</ wsp: Exact | yOne>
</ wsp: Pol i cy>

The significant part of the policy.xml above is:

<ranp: Ranpart Config xm ns: ranp="http://ws. apache. org/ ranpart/policy">

<r anp: user >sanj ay</ r anp: user >

<r anp: passwor dCal | backC ass>pol i cy. PWHandl er C i ent </ r anp: passwor dCal | backC ass>
</ ranp: Ranpart Confi g>

The above code indicates that PWHandlerClient.class is the callback handler class. <ramp:user> is not used when <ramp:passwordCallbackClass> is
employed. So the PWHandlerClient will always overide any value in <ramp:user>. Basically this means that the client passes on the username/password
information found in PWHandlerClient.class to the service. It also specifies that a UsernameToken should be added to the SOAP header.In the case
where the UsernameToken is to be added to the SOAP header the value should be UsernameToken. Furthermore, it tells Axis which username to use,
and which class will supply the password that goes along with this username. The callback class on the client side is given below. In this instance, the
client makes a request, which the callback class then finds and "fills in" the password as shown below. This client callback class should be in the same
classpath as the proxy client.



i nport org.apache. ws. security. WsPasswor dCal | back;

i mport javax.security.auth. call back. Cal | back;
i nport javax.security.auth. call back. Cal | backHandl er;
i mport javax.security.auth. callback. UnsupportedCal | backExcepti on;

import java.io.|CException;
public class PWHandl erClient inplenents Call backHandl er {
public void handl e (Callback[] callbacks) throws |OException, UnsupportedCallbackException {

for (int i =0; i < callbacks.length; i++) {
WePasswor dCal | back pwcb = (WSPasswor dCal | back) cal | backs[i];
String id = pwch. getldentifer();
if ("sanjay".equals(id)) {
pwch. set Passwor d( " wspwd") ;

}

So in brief, the configuration on the client side should be as follows:

+ranpart
+conf
- policy.xm
+nmodul es
- ranpart-1.3. mar
- addressing-1.3. nar

The callback class

This section briefly explains about the usage of callback classes in Rampart. In the sample EchoService, there are 2 callback classes, PWHandlerServer
and PWHandlerClient. The PWHandlerServer is found on the service side while PWHandlerClient is deployed on the client side. Both these classes can be
grouped into one class but it would make more sense to have them separate.

Rampart implements the java.auth.CallbackHandler interface to set/retrieve the username/password of a particular user. This class might access an LDAP
directory or use other methods for associating a username with a password, but thus far we have a simple callback class that returns arbitrary values as a
proof-of-concept. The callback class keeps the actual service and authentication method separate. The service doesn't need to know how the user was
authenticated. The callback class implements the authentication method and it is upto the developer to implement this class. This is a light-weight
intergration and as such, very little code needs to be integrated into the Grouper Web Service.

From the client point of view, the callback class is used to find and "fill in" the password:

if (callbacks[i] instanceof WSPasswordCal |l back) {
WSPasswor dCal | back pc = (WSPasswor dCal | back) cal | backs[i];

I ogl nfo(pc);

/1 W need the password to fill in, so the usage code nust
/1 match the WSPasswor dCal | back. USERNAME_TOKEN val ue

Il i.e "2"

if (pc.getUsage() != WBPasswordCal | back. USERNAME_TOKEN) {
t hrow new UnsupportedCal | backExcepti on(cal | backs[i],

"Usage code was not USERNAME_TOKEN - val ue was " + pc.getUsage());

}

/] Get the usernanme that was sent

String username = pc.getldentifer();

/1 Now find the password fromthe user store, and set it

String password = findPassword(usernane);

pc. set Passwor d( passwor d) ;

} else {

t hrow new Unsupport edCal | backException(cal | backs[i],

"Unrecogni zed Cal | back");

The significant part of the above code is:



String username = pc.getldentifer();

/1 Now find the password fromthe user store, and set it
String password = findPassword(usernane);
pc. set Passwor d( password) ;

In a real situation, this class might access an LDAP directory or use other methods for associating a username with a password.

From the service point of view, the service expects a username and password, which it then validates:

if (callbacks[i] instanceof WSPasswordCal | back) {
WSPasswor dCal | back pc = (WSPasswor dCal | back) cal | backs[i];
I ogl nfo(pc);
/1 W are doing authentication only, so the usage code nust
/1 match the WSPasswor dCal | back. USERNAME_TOKEN _UNKNOWN val ue

/1l i.e. "5"
if (pc.getUsage() !=WsPasswordCal | back. USERNAME_TOKEN_UNKNOWN) {
t hrow new UnsupportedCal | backException(cal | backs[i],
"Usage code was not USERNAME TOKEN UNKNOWN - val ue was "+ pc. getUsage());
}
/'l Get the username and password that were sent
String username = pc.getldentifer();
String password = pc.getPassword();
/1 Now pass themto your authentication nechanism
aut hent i cat e(usernane, password);
/1 throws WSSecurityException. FAI LED AUTHENTI CATION on failure
} else {
t hrow new Unsupport edCal | backException(cal | backs[i],
"Unrecogni zed Cal | back");

In the above code, the username and password is validated against an authentication mechanism. However, since this is a proof-of-concept scenario,
simple callback classes that return arbitrary values are used instead.

Invoking the service with a client

A service call can be made using the client below:



i nport org. apache. axi om om OVAbst ract Fact ory;

i mport org. apache. axi om om OVEl enent ;

i mport org.apache. axi om om OVFact ory;

i nport org. apache. axi om om OWNanespace;

i mport org.apache. axi omom i npl . bui |l der. St AXOVBui | der ;
i nport org. apache. axi s2. addr essi ng. Endpoi nt Ref er ence,;
i mport org.apache. axi s2.client.Options;

i mport org.apache. axi s2.client. ServiceCient;

i nport org. apache. axi s2. cont ext. Confi gur ati onCont ext ;

i mport org.apache. axi s2. cont ext. Confi gur ati onCont ext Fact ory;
i mport org.apache. neet hi. Policy;

i nport org. apache. neet hi. Pol i cyEngi ne;

i mport org.apache. ranpart. Ranpart MessageDat a;

i mport javax.xmnl . nanmespace. QNane;

public class dient {
private static Endpoi nt Ref erence target EPR =
new Endpoi nt Ref erence(
"http://local host: 8080/ axi s2/ servi ces/ Pol i cyEchoServi ce");

private static String confPath = "C: \\ranpart\\policy";

public static void main(String[] args) throws Exception {

ConfigurationContext ctx =
Confi gur ati onCont ext Factory.
creat eConfi gurati onCont ext FronFi | eSysten(confPath, null);

ServiceCient client = new ServiceCient(ctx, null);

Options options = new Options();

options. set Action("urn:echo");

options. set To(target EPR);

options. set Property(Ranpart MessageDat a. KEY_RAMPART_PCLI CY, | oadPolicy( confPath + "/conf/policy.xm"));
//this usernane is authenticated agai nst the PWHandl erdient class

options. set User Nane("sanj ay");

client.setOptions(options);

cl i ent.engageMdul e("addressing");
client.engageMdul e("ranpart");

OMVEl enent result = client.sendRecei ve(getPayload("Hello Wrld"));

String response = result.getFirstEl enent().getText();
System out. println(response);

}

private static Policy |oadPolicy(String xnl Path) throws Exception {
St AXOMBUI | der buil der = new St AXOMBuUI | der ( xml Pat h) ;
return PolicyEngine. getPolicy(buil der.get Docurment El enent ());

}

private static OVEl enent getPayl oad() {
OWFactory factory = OMAbstract Factory. get OMFactory();
OWanespace ns = factory. creat eOWanespace("http://policy.ranpart.apache.org","nsl");
OMEl enent el em = factory. creat eOVEl enent ("echo", ns);
OMVEl enent chil dEl em = factory. creat eOVEl enent (" paranD”, null);
chi | dEl em set Text (val ue);
el em addChi | d(chi | dEl em) ;

return elem

The key to the whole process is:



ConfigurationContext ctx =
Conf i gur ati onCont ext Factory.
creat eConfi gurati onCont ext FronFi | eSyst em(confPath, null);

When calling the above method, you need to make sure you pass the correct repository path and a proper policy.xml The path to the repository has to
have a sub directory called modules (which contains the rampart and addressing modules).

The username is set at client level and is then authenticated against the PWHandlerClient class (whereby the password is set to "wspwd"):

options. set User Nanme("sanj ay");

Engaging Rampart with Grouper

To engage Rampart with Grouper, the contents of /rampart-1.3/lib has to be copied to *local_grouper_installation/grouper-ui-1.2.0/webapp/WEB-INF
Nib*. rampart-1.3.mar and addressing-1.3.mar also has to be copied to *local_grouper_installation/grouper-ui-1.2.0/webapp/WEB-INF/modules*. The
rest of the installation is similiar to example EchoService.

The code snippet below shows how a simple GrouperService that adds users to a group can obtain UsernameToken information at the service level:

inport java.util.Set;
import java.util.Vector;

import edu.internet2.m ddl eware.grouper.*; // Inport G ouper API
import edu.internet2.mddl eware.subject.*; // Inport Subject API

i mport org.apache. axi s2. cont ext. MessageCont ext ;

inport org.apache. commons. | oggi ng. *; /'l For 1o0gging
i nport org.apache. ws. security. WsConst ant s;

i mport org.apache. ws. security. WsSecurityEngi neResul t;

i mport org.apache. ws. security. WsUser nanmeTokenPri nci pal ;

i mport org.apache. ws. security. handl er. WsHandl er Const ant s;

i mport org.apache. ws. security. handl er. WsHandl er Resul t ;

public class SecureG ouperWs {

public static String getAuth() {
String user=null;
String password=nul | ;

MessageCont ext nmsgCt x = MessageCont ext . get Current MessageCont ext () ;
Vector results = null;
if ((results = (Vector) msgCtx
. get Property(WsHandl er Const ant s. RECV_RESULTS)) == null) {
Systemout.printin("No security results!!");
t hrow new Runti neException("No security results!!");

} else {
Systemout. println("Nunber of results: " + results.size());
for (int i =0; i <results.size(); i++) {

WBHandl er Result rResult = (WBHandl erResult) results.get(i);
Vect or wsSecEngi neResults = rResult.getResults();

for (int j = 0; j < wsSecEngi neResults.size(); j++) {
WSSecuri t yEngi neResult wser = (WBSecurityEngi neResult) wsSecEngi neResults.get(j);
if (wser.getAction() == WsConstants. UT
&& wser.getPrincipal () !'= null) {

// Extract the principal
WSUser nameTokenPri nci pal princi pal = (WSUser nameTokenPri nci pal ) wser. get Princi pal ();

/| Get user/pass
user = principal.getName();
password = principal . get Password();



return user,

}

}/1 end of getAuth
public String addUser ToG oup(String grouplD, String userlD){

//declaring variables required for nethod
Stem ncl =nul | ;

Subj ect subj ect Add=nul I ;

Group group=null;

String subjectlD=null;

try {
subjectI D = get Auth();
Subj ect subj ect = Subj ectFi nder.findByl d(subjectlD);

try {
Grouper Sessi on s = G ouper Sessi on. start (subject);

try {

St em root Stem = St enfFi nder. fi ndRoot St en(s) ;

try {
ncl = StenFinder.findByNane(s, "ncl");

}

catch (StemNot FoundException eNSNF) {
String StenNot Found=eNSNF. get Message() ;
return St enNot Found;

}
if (ncl '=null) {
group = null;
try {
group = G oupFinder. findByName(s, grouplD);
}
catch (G oupNot FoundExcepti on eGNF) {
return (grouplD + " does not exist");
}
try {
subj ect Add = Subj ect Fi nder. findByl d(userlD);
gr oup. addMenber ( subj ect Add) ;
/1 Systemout. println("Added user=" + subjectAdd.getName() + " to
group="+group. get Nane());
}
catch (Menber AddException eMA) {
/1 unable to add nenber
return(userlD + " is already a nenber of " + grouplD);
}
catch (InsufficientPrivilegeException elP) {
/1 Not privileged to add group
return(”"You do not have sufficient privileges for this operation");
}
Y/ lend of if(ncl!=null)
s.stop();

}
catch (Sessi onException eStop) {

/1 Error stopping session
return ("Error stopping G ouper session");
}

}
catch (SessionException eStart) {

/1 Error starting session
return ("Error starting G ouper session");

catch (Subj ect Not FoundExcepti on eSNF) {



/1 No nmatching subject id found
return (subjectID + " was not found");

}
catch (Subj ect Not Uni queException eSNU) {

/1 More than one subject with this subject id was found
return (subjectID + " is not unique");

}

return(userl D + " has been added to " + grouplD);
}/1end of addUser

The results of the security processing can be obtained at any stage of the execution flow. Rampart stores this result in the WSHandlerConstants.
RECV_RESULTS key. The WSHandlerResult vector holds the security processing results of a "Security" header of a specific user.
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