ExamplePortalResponse

Identity Provider Issues <sanl p: Response> to Portal

This is the SOAP response to the Portal with the assertion it will hand off to the Portlet.

<S: Envel ope xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ ">

<S: Header xm ns:wsa="http://ww. w3. or g/ 2005/ 08/ addr essi ng" xm ns: sbf ="urn:liberty:sb" xm ns:sb="urn:liberty:
sbh: 2006- 08" >

<l-- | D WSF defined headers -->
<sbf: Framework version="2.0"/>
<sh: Sender providerlD="https://idp.exanple.edu/idp/shibbol eth"/>

<!-- WB- Addressing headers with routing information -->

<wsa: Messagel D>uui d: 071BCD36- FE77- 470D- 9AA9- 9B5628D0873A</ wsa: Messagel D>
<wsa: Rel at esTo>uui d: ef ef ef ef -aaaa-ffff-cccc-eeeef fffccce</ wsa: Rel at esTo>
<wsa: Action>urn:liberty:ssos: 2006- 08: Response</ wsa: Acti on>

<I-- W5-Security header with tinmestanmp -->

<wsse: Security xm ns:wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-secext-1. 0.
xsd" >
<wsu: Ti mest anp xnl ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.
xsd" >

<wsu: Cr eat ed>2008- 03- 14T17: 25: 30Z</ wsu: Cr eat ed>
</wsu: Ti mest anp>
</ wsse: Security>

</ S: Header >

<S: Body>

<sanl p: Response xm ns: sam p="urn: oasi s: nanes:tc: SAM.: 2. 0: protocol " | D="_e71f al5519729e9e3adea5d02b2e38af "
| NnResponseTo="_a02c7e89e77e4871b84349a9db338374" | ssuel nst ant ="2008- 03- 14T17: 25: 302" Version="2.0">

<sam : I ssuer xm ns:sam ="urn: oasi s: nanes:tc: SAM.: 2. 0: assertion">https://idp. exanpl e. edu/i dp/ shi bbol et h<
/sam : | ssuer>

<saml p: St at us>

<sanl p: St at usCode Val ue="urn: oasi s: nanmes: tc: SAM.: 2. 0: st at us: Success"/ >
</ sanl p: St at us>

<saml : Assertion xnml ns:sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion" Version="2.0"
| D="_682C46C8- 198A- 436C- 9EOF- DBBC155DE415" | ssuel nst ant ="2008- 03- 14T17: 25: 302" >

<sanl : | ssuer>https://idp. exanpl e. edu/ i dp/ shi bbol et h</ sam : | ssuer>
<ds: Signature>...</ds: Signature> <!-- signature elided -->

<sanl : Subj ect >

<I-- the identifier is scoped between the IdP and the Portlet -->

<saml : Nanel D For mat ="ur n: oasi s: nanes: tc: SAM.: 2. 0: nanei d-format: transi ent">
E8042FB4- 4D5B- 48C3- 8E14- 8EDD852790FF

</ sani : Nanel D>

<l-- the first confirmation is for the portal -->
<sam : Subj ect Confirmati on Met hod="urn: oasi s: nanes: tc: SAML: 2. 0: cm bearer">
<sanl : Nanel D For mat ="urn: oasi s: names: tc: SAML: 2. 0: nanei d-format:entity">
https://portal.exanpl e. edu/ shi bbol eth
</ san : Nanel D>
<sanl : Subj ect Confirmati onData Not OnOr Af t er =" 2008- 03- 14T17: 30: 302"
Reci pi ent="htt p: // www. w3. or g/ 2005/ 08/ addr essi ng/ r ol e/ anonynous"/ >
</ sanl : Subj ect Confirmati on>

<l-- the second confirmation is for the portlet back to the IdP -->
<saml : Subj ect Confi rmati on Met hod="urn: oasi s: nanes: t c: SAM.: 2. 0: cm hol der - of - key" >
<sanl : Nanel D For nat ="urn: oasi s: nanmes: tc: SAML: 2. 0: nanei d-format:entity">
https://portal.exanpl e. edu/ portl et/ shibbol eth
</ sam : Narel D>



<sanl : Subj ect Confirnati onData xsi:type="sanl : Keyl nfoConfirnati onDat aType"
<ds: Keyl nfo>. .. <ds: Keyl nf 0>
</ sanm : Subj ect Conf i r mat i onDat a>
</ sani : Subj ect Confirmati on>

</ sam : Subj ect >

<l-- the conditions apply to all uses, and the assertion is scoped to the Portlet and IdP -->
<sam : Condi ti ons Not Bef or e="2008- 03- 14T17: 25: 30Z" Not OnOr Af t er =" 2008- 03- 14T18: 25: 302" >
<sanm : Audi enceRestricti on>
<sanl : Audi ence>https://portal . exanpl e. edu/ portl et 1/ shi bbol et h</ sani : Audi ence>
<sanl : Audi ence>https://idp. exanpl e. edu/ i dp/ shi bbol et h</ sam : Audi ence>
</ sanl : Audi enceRestricti on>

<saml : Condi tion xsi:type="del: Del egati onRestrictionType" xm ns:del ="urn: oasi s: nanes: tc: SAM.: 2. 0:
condi tions: del egation">
<del : Del egat e>
<saml : Nanel D For mat ="urn: oasi s: nanes: tc: SAML: 2. 0: nanei d-format: entity">
https://portal.exanpl e. edu/ shi bbol et h
</ sanl : Nanel D>
</ del : Del egat e>
</ sam : Condi ti on>

</ sanm : Condi ti ons>

<sanl : Aut hnSt at enent Aut hnl nst ant =" 2008- 03- 14T17: 21: 24. 781Z" Sessi onl ndex="_682C46C8- 198A- 436C- 9EOF-
DBBC155DE414" >
<saml : Subj ect Local ity Address="192.168.1.1"/>
<san : Aut hnCont ext >
<sani : Aut hnCont ext d assRef >
urn: oasi s: nanes: tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTr anspor t
<san : Aut hnCont ext Cl assRef >
</ sanl : Aut hnCont ext >
</ sam : Aut hnSt at enent >

<sanl : Attribut eSt at enent >
</sam : Attri buteSt at emrent >
</ sanl : Assertion>

</ sanl p: Response>
</ S: Body>

</ S: Envel ope>

Notes

The token returned in this step is really intended to be used by the Portlet in subsequent SSO operations with services to authenticate to the IdP as the

user.

To model the hand-off between the Portal, which is asking for the assertion, and the Portlet, I'm using a "bearer" confirmation method that identifies the
Recipient (the allowed delivery location) as the WS-Addressing anonymous URL, which implies "self". This is the best way | can think of to limit the bearer

semantic to the local hand-off, without compromising the security between the Portlet and the IdP. Essentially, nothing should accept such a bearer
assertion other than the Portlet itself (because we code it to do so).

The other noteworthy extension is the additional condition that identifies the Portal as a delegate, so that the subsequent assertions issued to the Portlets

will include the Portal as the first link in the delegation chain.

For the purposes of these examples, assume the following:

® |dentity Provider EntitylD
© https://idp.exanple.edu/idp/shibbol eth
® |dentity Provider Browser SSO Service URL
© https://idp.exanple.edu/idp/profil e/ SAM.2/ Redi rect/SSO

® Portal Resource URL

© https://portal.exanpl e. edu/
® Portal EntitylD

© https://portal.exanple.edu/shibbol eth
® Portal Assertion Consumer Service URL



O https://portal.exanpl e. edu/ Shi bbol et h. sso/ SAM_2/ POST

Portlet EntitylD
O https://portal.exanpl e.edu/portletl/shibboleth

Web Service Provider Resource URL
© https://service. exanpl e. conl or der st at us
Web Service Provider EntitylD
O https://service. exanpl e. conl shi bbol eth
Web Service Provider Assertion Consumer Service URL
© https://service. exanpl e. conf Shi bbol et h. sso/ SAML2/ PACS
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