ExamplePortletAuthentication

Portlet Forwards <saml p: Aut hnRequest > to Identity Provider

This is the authentication step for the Liberty variant of ECP SSO between the Portlet and the IdP.

<S: Envel ope xm ns: S="http://schemas. xm soap. or g/ soap/ envel ope/ ">

<S: Header xm ns:wsa="http://ww. w3. or g/ 2005/ 08/ addr essi ng" xm ns: sbf ="urn:liberty:sb" xm ns:sb="urn:liberty:
sbh: 2006- 08" >

<l-- | D WSF defined headers -->
<sbf: Framework version="2.0"/>
<sh: Sender providerlD="https://portal.exanple.edu/portletl/shibboleth"/>

<!-- WB- Addressing headers with routing information -->
<wsa: Messagel D>uui d: ef ef ef ef - aaaa-ffff-cccc- eeeef f f f bbbb</ wsa: Messagel D>
<wsa: Action>urn:|liberty:ssos: 2006- 08: Aut hnRequest </ wsa: Acti on>

<I-- WB-Security header with tinestanp and security token -->
<wsse: Security xm ns:wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-secext-1.0.
xsd"
S: nust Under st and="1">

<wsu: Ti mestanp xnl ns: wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.
xsd" >
<wsu: Cr eat ed>2008- 03- 14T17: 31: 20Z</ wsu: Cr eat ed>
</ wsu: Ti nest anp>

<l-- this is the signed assertion issued for authentication of the Portlet -->
<sam : Assertion>....</sanl:Assertion>

</ wsse: Security>
</ S: Header >

<S: Body>
<sanl p: Aut hnRequest xm ns: sanml p="urn: oasi s: names: t c: SAML: 2. 0: pr ot ocol "
AssertionConsuner Servi ceURL="htt ps://servi ce. exanpl e. coni Shi bbol et h. sso/ SAML2/ PACS"
| D="_a02c7e89e77e4871b84349a9db338374" | ssuel nst ant ="2008- 03- 14T17: 31: 172"
Pr ot ocol Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: PACS" Versi on="2.0">
<sam : 1 ssuer xm ns:sam ="urn:oasis: names:tc: SAM.: 2. 0: assertion">https://service. exanpl e. coni shi bbol et h<
/sam : | ssuer>
<sam p: Nanel DPol i cy Al |l owCreate="1"/>
</ sanm p: Aut hnRequest >
</ S: Body>

</ S: Envel ope>

Notes

This is a repackaging of the request from the WSP in the form of an ID-WSF SOAP message, authenticated by the presence of a SAML assertion in a WS-
Security header. The primary Liberty-specific information in the message is the <sb: Sender > header, which clearly identifies the Portlet as the invoking
system.

The IdP can then establish the right of the Portlet to make the request by ensuring that the subject confirmation of the assertion in the header can be
satisfied. This is sufficient to authenticate the Portlet as the subject of the assertion (the user).

The example shown is sufficient for the case of a bearer assertion, or if the Portlet can authenticate with a TLS client certificate. If a digital signature is
required, a <ds: Si gnat ur e> would appear in the <wsse: Secur i t y> header, with references to each SOAP header and the body. Each header would
carry awsu: | d attribute to allow it to be referenced. This is a significantly more complex option to implement, with the advantage of not requiring client
TLS support on the IdP.

For the purposes of these examples, assume the following:

® |dentity Provider EntitylD
© https://idp.exanple.edu/idp/shibbol eth
® |dentity Provider Browser SSO Service URL



O https://idp.exanple.edu/idp/profil e/ SAML2/ Redirect/SSO

Portal Resource URL
© https://portal.exanple.edu/
Portal EntitylD
© https://portal.exanple.edu/shibbol eth
Portal Assertion Consumer Service URL
O https://portal.exanpl e. edu/ Shi bbol et h. sso/ SAM_2/ POST

Portlet EntitylD
O https://portal.exanple.edu/portletl/shibboleth

Web Service Provider Resource URL
© https://service. exanpl e. conl or der st at us
Web Service Provider EntitylD
© https://service. exanpl e. conl shi bbol eth
Web Service Provider Assertion Consumer Service URL
© https://service.exanpl e. conf Shi bbol et h. sso/ SAML2/ PACS



	ExamplePortletAuthentication

