Grouper integration demo

@ This demo is updated from time to time. If you encounter unexpected behavior, please let us know e.g. on #i ncommon- m dpoi nt Internet2
Slack channel.
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This is a demonstration of using midPaint in more realistic deployment, having various source and target systems along with other identity management
components like LDAP, Grouper, and Shibboleth IdP.

The overall architecture looks like this:



(users, groups)

Shibboleth I1dP

(users, groups)

If you would like to read more about this demo, please see the detailed description.

Installation

Checking the prerequisites

In addition to the general prerequisites please check that the following ports are available on the local host:

Kind Port(s) Component
web 443 Shibboleth IdP
4443 Grouper Ul



https://spaces.at.internet2.edu/display/MID/Additional+Details
https://spaces.at.internet2.edu/display/MID/Getting+Started+with+midPoint

8443 midPoint Ul and REST

9443 Grouper REST
LDAP 389 LDAP directory
database @ 3306 Grouper database (MariaDB)

13306 sources database (MariaDB)
33306 midPoint repository (MariaDB)

other 15672 RabbitMQ management

Starting the containers

$ cd denvo/ gr ouper
$ docker - conpose up

This will take a while. You can ignore the following errors:

Finally, you will see notices like these:

Creating grouper_directory_1 ... done
Creating grouper_idp_1 ...

Creating grouper_midpoint_data_l ... done
Creating grouper_mdpoint_server_1 ...
Creating grouper_grouper_data_1 ... done

Creating grouper_grouper_daenmon_1 ...

Creating grouper_grouper_ui_1 ...

Creating grouper_grouper_ui_1

Creating grouper_sources_1 ... done

Attaching to grouper_directory_1, grouper_m dpoint_data_1, grouper_mi dpoint_server_1, grouper_grouper_data_1,
grouper _grouper _daenon_1, grouper_targets_1, grouper_grouper_ui_1, grouper_idp_1, grouper_ng_1,

grouper _sources_1

followed by startup messages from individual Docker containers.

Note that errors like

com evol veum mi dpoi nt. util.exception. Obj ect Al readyExi st sExcepti on: org.identityconnectors.franmework. common.
exceptions. Al readyExi st sExcepti on(Error addi ng LDAP entry ui d=bander son, ou=Peopl e, dc=i nt er net 2, dc=edu:
entryAl readyExi sts: (68))

during first start are OK. They are related to the fact that midPoint tries to create LDAP entry ui d=bander son, ou=Peopl e, dc=i nt er net 2, dc=edu
that already exists in the directory. (As midPoint is designed to deal with situations like this, these errors are automatically resolved.)

Final messages should look like these:



m dpoi nt _server_1 | m dpoint;m dpoint.|og;denp;;2019-11-21 15:38:10,379 [] [main] | NFO (org.springframework.
boot . act uat e. endpoi nt . web. Endpoi nt Li nksResol ver): Exposing 6 endpoi nt(s) beneath base path '/actuator’

m dpoi nt _server_1 | m dpoint; mi dpoint.|og;deno;;2019-11-21 15:38:10,526 [] [rmain] |INFO (org.apache. coyote.
httpll. Ht p11Ni oProtocol): Starting Protocol Handl er ["http-nio-8080"]

m dpoi nt _server_1 | m dpoint; m dpoint.|og;deno;;2019-11-21 15:38:10,545 [] [rmain] |INFO (org.apache. coyote. aj p.
Al pNi oProtocol ): Starting Protocol Handl er ["aj p-ni 0-9090"]

m dpoi nt _server_1 | mdpoint;ni dpoint.|og;deno;;2019-11-21 15:38: 10,574 [] [main] I NFO (org.springfranmework.
boot . web. enbedded. t ontat . Tontat WebServer): Tontat started on port(s): 8080 (http) 9090 (http) with context path
'/ mi dpoi nt"'

m dpoi nt _server_1 | m dpoint; m dpoint.|og;deno;;2019-11-21 15:38:10,580 [] [rmain] INFO (com evol veum ni dpoi nt.
web. boot . M dPoi nt Spri ngApplication): Started M dPoint SpringApplication in 141.075 seconds (JVM running for

151. 543)

m dpoi nt _server_1 | m dpoint; m dpoint.|og; denpo;; 2019-11-21 15:38:10,705 [] [aj p-nio-9090-exec-1] INFO (org.
apache. cat al i na. core. Cont ai ner Base. [ Tontat]. [l ocal host].[/midpoint]): Initializing Spring D spatcherServl et

' di spat cher Servl et

m dpoi nt _server_1 | m dpoint; m dpoint.|og; denpo;; 2019-11-21 15:38:10,705 [] [aj p-nio-9090-exec-1] |INFO (org.
spri ngframewor k. web. servl et. Di spatcherServlet): Initializing Servlet 'dispatcherServlet’

m dpoi nt _server_1 | m dpoint; m dpoint.|og; deno;; 2019-11-21 15:38:10,728 [] [aj p-ni 0-9090-exec-1] I NFO (org.
spri ngframewor k. web. servl et. Di spatcherServlet): Conpleted initialization in 23 ns

After installation

At this moment, main midPoint objects are in place but there are no users yet - in midPoint, LDAP, nor Grouper. So the first thing to do is to import them
from the source system.

TL;DR

If you're in a hurry, just apply these commands. If not, you can skip this and continue following the same steps - but with more detailed explanation and
optional actions - below.

$ ./upload-inport-sis-persons. sh # wait until uploaded task is conplete
$ ./create-ref-loaders.sh # wait two minutes after this command
$ ./add-ref-groups. sh

$ ./upl oad-reconcil e-grouper-groups. sh # wait until uploaded task is conplete
$ . /upl oad-reconput e-users. sh # wait until uploaded task is conplete

(optional steps to see how asynchronous updates wor k)
$ ./ purge-queue. sh

$ . /upl oad- async- updat e-t ask. sh

$ . /updat e- bgasper-i n-grouper.sh

The detailed explanation starts here.

Checking the midPoint state (optional)

Now you can check if midPoint is up and running by logging into it. Please use URL of ht t ps: / /| ocal host : 8443/ nmi dpoi nt, with user adm ni st r at
or, and password 5ecr 3t .



After successful login:

no e =

Importing from SIS persons resource

There is a task that imports all user accounts from SI S Per sons resource. For each account, appropriate midPoint user and LDAP account is created.
This demo contains 100 such sample users.

So, import the task object in mi dpoi nt - obj ect s- manual / t asks/ t ask-i nport-si s- persons. xm and wait for its successful completion. You can
import either using GUI or by invoking the following command:

$ ./upl oad-inport-sis-persons. sh

Upl oadi ng mi dpoi nt - obj ect s- manual / t asks/ t ask-i nport-sis-persons. xm (tasks, 22c2a3d0-0961-4255-9eec-
c550a79aeaaa)

Checking the import task (optional)

The task will look like this:



administrator

Then you can check that users were successfully created:
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After clicking on anor i sson user check the basic properties:
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These data came from SI S_PERSONS table.

There is only a single assignment at this time - to r ol e_I| dap_basi c. Itis created automatically for all imported users.
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Other assignments (created according to Grouper group membership) will be created later, after groups are imported from Grouper.

You can also check there are 2 projections (accounts): SIS Persons and LDAP:
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Note that there are only basic personal attributes now. No group membership yet.

Import of groups from SIS to Grouper



Now you should import groups from the source system (SIS) to Grouper. There is a script cr eat e- r ef - | oader s. sh that does it:



$ ./create-ref-|oaders. sh
Det ected Grouper directory structure "api' (valid is api or webapp)

Usi ng GROUPER_HOME: / opt/ grouper/ grouper . api Bi nary

Usi ng GROUPER_CONF: / opt/ grouper/ grouper. api Bi nary/ conf

Usi ng JAVA: fusr/libljvm zul u-8//bin/java

Usi ng CLASSPATH: / opt / grouper/ grouper . api Bi nary/ conf:/opt/grouper/grouper.api Binary/dist/lib

/ grouper.jar:/opt/grouper/grouper.apiBinary/lib/grouper/*:/opt/grouper/grouper.apiBinary/lib/custon *:/opt
/ grouper/ grouper. api Bi nary/ | i b/ jdbcSanpl es/ *: / opt/ grouper/ grouper. api Binary/lib/ant/*:/opt/grouper/grouper.
api Binary/lib/test/*:/opt/grouper/grouper.apiBinary/dist/lib/test/*:/opt/grouper/grouper.apiBinary/src/resources

usi ng MEMORY: 64m 750m

Grouper starting up: version: 2.4.0, build date: null, env: <no |abel configured>

grouper Pat chStatus read from /opt/grouper/grouper. api Bi nary/ grouper Pat chSt at us. properties

api patches installed: o, 1, 2, 3, 4, 5 6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47

pspng patches installed: 0, 1, 2, 3, 4, 5, 6

grouper.properties read from /opt/grouper/grouper.api Bi nary/ conf/grouper. properties
Grouper current directory is: /opt/grouper/grouper.apiBinary

| og4j . properties read from / opt/ grouper/ grouper. api Bi nary/conf/| og4j . properties
Grouper is logging to file: /tnp/ 1 ogpipe, at nmin level WARN for package: edu.internet2.nm ddl eware. grouper,
based on | og4j. properties

grouper. hi bernate. properties: /run/secrets/grouper_grouper. hi bernate. properties
grouper . hi bernate. properties: root@dbc: nysql ://grouper_data: 3306/ gr ouper ?

Char Set =ut f 8&useUni code=t r ue&char act er Encodi ng=ut f 8

subj ect. properties read from /run/secrets/grouper_subject.properties

sources configured in: subj ect. properties

subj ect . properties | dap source id: | dap: deno

subj ect . properties groupersource id: g:gsa

subj ect. properties groupersource id: grouperEntities

SLF4J: Class path contains nultiple SLF4J bindi ngs.

SLF4J: Found binding in [jar:file:/opt/grouper/grouper.apiBinary/lib/grouper/slf4j-1og4j12.jar!/org/slf4j/inpl
/ St ati cLogger Bi nder. cl ass]

SLF4J: Found binding in [jar:file:/opt/grouper/grouper.apiBinary/lib/custon slf4j-1o0g4j12-1.7.25.jar!/org/slf4j
/i npl/ StaticLoggerBi nder. cl ass]

SLF4J: See http://ww. sl f4j.org/codes. ht Ml #mul ti pl e_bi ndi ngs for an expl anati on.
SLF4J: Actual binding is of type [org.slf4j.inpl.Log4jLoggerFactory]

Type hel p() for instructions

G oovy Shell (2.5.0-beta-2, JVM 1.8.0_212)

Type ':help' or ':h" for help.

groovy: 000> :|oad '/opt/grouper/grouper. api Bi nary/ conf/groovysh. profile'

groovy: 000> : gshFileLoad '/tnp/create-ref-I|oaders. gsh'

===> 4286c87bdbb24871982c13bcd1842e13, ' G ouper Systeni , ' application’

Group[ nane=et c: af filiati onLoader, uui d=956d0746c5cc45e8878f 3c7283e78789]

nul |

nul |

nul |

nul |

nul |

nul |

nul |

nul |

G oup[ nane=et c: dept Loader, uui d=c48627bc90dd4d9a95a963c3930ca35c]

nul |

nul |

nul |

nul |

nul |

nul |

nul |

Group[ nane=et c: cour sesLoader, uui d=2246526631e64b5a9e0089b0e37af dal]

nul |

nul |

nul |

nul |

nul |

nul |

nul |

nul |

groovy: 000> :exit




Checking groups in Grouper (optional)

The loaders that were created run each minute. So after a while, when logging into Grouper (URL https://localhost:4443/grouper, user bander son,
password passwor d) you can see them. Note that the first time you'd have to accept invalid certificate and fill-in data for Shibboleth IdP. After successful
login you'd choose Miscellaneous and Loader jobs you'd see this:

Q
INTERNET.
Logged in as Bob Anderson - Log out - Help

reate new group

Quick links - Loader jObS

List of all loader jobs and statuses

Home

My groups
My folders
My favorites Recent
Group status Actions Count changes Type Source  Schedule Query
My services
My activity i affiiationLoader Loader actions ~ | 147 0 SQL_GROUP_LIST  sis CRON:0****? | SE| ECT concat(ref:affiliation"affiliation,”_systemOfRecord) as GROUP_NAME, uid as SUBJECT_ID, 'ldap' as
2 = = Every minute
Miscellaneous
i coursesLoader Loaderactions~ | 256 0 SOL_GROUP_LIST  sis CRON:0****? | gg| ECT concat(ref:course:' courseld) as GROUP_NAME, wid as SUBJECT_ID, dap' as SUBJECT_SOURCE_
Browse folders = Every minute
# deptLoader Loader actions~ | 98 0 SQL_GROUP_LIST  sis CRON:0****2 | 5| ECT conca(ref.dept:.department) as GROUP_NAME, Lid as SUBJECT_ID, dap’ as SUBJECT_SOURCE_
= & Root - - Every minute
© 0 app PR -
i@ sysagmingroup  [ESIY] S Loader actions ¥ 1 0 LDAP_SIMPLE demo (en=sysadmingroup)
+ () basis ! = 2 = S Every minute
+ (3 bundle
S0 e
40 org
O et
0 test

And, after selectingref:affiliation:al um group you can see its members:

i e e

W e enA chae T T R

B T I ——

Creating additional groups in Grouper

This demo makes use of an extra group app: cs that contains all members of all r ef : cour se: CSxxx groups. In order to create it, please execute add-
ref - groups. sh command:


https://localhost:4443/grouper

$ ./add-ref-groups. sh
Detected Grouper directory structure "api' (valid is api or webapp)

Usi ng GROUPER_HOME: [ opt/ grouper/ grouper. api Bi nary

Usi ng GROUPER_CONF: / opt / grouper/ gr ouper . api Bi nary/ conf

Usi ng JAVA: lfusr/lib/jvm zul u-8//bin/java

Usi ng CLASSPATH: [ opt / grouper/ grouper. api Bi nary/ conf:/opt/grouper/grouper.api Binary/dist/lib

/ grouper.jar:/opt/grouper/grouper.apiBinary/lib/grouper/*:/opt/grouper/grouper.apiBinary/lib/custom *:/opt

/ grouper/ grouper. api Binary/lib/jdbcSanpl es/ *:/opt/grouper/grouper.api Binary/lib/ant/*:/opt/grouper/grouper.

api Binary/lib/test/*:/opt/grouper/grouper.apiBinary/dist/lib/test/*:/opt/grouper/grouper.apiBi nary/src/resources
usi ng MEMORY: 64m 750m

Grouper starting up: version: 2.4.0, build date: null, env: <no |abel configured>

grouper PatchStatus read from /opt/grouper/grouper.api Bi nary/ grouper Pat chStat us. properties

api patches installed: 0, 1, 2, 3, 4, 5 6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47

pspng patches installed: 0, 1, 2, 3, 4, 5, 6

grouper. properties read from /opt/grouper/grouper.apiBi nary/conf/grouper. properties
Grouper current directory is: /opt/grouper/grouper.apiBinary

| 0og4j . properties read from / opt/ grouper/ grouper. api Bi nary/ conf/| og4j . properties
Gouper is logging to file: /tnp/logpipe, at mn |level WARN for package: edu.internet?2. m ddl eware. grouper,
based on | 0g4j.properties

grouper. hi bernate. properties: /run/secrets/grouper_grouper. hi bernate. properties
grouper . hi bernate. properties: root@dbc: nysql ://grouper_dat a: 3306/ gr ouper ?

Char Set =ut f 8&useUni code=t r ue&char act er Encodi ng=ut f 8

subj ect. properties read from /run/secrets/grouper_subject. properties

sources configured in: subj ect . properties

subj ect. properties | dap source id: | dap: deno

subj ect . properties groupersource id: g:gsa

subj ect . properties groupersource id: grouperEntities

SLF4J: dass path contains nultiple SLF4J bindings.

SLF4J: Found binding in [jar:file:/opt/grouper/grouper.apiBinary/lib/grouper/slfé4j-1og4jl2.jar!/org/slfd4j/inpl
/ St ati cLogger Bi nder. cl ass]

SLF4J: Found binding in [jar:file:/opt/grouper/grouper.apiBinary/lib/custon slf4j-log4j12-1.7.25.jar!/org/slf4j
/inpl/StaticLoggerBi nder. cl ass]

SLF4J: See http://ww. sl f4j.org/codes. ht i #nul ti pl e_bi ndings for an expl anati on.
SLF4J: Actual binding is of type [org.slf4j.inpl.Log4jLoggerFactory]

Type hel p() for instructions

Groovy Shell (2.5.0-beta-2, JVM 1.8.0_212)

Type ':help' or ':h'" for help.

groovy: 000> :load '/opt/grouper/grouper. apiBi nary/ conf/groovysh. profile’

groovy: 000> : gshFil eLoad '/tnp/add-ref-groups. gsh'

===> true

===> 9f 26c411a68e46f db32420b1236dh96e, ' G ouper Systeni , ' appl i cati on'

===> G oup[ name=app: cs, uui d=8aaa8d8ec19d4487b5a3957a9c655beb]

I gnoring: G oup[nanme=ref: course: ACCT101, uui d=3d175d5918404d55b7ac2c041cf 235ec]

I gnoring: G oup[name=ref: course: ACCT201, uui d=d58376315c8f 4baObc4932b90ea3287c]

Addi ng: G oup[ name=ref: cour se: CS251, uui d=e236408ac58e470b8127e3d540c9123e]

Addi ng: G oup[ nane=r ef : cour se: CS252, uui d=c8373932b92d4bf 097ab6296f bbcaf f 7]

I gnoring: G oup[name=ref: course: MATHLOO, uui d=141df 2d51edc4cc6899833d284267da4]

I gnoring: G oup[nanme=ref: course: MATHL01, uui d=e8b673f a50a84d5099915b395d0f 912b]

I gnoring: G oup[nane=ref: course: SCl 123, uui d=dbd45f b5ad1c4b2b968964hcaa7bf elf]

I gnoring: G oup[nanme=ref: course: SCl 404, uui d=8f 2b949af 9c74f 68b38444868f 23bd58]

===> nul |

groovy: 000> :exit

Note that this requires courses to be already imported. So it's advisable to wait about 2 minutes after loaders creation before issuing this command.

Importing of groups from Grouper to midPoint

Grouper allows you to tailor group membership by using includes and excludes, and to create new groups. So you can free to do that, either at this point or
later.

Regardless of whether you do that now or later, you can import groups to midPoint now.

It is done by importing mi dpoi nt - obj ect s- manual / t asks/ t ask-reconci | i ati on- grouper - gr oups. xm or by executing upl oad- r econci | e-
gr ouper - gr oups. sh command:



$ ./upl oad-reconcil e-grouper-groups. sh
Upl oadi ng mi dpoi nt - obj ect s- manual / t asks/ t ask-reconci | i ati on-grouper-groups. xm (tasks, 605a0127-a313-442a-9d5e-
151eac8b0745)

You can check the task using midPoint GUI:

midPoint = demo/grouper: Edit Reconciliation task 'Grouper reconciliation (groups)'

seiFsemice v
Grouper reconciliation (groups) O Closed
@ Home — [Ty © success
Rl .ot processed: estotumcers ST=—=e—r
0 G 4729720,5:4:46 PM - 4129120, 5:45:06 P (0000:19.569)

U Credentials W, B, 2 > (oreheshing

@ Requestarole

Basic  Schedule E tal prt Rewlt Erors
& Consents

Progress
@ Dashboards <

Objects successfully processed 30 (average time 357 ms, total processing time 10 seconds)
& Users : Last object successfully processed test:volunteers (ENTITLEMENT - group - Group)

‘April 29,2020, 5:45:06 PM (in 187 ms)
‘

B ors.structure Objects failed to be processed o
& Roles < Last object failed to be processed

Last error when processing object
& services <

Current object being processed
A Archetypes < Total objects processed ll clock
£ Resources < -

States of processed objects
£ cases <

Situation Before (count) After (count)
# Certification < T o 0
= servertasks v Unlinked 0 0
O Alitasks Linked 0 30
5 Approval-related tasks Deleted 0 0
& Acune ata tacks A

The second step of groups import is the recomputation of users in midPoint. It should be started after group reconciliation is done. Let's omit technical
details for now; the reason lies in the way how group membership is represented in midPoint-Grouper connector.

This recomputation is done by importing m dpoi nt - obj ect s- manual / t asks/ t ask-reconput ati on-users. xm or by executing upl oad-
reconput e- user s. sh command:

$ . /upl oad-reconput e-users. sh
Upl oadi ng mi dpoi nt - obj ect s- manual / t asks/t ask-reconput ati on-users. xm (tasks, 83a737ea-5eb7-4e78-b431-
331cccf 02354)

The corresponding task should look like this:

= demo/grouper: Edit Recomputation task 'User recomputation" - @ zdministrator

User recomputation £ Running
& Home Progress: 8 out of 101 O InProgress
Last object processed: gjohnson 8 Recomputationtask

& Profile Started 4/29/20, 5:48:02 PM (00:00:36.201 ago)
ONCredentia) & M Refreshing each2sec
@ Requestarole

Basic Schedule  Operation statistics Environmental performance  Internal performance Result  Errors
@ Consents

Progress
@ pashboards <

Objects successfully processed ms, total ds)
& Users < Last object successfully processed User Greg Johnson (gjohnson)

April 29,2020, 5:48:39 PM (0 seconds ago - in 346 ms)

B org.structure < Objects failed to be processed 0
£ Roles < Last object failed to be processed

Last error when processing object
& services <

Current object being processed User Donna Langenberg (dlangenberg61)
£ D B ‘April 29,2020, 5:48:33 PM (0 seconds ago)

Total objects processed 78 (wall clock average: 464 ms, throughput: 129 per minute)
S Resources <

s . States of processed objects

Situation Before (count) After (count)
# Certification <
= servertasks ~ Actions executed (resulting actions)
O Altssks Showing resuling actions* only. .. use ADD and MODIFY i o synchrorizationoperaion s shown 35 A0D.

Object type Operation Channel Count (OK) Last (OK) Time Count (fallure)

Checking the groups in midPoint (optional)
Groups in Grouper are represented as midPoint organizations. And group membership is then represented as userorganization assignments.

The organization tree looks like this:



midPoint = demo/grouper: Organization tree

Afistions Genericgroups Courses midpointgroups Deporments Mg ists

 ame FullnameDisplay name entferfDesciption Retaton S =

& senvices

A archetypes

® cenifcaion

= senvertasks

@ Reports

® sukactions
2 mportobject

B Repository objects
© system

B internatsconfiguraton

And user assignments are (e.g. for anor ri son):

midPoint

We can see she is has an affiliations of al um and st udent , courses ACCT101, CS251, MATH101, department of Law, and one other membership in app:
cs.

Memberships in these organizations induces other accounts and entitlements, as defined in midPoint configuration.

In this case, enrolliment in CS courses gives Ann an account on Computer Science portal:

demo/grouper: Edit SIS Person 'amorrison’

Ann Morrison (amorrison) + Enabled
@ Home P Department: Law B vember
T siSPerson
2 rofle

© credentials s Projectons @ Asigments @ Wity Cases Tiggers Personas Delegations Detegatedto me
@ Requestarole —
AoMMSTEATON v &
ame esource jectclass in ing operation e
PR . Name © Resource © Object class © Kind © ntent © Pending operation ©
® omorzon S S persons (sources) AccountObjectClass AccouNT defaut Ve
& sers v
uid= Lowp (drector netorgeerson Account detaut Vel
& Alusers L] (drectory) ©
O Edituser # omorson Target: Computer scence portal (€Y Accountobjectclass Account detaut Ve
° n
+ ttosors | < < o
B org structure <
2 roles <
& services: < options
A Archetypes € Orvoxe | O Reconle | | 0 bxecuteaterallapprovals | ) Keep displayingresuts | g 1race | chaoseone .
2 Resources <

Editraw

Also, there is a membership in appropriate LDAP groups for her account:



Ann Morrison (amortison

@ tome. P Department: Law

2 profie

© credentiots wdc  projcions @ Assgments @ Wetoy  Cases Tigers personas Delegatons oelegateatome

@ Requestarole

uid=amorrison,ou=People,dc=internet2,dc=edu

e - |n| Resource: LDAP (drectory)
ObjecClas: netOrgPerson, Kind: ACCOUNT, tent: defalt

Py s— « " 9’
2 uses o
& At - Attrbutes 1) o
O edituser

fer— [ ——
© Newuser I
O e B Distinguished name omamorsion steopie e e

vl > [E———
2 Roles «

businessCatsgory
& senices «

Login ame
A archerypes «

Surname & Moron
= Resources <

Given Name s
0 cases «

areateTimestamy s @ i m
O i ‘ Common Name Aonvrtzon
= senertase < o

~ hssociations @ 1t ©

@ Ropors ‘

goup* rapps ueseneicou-Gross scitemed et StowType
© sulkacions = e e
2 importobject 10 -Coune u-Gros etemed e SosanTpe
Ot [ - ———
o syem «

Password % 1 ©

B nternss configursion

Department is refl

ected in busi nessCat egory LDAP attribute.

The same information can now be seen via LDAP browser:

SoEeeive
% LOAP Browser & & & ¥ = A | @ udsamorrisonou=People,dcsinternet? de=edu & = & |[& outine =
aaion E
pireia N ——
e
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e ——
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e Goog
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...and for membership, e.g. in app: cs group:
o S [ i = |
= Titoapsrowser & £ 5% = = O |2 msppicsousGenercov-Groups desinternerz desedu it = 0 | & oune =0 .
& v = - = & B =" ® c-appics,ou=Generic.ou=Groups dcinternet2, dc-edu @
v Lo o o Attribute Description * = objectclass (2) L
* @ deeinkernet?,dc-edu () roe
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The members of groups (organizations) can be seen also in midPoint:

v Ensbled
B ember
= sisperson
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Starting near real-time synchronization from Grouper to midPoint

Besides "full" synchronization (in midPoint it's called reconciliation) this demo provides near real-time synchronization using asynchronous messages
emitted by Grouper and provided to midPoint via RabbitMQ message-queuing system.

First, you can clear the queue from messages that were generated so far. Information they carry was already passed to midPoint using direct connection
during previous reconciliation:

$ ./ purge-queue. sh
Pur gi ng queue 'sanpl eQueue' in vhost '/’
Then you can import the task that handles asynchronous update messages:

$ . /upl oad- async- updat e-t ask. sh
Upl oadi ng mi dpoi nt - obj ect s- manual / t asks/ t ask- async- updat e- grouper . xm (tasks, 47fc57bd-8c34-4555-9bof -
7087f f 179860)

The task does nothing at this stage. It simply waits for messages that will be generated after any changes occur in Grouper.

idPoint = demo/grouper: Edit Asynchronous update task 'Grouper async updates' ™ = @ wmiistetor

Grouper async updates £ Running
@ Home * progressi0 © inprogress
‘Started 4/29/20, 5:50:10 PM (00:00:49.172 ago) % Asynchronous update task
& Profile
0 credentials S M refestingenchzsec
& Requestarole
Bosic  Schedule  Subtasks Inteal er Resut Errors
& Consents
Progress
@ Dashboards <
Objects successfully processed 0
& Users < Last object successfully processed
B org.structure . Objects failed to be processed 0
Last object failed to be processed
4 Roles < Last error when processing object
- senices || cumentobjectbeing processed
Total objects processed 0
A Archetypes <
2 Resources . States of processed objects
o o o | suaton sefore (count) Afer(count
Unmatched 0 0
# Certification <
Unlinked 0 0
EE servertasks =
Linked o o
O Alltasks
Deleted 0 0
1 Approvalelatetasks
[ o Disputed [ [ =]

Making some changes in Grouper (optional)

Initially, Bill Gasper (bgasper)is amemberofref:affiliation:al umref:course: CS251, ref: course: MATHLO0O, r ef : dept : Busi ness and ap
p: cs groups.

Let's make slight changes in Grouper.



1. addhimtoref:affiliation:al um excl udes, effectively removing his al um membership,
2. add himtoref:affiliation:faculty_includes, effectively adding him to f acul t y group even if he's not declared as such in SIS,
3. add himto app: mai | i ngli st: chess,app: mailinglist:idmfans,andtest:vol unteers groups.

You can do that either from Grouper GUI or by simply running the . / updat e- bgasper - i n- gr ouper . sh command:

$ ./updat e- bgasper-in-grouper.sh
Detected Grouper directory structure "api' (valid is api or webapp)

Usi ng GROUPER_HOME: [ opt/ grouper/ grouper. api Bi nary

Usi ng GROUPER_CONF: / opt / grouper/ grouper . api Bi nary/ conf

Usi ng JAVA: lfusr/lib/jvm zul u-8//bin/java

Usi ng CLASSPATH: [ opt/ grouper/ grouper. api Bi nary/ conf:/opt/grouper/grouper.api Binary/dist/lib

/ grouper.jar:/opt/grouper/grouper.apiBinary/lib/grouper/*:/opt/grouper/grouper.apiBinary/lib/custom *:/opt

/ grouper/ grouper. api Binary/lib/jdbcSanpl es/ *:/ opt/grouper/grouper.api Binary/lib/ant/*:/opt/grouper/grouper.

api Binary/lib/test/*:/opt/grouper/grouper.apiBinary/dist/lib/test/*:/opt/grouper/grouper.apiBinary/src/resources
usi ng MEMORY: 64m 750m

G ouper starting up: version: 2.4.0, build date: null, env: <no |abel configured>

grouper PatchStatus read from /opt/grouper/grouper.api Bi nary/ grouper Pat chStat us. properties

api patches installed: 0, 1, 2, 3, 4, 5 6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22,
23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47

pspng patches installed: 0, 1, 2, 3, 4, 5, 6

grouper. properties read from /opt/grouper/grouper.apiBi nary/ conf/grouper. properties
Grouper current directory is: /opt/grouper/grouper.apiBinary

| og4j . properties read from / opt/ grouper/ grouper. api Bi nary/ conf/| og4j . properties
G ouper is logging to file: /tnp/logpipe, at mn |level WARN for package: edu.internet?2. m ddl eware. grouper
based on | 0g4j.properties

grouper. hi bernate. properties: /run/secrets/grouper_grouper. hi bernate. properties
grouper . hi bernate. properties: root@dbc: nysql ://grouper_dat a: 3306/ gr ouper ?

Char Set =ut f 8&useUni code=t r ue&char act er Encodi ng=ut f 8

subj ect. properties read from /run/secrets/grouper_subject.properties

sources configured in: subj ect. properties

subj ect. properties | dap source id: | dap: deno

subj ect . properties groupersource id: g:gsa

subj ect . properties groupersource id: grouperEntities

SLF4J: dass path contains nultiple SLF4J bindi ngs

SLF4J: Found binding in [jar:file:/opt/grouper/grouper.apiBinary/lib/grouper/slf4j-1og4jl2.jar!/org/slfd4j/inpl
/ St ati cLogger Bi nder. cl ass]

SLF4J: Found binding in [jar:file:/opt/grouper/grouper.apiBinary/lib/custom slf4j-log4j12-1.7.25.jar!/org/slf4
/inpl/StaticLoggerBinder. cl ass]

SLF4J: See http://ww. sl f4j.org/codes. ht i #nul ti pl e_bi ndings for an expl anation
SLF4J: Actual binding is of type [org.slf4j.inpl.Log4jLoggerFactory]

Type hel p() for instructions

Groovy Shell (2.5.0-beta-2, JVM 1.8.0_212)

Type ':help' or ':h" for help

groovy: 000> :load '/opt/grouper/grouper. api Bi nary/ conf/groovysh. profile’

groovy: 000> : gshFil eLoad '/tnp/updat e- bgasper-in-grouper. gsh'

===> {rue

40b6d30710d548108b27566f 18e9a074, ' G ouper Systeni, ' application'

Subj ect id: bgasper, sourceld: |dap, nanme: Bill Gasper

true

true

true

true

===> true

groovy: 000> :exit

After 1-2 minutes, appropriate messages are sent from Grouper and received by midPoint, as can be seen at the console, like this:

m dpoi nt _server _1 | mdpoint; m dpoint.|og;deno;;2019-11-21 19: 37: 01, 288 [ MODEL] [ AMQP- consuner-3-1] | NFO (com
evol veum mi dpoi nt. expressi on): esbEvent = {sourcel d=l dap, menbershi pType=fl attened, fiel dNane=nenbers,

groupl d=a9d13f 7cb8e84c5e9cef e28dela6bf 47b, changeCQccurred=fal se, createdOnM cros=1574364982157000

subj ect | d=bgasper, i d=b8cff3f2c4e3407e9dd712020e32caa4, sequenceNunber=2010, event Type=MEMBERSH P_DELETE,
groupNane=ref:affiliation:alun}

m dpoi nt _server _1 | mdpoint;m dpoint.|og;deno;;2019-11-21 19: 37: 01, 295 [ MODEL] [ AMQP-consuner-3-1] | NFO (com
evol veum mi dpoi nt. expressi on): ### bgasper - MEMBERSH P_DELETE - ref:affiliation:alum

m dpoi nt _server_1 | m dpoint; m dpoint.|og;deno;;2019-11-21 19: 37: 01, 385 [ MODEL] [ AMQP-consuner-3-1] | NFO (com
evol veum m dpoi nt. expressi on): Reconpute trigger for bgasper: added

m dpoi nt _server_1 | mdpoint; mdpoint.|og;denp;;2019-11-21 19:37: 01,477 [] [ AMQP-consuner-3-2] | NFO (com

evol veum m dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSource): Received a nessage on



any. ct ag- ZzhDVBf PuwVBTuxUFeznf g

m dpoi nt _server_1 | mdpoint; m dpoint.log; denpo;;2019-11-21 19:37: 01,477 [] [AMQP-consuner-3-2] INFO (com

evol veum m dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Argp091AsyncUpdat eSour ce): Message i s:

m dpoi nt _server_1 | mdpoint;nm dpoint.|og;deno;;{"encrypted":fal se, "esbEvent":[{"sourceld":"|dap","

menber shi pType": "fl attened", "fi el dNane": " menber s", "groupl d": " 75b9bf 96091a4f c1a84f 20d1107dc3c4", "changeCQccurred":
fal se, "createdOnM cros": 1574364982164000, "subj ect 1 d": "bgasper", "i d": " be9cf 480499f 409f 8ef 392556602f 66b" , "
sequenceNunber":"2011", "event Type": " MEMBERSHI P_ADD", "gr oupNane": "ref:affiliation:al umexcludes"}]}

m dpoi nt _server_1 | mdpoint; nm dpoint.|og;denp;;2019-11-21 19: 37: 01, 484 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): esbEvent = {sourcel d=l dap, nenbershi pType=flattened, fiel dName=nenbers,

gr oupl d=75b9bf 96091a4f c1a84f 20d1107dc3c4, changeCccurred=fal se, createdOnM cros=1574364982164000,

subj ect | d=bgasper, id=be9cf480499f 409f 8ef 392556602f 66b, sequenceNunber=2011, event Type=MEMBERSHI P_ADD,
groupNane=ref:affiliation:al umexcl udes}

m dpoi nt _server_1 | m dpoint; m dpoint.|og;denp;;2019-11-21 19: 37: 01, 484 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum mi dpoi nt. expression): Irrelevant group nmenbership change, ignoring it: ref:affiliation:alumexcludes
m dpoi nt _server_1 | mdpoint; m dpoint.|og; denpo;;2019-11-21 19:37: 01,486 [] [ AMQP-consuner-3-2] INFO (com

evol veum m dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSource): Received a nessage on
any. ct ag- ZzhDVBf PumvBTuxUFeznf g

m dpoi nt _server_1 | m dpoint; m dpoint.|og; deno;; 2019-11-21 19:37: 01,486 [] [ AMQP-consuner-3-2] INFO (com

evol veum m dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Argp091AsyncUpdat eSour ce): Message i s:

m dpoi nt _server_1 | mdpoint;nm dpoint.|og;deno;;{"encrypted":fal se, "esbEvent":[{"sourceld":"|dap","

menber shi pType": "fl attened", "fi el dNane": " menber s", "groupl d": "9a33a4bd9b034def bc526d912d9e99ae", "changeCQccurred":
fal se, "createdOnM cros": 1574364982326000, "subj ect 1 d": "bgasper", "i d": "e514333bal4b4e2f a93c2123ef ab9d5c", "
sequenceNunber": " 2012", "event Type": " MEMBERSHI P_ADD", "groupNane": "ref:affiliation:faculty"}]}

m dpoi nt _server_1 | mdpoint; m dpoint.|og;denp;;2019-11-21 19: 37: 01, 488 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): esbEvent = {sourcel d=l dap, nenbershi pType=flattened, fiel dName=nenbers,

gr oupl d=9a33a4bd9b034def bc526d912d9e99ae, changeCccurred=fal se, createdOnM cros=1574364982326000,

subj ect | d=bgasper, id=e514333bal4b4e2fa93c2123efab9d5c, sequenceNunber=2012, event Type=MEMBERSHI P_ADD,
groupNane=ref:affiliation:faculty}

m dpoi nt _server_1 | m dpoint; m dpoint.|og;denp;;2019-11-21 19: 37: 01, 488 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): ### bgasper - MEMBERSH P_ADD - ref:affiliation:faculty

m dpoi nt _server_1 | mdpoint;nmidpoint.|og;deno;;2019-11-21 19: 37: 01, 489 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): Reconpute trigger for bgasper: not added (already present or user not found)

m dpoi nt _server_1 | mdpoint; m dpoint.|og;deno;;2019-11-21 19: 37: 01,525 [] [ AMQP-consuner-3-2] | NFO (com

evol veum mi dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSource): Received a nessage on
ang. ct ag- ZzhDVBf PuwBTuxUFeznf g

m dpoi nt _server_1 | mdpoint;m dpoint.|og;deno;;2019-11-21 19:37: 01,525 [] [ AMQP-consuner-3-2] | NFO (com

evol veum mi dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSour ce): Message i s:

m dpoi nt _server_1 | midpoint; m dpoint.|og; denpo;; {"encrypted":false,"esbEvent":[{"sourceld":"|dap","

menber shi pType": "fl attened", "fi el dNane": " menber s", "groupl d": " c6379b765f 0547f 9b452eea801d60ddb", "changeCQccurred":
fal se, "createdOnM cros": 1574364982337000, "subj ect 1 d": "bgasper”, "id":"17ccf93101d545ce8d95d27a7b386011", "
sequenceNunber ": "2013", "event Type": " MEMBERSHI P_ADD", "groupName": "ref:affiliation:faculty_includes"}]}

m dpoi nt _server_1 | m dpoint; m dpoint.|og;deno;;2019-11-21 19: 37: 01, 527 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): esbEvent = {sourcel d=l dap, menbershi pType=fl attened, fiel dNane=nenbers,

groupl d=c6379b765f 0547f 9b452eea801d60ddb, changeCccurred=fal se, createdOnM cr0s=1574364982337000,

subj ect | d=bgasper, id=17ccf93101d545ce8d95d27a7b386011, sequenceNunber=2013, event Type=MEMBERSHI P_ADD,
groupNane=ref:affiliation:faculty_includes}

m dpoi nt _server_1 | mdpoint;nm dpoint.|og;deno;;2019-11-21 19: 37: 01, 527 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum mi dpoi nt. expression): Irrelevant group nmenbership change, ignoring it: ref:affiliation:faculty_includes
m dpoi nt _server_1 | mdpoint; m dpoint.|og;deno;;2019-11-21 19: 37: 01,528 [] [ AMQP-consuner-3-2] | NFO (com

evol veum mi dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSource): Received a nessage on
ang. ct ag- ZzhDVBf PuwBTuxUFeznf g

m dpoi nt _server_1 | mdpoint;nm dpoint.|og;deno;;2019-11-21 19:37: 01,528 [] [ AMQP-consuner-3-2] | NFO (com

evol veum mi dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSour ce): Message i s:

m dpoi nt _server_1 | mdpoint; m dpoint.|og; denpo;; {"encrypted":false,"esbEvent":[{"sourceld":"|dap","

menber shi pType": "fl attened”, "fi el dNane": " menber s", "groupl d": " 97956145001742bda00f e6f 034300ce3", "changeCQccurred":
fal se, "createdOnM cros": 1574364982337000, "subj ect 1 d": "bgasper”, "id":"17ccf93101d545ce8d95d27a7b386011", "
sequenceNunber ": "2014", "event Type": " MEMBERSHI P_ADD", "groupName": "ref:affiliation:

facul ty_syst enOf Recor dAndl ncl udes"}]}

m dpoi nt _server_1 | m dpoint; m dpoint.|og;denpo;;2019-11-21 19: 37: 01, 529 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): esbEvent = {sourcel d=l dap, nenbershi pType=flattened, fiel dName=nenbers,

groupl d=97956145001742bda00f e6f 034300ce3, changeCccurred=fal se, createdOnM cros=1574364982337000,

subj ect | d=bgasper, id=17ccf93101d545ce8d95d27a7b386011, sequenceNunber=2014, event Type=MEMBERSHI P_ADD,
groupNane=ref:affiliation:faculty_systenOf Recor dAndl ncl udes}

m dpoi nt _server_1 | m dpoint; m dpoint.|og;denp;;2019-11-21 19: 37: 01, 530 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expression): Irrelevant group menbership change, ignoring it: ref:affiliation:

facul ty_syst enOf Recor dAndl ncl udes

m dpoi nt _server_1 | midpoint; m dpoint.|og; deno;;2019-11-21 19:37: 01,531 [] [AMQP-consuner-3-2] INFO (com

evol veum m dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Angp091AsyncUpdat eSource): Received a nessage on
ang. ct ag- ZzhDVBf PuwMBTuxUFeznf g

m dpoi nt _server _1 | mdpoint;nidpoint.|og;deno;;2019-11-21 19:37: 01,531 [] [ AMQP-consuner-3-2] | NFO (com

evol veum mi dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSource): Message i s:



m dpoi nt _server_1 | mdpoint;m dpoint.|og;deno;;{"encrypted":fal se, "esbEvent":[{"sourceld":"|dap","

menber shi pType": "fl attened", "fi el dNane": " menber s", "groupl d": "dd700af 2446b45d3b807f 531e779cd8a", "changeCQccurred":
fal se, "createdOnM cros": 1574364982401000, "subj ect 1 d": "bgasper", "i d": "8b993f 08d63847dea37dd1999e635f f 2", "
sequenceNunber " : " 2015", "event Type": " MEMBERSHI P_ADD", " gr oupNane": "app: mai | i ngl i st:chess"}]}

m dpoi nt _server_1 | m dpoint; m dpoint.|og;denp;;2019-11-21 19: 37: 01, 532 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): esbEvent = {sourceld=ldap, nenbershipType=flattened, fieldName=nmenbers,

gr oupl d=dd700af 2446b45d3b807f 531e779cd8a, changeCQccurred=fal se, createdOnM cros=1574364982401000,

subj ect | d=bgasper, id=8b993f08d63847dea37dd1999e635ff2, sequenceNunber=2015, event Type=MEMBERSHI P_ADD,
groupNane=app: mai | i ngl i st: chess}

m dpoi nt _server_1 | m dpoint; m dpoint.|og;denpo;;2019-11-21 19: 37: 01, 532 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum mi dpoi nt . expression): ### bgasper - MEMBERSH P_ADD - app: mailinglist:chess

m dpoi nt _server _1 | mdpoint;ni dpoint.|og;deno;;2019-11-21 19: 37: 01, 533 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): Reconpute trigger for bgasper: not added (al ready present or user not found)

m dpoi nt _server_1 | mdpoint;mdpoint.|og;denp;;2019-11-21 19:37: 01,573 [] [ AMQP-consuner-3-2] |INFO (com

evol veum mi dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSource): Received a nessage on
ang. ct ag- ZzhDVBf PuwMBTuxUFeznf g

m dpoi nt _server _1 | mdpoint;m dpoint.|og;deno;;2019-11-21 19:37: 01,573 [] [ AMQP-consuner-3-2] | NFO (com

evol veum mi dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Amgp091AsyncUpdat eSour ce): Message i s:

m dpoi nt _server_1 | midpoint; m dpoint.|og;deno;;{"encrypted":false,"esbEvent":[{"sourceld":"|dap","

menber shi pType": "fl attened", "fi el dNane": " nmenber s", "groupl d": "dceb02717aec43f 085ebaabd49c01462", "changeCQccurred":
fal se, "createdOnM cros": 1574364982479000, "subj ect 1 d": "bgasper", "i d": "444e88225882479a84d8b5c857e57d06" , "
sequenceNurber ": " 2016", "event Type": " MEMBERSHI P_ADD", " gr oupNare": "app: nai | i ngl i st:idmfans"}]}

m dpoi nt _server_1 | mdpoint;nidpoint.|og;deno;;2019-11-21 19: 37: 01, 574 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): esbEvent = {sourcel d=l dap, menbershi pType=fl attened, fiel dNane=nenbers,

groupl d=dceb02717aec43f 085ebaabd49c01462, changeCccurred=fal se, createdOnM cros=1574364982479000,

subj ect | d=bgasper, id=444e88225882479a84d8b5c857e57d06, sequenceNunber=2016, event Type=MEMBERSHI P_ADD,
groupNane=app: mai | i ngli st:idmfans}

m dpoi nt _server_1 | mdpoint;m dpoint.|og;deno;;2019-11-21 19: 37: 01, 575 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum mi dpoi nt. expressi on): ### bgasper - MEMBERSH P_ADD - app:nuilinglist:idmfans

m dpoi nt _server_1 | mdpoint; nidpoint.|og;deno;;2019-11-21 19:37: 01, 575 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum mi dpoi nt. expressi on): Reconpute trigger for bgasper: not added (already present or user not found)

m dpoi nt _server_1 | mdpoint; m dpoint.|og; denp;;2019-11-21 19:37:01,612 [] [ AMQP-consuner-3-2] INFO (com

evol veum m dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Angp091AsyncUpdat eSource): Received a nessage on
ang. ct ag- ZzhDVBf PuwMBTuxUFeznf g

m dpoi nt _server_1 | midpoint; m dpoint.|og; deno;;2019-11-21 19:37:01,612 [] [ AMQP-consuner-3-2] INFO (com

evol veum m dpoi nt. provi si oni ng. ucf.inpl.builtin.async. sources. Angp091AsyncUpdat eSource): Message i s:

m dpoi nt _server_1 | midpoint; midpoint.l|og;deno;;{"encrypted":false, "esbEvent":[{"sourceld":"ldap","

menber shi pType": "fl attened", "fi el dNane": " menber s", "groupl d": "5ae830647de347babf f 3f 5bf bd733bc5", "changeCQccurred":
fal se, "createdOnM cros": 1574364982559000, "subj ect I d": "bgasper”, "i d": " 7bd7d7689d5443f e84f f d9097ddf c98f ", "
sequenceNunber": "2017", "event Type": " MEMBERSHI P_ADD', " gr oupNane": "t est: vol unteers"}]}

m dpoi nt _server _1 | mdpoint; m dpoint.|og;deno;;2019-11-21 19: 37: 01, 614 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum mi dpoi nt. expressi on): esbEvent = {sourcel d=l dap, menbershi pType=fl attened, fiel dNane=nenbers,

groupl d=5ae830647de347babf f 3f 5bf bd733bc5, changeCccurred=fal se, createdOnM cro0s=1574364982559000,

subj ect | d=bgasper, id=7bd7d7689d5443f e84f f d9097ddf c98f, sequenceNunber=2017, event Type=MEMBERSHI P_ADD,

gr oupNane=t est : vol unt eer s}

m dpoi nt _server _1 | mdpoint; nidpoint.|og;deno;;2019-11-21 19:37: 01, 614 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum mi dpoi nt. expressi on): ### bgasper - MEMBERSH P_ADD - test:volunteers

m dpoi nt _server_1 | mdpoint; m dpoint.|og;denp;;2019-11-21 19: 37: 01, 614 [ MODEL] [ AMQP-consuner-3-2] | NFO (com
evol veum m dpoi nt. expressi on): Reconpute trigger for bgasper: not added (already present or user not found)

Corresponding changes are stored in midPoint now. But for performance reasons, user recomputation (including e.g. LDAP account modifications,

additional accounts provisioning or deprovisioning, and so on) is carried out by Trigger Scanner that runs regularly. So, at most after 6 minutes, user bgasp

er should be recomputed in midPoint:
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Switching midPoint authentication to Shibboleth (optional)

Finally we can switch midPoint authentication from the internal one to Shibboleth-based. You rewrite name of authentication module for sequence adni n-
gui -default inDefault Security Policy. Youhave to find:

<sequence>
<nare>adm n- gui - def aul t </ name>
<descri pti on>
Default QU authentication sequence
</ description>
<channel >
<channel | d>ht t p: // mi dpoi nt. evol veum coni xm / ns/ publ i ¢/ cormon/ channel s- 3#user </ channel | d>
<def aul t >t rue</ def aul t >
<url Suf fi x>gui -defaul t </ url Suffi x>
</ channel >
<nodul e>
<name>i nt er nal Logi nFor nx/ name>
<or der >30</ or der >
<necessity>suffici ent </ necessity>
</ nodul e>
</ sequence>

And change <nane>i nt er nal Logi nFor nx/ nane> to <nane>nySani Sso</ nane>. After saving of security policy you have to logout.

Now you can log into midPoint at http://localhost:8443/midpoint. You will be redirected to Shibboleth login page where you would log in using bander son
/ password

You can log into midPoint using the emergency URL https://localhost:8443/midpoint/auth/emergency that will point you to midPoint login page (instead of
Shibboleth one). Then you will use adni ni strat or as a user name and 5ecr 3t as a password.

Additional Details


http://midpoint.evolveum.com/xml/ns/public/common/channels-3#user
http://localhost:8443/midpoint
https://localhost:8443/midpoint/auth/emergency
https://spaces.at.internet2.edu/display/MID/Additional+Details

Conclusion

This sample environment shows a proposal how to use midPoint along with Grouper for managing identities at a university. It is not a complete solution.
Due to time limitations, some of the components are more sketches than production-ready implementations. For example, scripted SQL connectors do not
support filtering, paging, nor live synchronization. Data model is greatly simplified. Security and performance issues were taken into account, but not yet
fully validated.

Nevertheless, we consider this to be a good basis for getting acquainted with midPoint/Grouper integration as well as for future discussion on suitable
architecture of midPoint/Grouper deployment in higher education.
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