Defining Global Configuration Values in midPoint

In midPoint, common configuration values can be defined as constants in a central location so they can be used by resource configurations elsewhere.
This post describes how Oregon State University is using global constants in our resource configurations, and how this allows us to keep privileged
credential values in one location instead of scattered across multiple config files.

Define Constant Values In config.xml

First, identify the values that you want to make available as global constants. In this example, we'll make some constants for configuration values used by
the Google Apps connector.

Google Domain
Client ID

Client Secret
Refresh Token

Open $M DPO NT_HOVE/ var / conf i g. xm in an editor. Add a <const ant s></ const ant s> node under <m dpoi nt >, then add individual items for
each constant value as follows:

<const ant s>
<r esour ceGTESTdonai n>your . googl edomai n. edu</ r esour ceGTESTdomai n>

</ const ant s>
Here's a sample configuration that defines all four Google Apps values, plus a couple of others:

<configuration>
<m dpoi nt >

<webAppl i cati on>
<i nport Fol der >${ m dpoi nt . hone}/i nport </i nport Fol der >

</ webAppl i cati on>

<r eposi tory>
<reposi toryServi ceFact oryCl ass>com evol veum ni dpoi nt. r epo. sql . Sql Reposi t or yFact ory<

/ reposi toryServi ceFact oryd ass>

<dat abase>mari adb</ dat abase>
<j dbcUser nanme>r edact ed</ j dbcUser nanme>
<j dbcPasswor d>r edact ed</ j dbcPasswor d>
<j dbcUrl >j dbc: mari adb: / /1 ocal host : 3306/ r edact ed?char act er Encodi ng=ut f 8</j dbcUr | >

</ repository>

<const ant s>
<r esour ceGTESTdomai n>your . googl edomai n. edu</ r esour ceGTESTdomai n>
<r esour ceGTESTcl i enti d>changene</ r esour ceGTESTcl i enti d>
<r esour ceGTESTcl i ent secr et >changene</ r esour ceGITESTcl i ent secr et >
<r esour ceGTESTr ef r esht oken>changene</ r esour ceGTESTr ef r esht oken>
<r esour ceFOOBARhost >f oobar . sonepl ace. edu</ r esour ceFOOBARhost >
<r esour ceFOOBARpor t >8080</ r esour ceFOOBARpor t >

</ const ant s>

Each constant must have a unique name. We follow the naming convention of r esour ceRESOURCENAMEpar aret er nane. In our example, the Google
Apps resource is called GTEST so our Google Apps-related constants all begin with "r esour ceGTEST". You can follow whatever convention fits your
organization's structure.

IMPORTANT! midPoint must be restarted to apply changes to confi g. xmi .

Using Constant Values In Resource Configurations

To use a constant value defined in conf i g. xn1 in a resource configuration, follow this form:

<expressi on><const >CONSTANT_VALUE_NAME</ const ></ expr essi on>

Here's a sample resource configuration for Google Apps that uses the constant values defined in the previous section.

<configurati onProperties xm ns:gen379="http:// m dpoi nt.evol veum com xm / ns/ publ i c/connector/icf-1/bundl e/ com
evol veum pol ygon. connect or - googl eapps/ com evol veum pol ygon. connect or . googl eapps. Googl eAppsConnect or " >

<donmi n><expr essi on><const >r esour ceGTESTdonmai n</ const ></ expr essi on></ domai n>

<cl i ent | d><expressi on><const >r esour ceGITESTcl i enti d</ const ></ expr essi on></cli ent|d>

<cl i ent Secr et ><expr essi on><const >r esour ceGTESTcl i ent secr et </ const ></ expr essi on></ cl i ent Secr et >

<r ef reshToken><expr essi on><const >r esour ceGTESTr ef r esht oken</ const ></ expr essi on></r ef reshToken>
</ configurati onProperties>

After modifying the resource configuration to use the constant values, you can test the change by viewing the resource in the midPoint Ul and clicking the T
est Connection button.
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