
Information Security Policy Examples

General Information Security Policies

EDUCAUSE Security Policies Resource Page (General)
Computing Policies at James Madison University
Computing Policies at University of Iowa
University of California at Los Angeles (UCLA) Electronic Information Security Policy
University of Notre Dame Information Security Policy
University of Iowa Information Security Framework
Carnegie Mellon Information Security Roles and Responsibilities
Stanford University Computer and Network Usage Policy

Privacy Policies

EDUCAUSE Campus Privacy Policies Resource Page
University of Texas Health Science Center at San Antonio Information Resources Privacy Policy
University of Minnesota Selecting an Online Privacy Policy
Stanford Privacy and Access to Electronic Information
University of Miami School of Medicine: Privacy/Data Protection Project

Acceptable Use Policies

University of Texas Health Science Center at San Antonio Acceptable Use Policy
University of Minnesota Acceptable Use of information Technology Resources Policy
Purdue University Acceptable Use Policy
University of Texas Health Science Center at San Antonio Internet Use Policy
University of North Carolina at Greensboro Blackboard Use Policy

Data Classification and Governance

EDUCAUSE Campus Data Classification Policies
Carnegie Mellon Guidelines for Data Protection
State of Texas Department of Information Resources Data Classification Guide
University of Texas at Austin Data Classification Standard
University of Texas Health Science Center at San Antonio Data Classification Policy
Carnegie Mellon Guidelines for Data Classification
Stanford University Data Classification
Purdue University Data Classification and Governance Policy

SSNs

University of Iowa SSN Policy
Purdue University Social Security Number Policy
Northwestern University Secure Handling of Social Security Numbers Policy

Encryption

University of Texas at Austin Data Encryption Guidelines
Northwestern University Data Encryption Policy
UCLA Protection of Electronically Stored Personal Information Policy

Disposal of Computers, Hard Drives

EDUCAUSE Guidelines for Data Media Sanitization and Disposal
NIST SP 800-88 Guidelines for Media Sanitization
University of Texas Health Science Center at San Antonio Storage Media Control Policy
Northwestern University Disposal of Computers Policy
Carnegie Mellon Guidelines for Data Sanitization and Disposal

Identity and Access Management Policies

University of Iowa Enterprise Authentication Policy

Purdue University Authentication and Authorization Policy

Stanford University Identification and Authentication Policy
University of South Carolina Data Access Policy
Virginia Tech Administrative Data Management and Access Policy

University of Texas Health Science Center at San Antonio Administrative and Special Access Policy
Carnegie Mellon Guidelines for Appropriate Use of Administrator Access

In an effort to assist in developing important security policy, below you will find examples of institutional information security 
policies.

https://library.educause.edu/topics/policy-and-law/security-policies
http://www.jmu.edu/computing/policy/
http://cio.uiowa.edu/policy/
http://policy.ucop.edu/doc/7000543/BFB-IS-3
https://oit.nd.edu/assets/233963/information_security_policy_2015.pdf
http://cio.uiowa.edu/policy/policy-information-security-framework.shtml
http://www.cmu.edu/iso/governance/policies/information-security-roles.html
http://adminguide.stanford.edu/62.pdf
https://library.educause.edu/topics/policy-and-law/privacy-policies
http://www.uthscsa.edu/hop2000/5.8.20.pdf
http://www.policy.umn.edu/Policies/it/Web/ONLINEPRIVACY_PROC01.html
https://adminguide.stanford.edu/chapter-6/subchapter-1/policy-6-1-1
http://privacy.med.miami.edu/glossary/xd_iso_access_control.htm
http://www.uthscsa.edu/hop2000/5.8.10.pdf
http://www.policy.umn.edu/Policies/it/Use/ITRESOURCES.html
http://www.purdue.edu/policies/information-technology/viia2.html
http://www.uthscsa.edu/hop2000/5.2.8.pdf
http://policy.uncg.edu/blackboard_use/
https://library.educause.edu/topics/policy-and-law/data-classification-policies
http://www.cmu.edu/iso/governance/guidelines/data-protection/index.html
http://publishingext.dir.texas.gov/portal/internal/resources/DocumentLibrary/Data%20Classification%20Guide.docx
http://security.utexas.edu/policies/data_classification.html
http://www.uthscsa.edu/hop2000/5.8.21.pdf
http://www.cmu.edu/iso/governance/guidelines/data-classification.html
http://www.stanford.edu/group/security/securecomputing/dataclass_chart.html
http://www.purdue.edu/policies/information-technology/viib6.html
http://www.uiowa.edu/~our/opmanual/ii/36.htm
http://www.purdue.edu/policies/information-technology/viib7.html
http://www.it.northwestern.edu/policies/SSN_policy.html
http://security.utexas.edu/policies/encryption.html
http://www.it.northwestern.edu/policies/dataencryption.html
http://www.adminpolicies.ucla.edu/app/Default.aspx?&id=404
https://spaces.at.internet2.edu/display/2014infosecurityguide/Guidelines+for+Information+Media+Sanitization
http://csrc.nist.gov/publications/nistpubs/800-88/NISTSP800-88_rev1.pdf
http://www.uthscsa.edu/hop2000/5.8.22.pdf
http://www.it.northwestern.edu/policies/disposal.html
http://www.cmu.edu/iso/governance/guidelines/data-sanitization.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html
http://cio.uiowa.edu/policy/EnterpriseAuthenticationV15.shtml
http://www.purdue.edu/policies/information-technology/viib1.html
http://adminguide.stanford.edu/64.pdf
http://www.sc.edu/policies/univ150.pdf
http://www.policies.vt.edu/7100.pdf
http://www.uthscsa.edu/hop2000/5.8.19.pdf
http://www.cmu.edu/iso/governance/guidelines/appropriate-use-admin-access.html


Passwords

University of Texas Health Science Center at San Antonio Access Control and Password Management Policy
Carnegie Mellon Guidelines for Password Management
University of Iowa Enterprise Password Policy

Physical Access

University of Texas at Austin University Data Center Security Policy
University of Texas at Austin University Identification Card Guidelines
University of Texas Health Science Center at San Antonio Physical Security for Electronic Information Resources
Cornell University Responsible Use of Video Surveillance Systems

Incident Management and Response

University of Texas Health Science Center at San Antonio Information Security Incident Reporting Policy
University of Iowa Computer Security Breach Notification Policy
UCLA Notification of Breaches of Computerized Personal Information Policy
University of Minnesota Reporting and Notifying Individuals of Security Breaches Policy
NIST SP 800-61 Computer Security Incident Handling Guide

Backup and Data Recovery

University of Texas Health Science Center at San Antonio Data Backup Policy and Guideline
University of Iowa Backup and Recovery Policy

Email and Instant Messaging

EDUCAUSE Email Policies

State of Texas Department of Information Resources Internet and Email Domain Name Policy
University of Texas Health Science Center at San Antonio Electronic Mail Use and Retention Policy
Purdue University Electronic Mail Policy
University of Texas at Austin University Electronic Mail Student Notification Policy (Use of E-mail for Official Correspondence to Students)
Carnegie Mellon Instant Messaging Security and Use Guidelines

Social Media

State of Texas Social Media Policy
Stanford University Chat Rooms and Other Forums Policy
Drexel University Social Media Policy
Ball State University Social Media Policy
University of California Santa Barbara Social Networking Guidelines for Administrators
University of Florida Social Media Guidelines
State University of New York Social Media Policy

Cloud Computing

University of California Cloud Computing Task Force
Cornell University Outsourcing and Cloud Computing resource page
Purdue University Cloud Computing Consumer Guidelines
University of Texas Health Science Center at San Antonio Third-Party Management of Information Resources Policy

Technology Procurement

Northwestern University Policy for Information Technology Acquisition, Development and Deployment

Mobile Device Policies

EDUCAUSE Campus Cell Phone Policies
University of Texas Health Science Center at San Antonio Portable Computing Policy
University of Texas at Austin Handheld Hardening Checklists
University of Oregon Mobile Device Security Policy Recommendations and Questions
University of Pennsylvania Server-Managed Personal Digital Assistant (PDA) Policy with Disclaimer

Minimum Security Requirements Network Devices

UCLA Minimum Security Standards for Network Devices Policy
University of Texas Health Science Center at San Antonio Computer Network Security Configuration Policy
University of Texas at Austin Minimum Security Standards for Systems
University of Texas Health Science Center at San Antonio Administration of Security on Server Computers Policy
University of Texas at Arlington Server Management Policy
Northwestern University Server Certificate Policy
University of Texas Health Science Center at San Antonio Administration of Security on Workstation Computers Policy
University of Minnesota Basic Security for Computers and Other Electronic Device

Networking Policies

UNC-G: Wireless Networking

http://www.uthscsa.edu/hop2000/5.8.4.pdf
http://www.cmu.edu/iso/governance/guidelines/password-management.html
http://cio.uiowa.edu/policy/Enterprise-Password.shtml
http://www.utexas.edu/its/udc/help/udc-security.php
http://www.utexas.edu/cio/policies/university-identification-card-guidelines
http://www.utexas.edu/cio/policies/university-identification-card-guidelines
http://www.uthscsa.edu/hop2000/5.8.27.pdf
http://www.dfa.cornell.edu/dfa/treasurer/policyoffice/policies/volumes/riskandsafety/surveillance.cfm
http://www.uthscsa.edu/hop2000/5.8.5.pdf
http://cio.uiowa.edu/policy/policy-notification.shtml
http://www.adminpolicies.ucla.edu/app/Default.aspx?&id=420
http://www.policy.umn.edu/Policies/it/Use/SECURITYBREACH.html
http://csrc.nist.gov/publications/nistpubs/800-61-rev1/SP800-61rev1.pdf
http://www.uthscsa.edu/hop2000/5.8.23.pdf
http://ims.uthscsa.edu/InfoSec/guidelines/Backup.pdf
http://cio.uiowa.edu/policy/policy-backup-recovery.shtml
http://www.educause.edu/library/e-mail-policies
http://www2.dir.state.tx.us/SiteCollectionDocuments/Security/Policies%20and%20Standards/email_policy.pdf
http://www.uthscsa.edu/hop2000/5.2.6.pdf
http://www.purdue.edu/policies/information-technology/viia1.html
http://www.utexas.edu/cio/policies/university-electronic-mail-student-notification-policy
http://www.purdue.edu/policies/information-technology/viia1.html
http://www.cmu.edu/iso/governance/guidelines/im.html
http://www.texas.gov/en/about/Pages/social-media-policy.aspx
http://adminguide.stanford.edu/66.pdf
http://drexel.edu/ucomm/social-media/social-media-policy/
http://cms.bsu.edu/about/administrativeoffices/umc/whatwedo/interactive-marketing/gettingstarted/webpolicies/socialmedia
http://www.policy.ucsb.edu/policies/advisory-docs/social-networking-guide.pdf
http://www.hr.ufl.edu/emp_relations/policy/social_media.asp
https://www2.sysadm.suny.edu/EmployeeServices/pdf/SocialMediaPolicyMay.17.2011.pdf
https://spaces.ais.ucla.edu/display/uccctf/Home
http://www.cit.cornell.edu/policies/publications/cloud/index.cfm
http://www.purdue.edu/securePurdue/bestPractices/Cloud%20Consumers.cfm
http://www.uthscsa.edu/hop2000/5.8.18.pdf
http://www.it.northwestern.edu/policies/acquisition.html
https://library.educause.edu/topics/policy-and-law/cell-phone-policies
http://www.uthscsa.edu/hop2000/5.8.12.pdf
https://wikis.utexas.edu/display/ISO/Handheld+Hardening+Checklists
http://pages.uoregon.edu/joe/mobile-internet-device-hot-topic.doc
http://www.net.isc.upenn.edu/policy/approved/20080407-serverpda.html
http://www.net.isc.upenn.edu/policy/supporting/pda-disclaimer-w-guidelines.html
http://www.adminpolicies.ucla.edu/app/Default.aspx?&id=401
http://www.uthscsa.edu/hop2000/5.8.8.pdf
http://security.utexas.edu/policies/standards_systems.html
http://www.uthscsa.edu/hop2000/5.8.14.pdf
http://www.uta.edu/policy/hop/adm/5/602
http://www.it.northwestern.edu/policies/server-cert.html
http://www.uthscsa.edu/hop2000/5.8.28.pdf
http://www.policy.umn.edu/Policies/it/Use/SECUREDATA_PROC01.html
http://its.uncg.edu/Network_services/Wireless/


Appalachian State University: Open Servers VLAN Policy
University of Texas Health Science Center at San Antonio Network Access Policy
University of California at Berkeley Guidelines and Procedures for Blocking Network Access

Firewall Maintenance

Northwestern University Firewall Policy

VPN Usage

Northwestern University Usage of the NU SSL VPN Policy

Web Application Security Policies

University of Texas Health Science Center at San Antonio Web Application Security Policy
Carnegie Mellon Web Server Security Guidelines

SQL Databases and Proxy Servers

Carnegie Mellon Proxy Server Guidelines

Application Service Provider

University of Texas at Austin Minimum Security Standards for Application Development and Administration

Research Application Hosting

Carnegie Mellon Procedures for Requesting Access to Network Data for Research

File Sharing

University of Texas Health Science Center at San Antonio Peer-To-Peer Access Policy

Risk Management

UT Health Science Center at San Antonio Electronic Information Security Risk Management Policy

Security Monitoring

University of Texas at Austin Network Monitoring Guidelines
University of Texas Health Science Center at San Antonio Security Monitoring Policy

Security Training

UT Health Science Center at San Antonio Information Security Training and Awareness Policy

DNS Policies

EDUCAUSE Campus Domain Name Policies
Carnegie Mellon Recursive DNS Server Operations Guideline
Registration and Use of UCLA Domain Names Policy

Copyright

EDUCAUSE Campus Copyright and Intellectual Property Policies
Carnegie Mellon Copyright Violation Guideline

PCI

University of Texas at Austin Minimum Security Standards for Merchant Payment Card Processing
Stanford University Credit Card Acceptance and Processing Policy

Software Licensing

EDUCAUSE Campus Licensing Policies
University of Texas Health Science Center at San Antonio Software Policy

Top of page

 Questions or comments?  .Contact us

Looking for More Sample Policies?

See the EDUCAUSE library collection of  , including policies on privacy, passwords, data sample policies from colleges and universities
classification, security, e-mail, and many more.

http://nics.appstate.edu/standards/open-servers-vlan-policy
http://www.uthscsa.edu/hop2000/5.8.7.pdf
https://security.berkeley.edu/blocking.html
http://www.it.northwestern.edu/policies/firewall.html
http://www.it.northwestern.edu/policies/vpnusage.html
http://www.uthscsa.edu/hop2000/5.8.29.pdf
http://www.cmu.edu/iso/governance/guidelines/web-server.html
http://www.cmu.edu/iso/governance/guidelines/proxy.html
http://security.utexas.edu/policies/standards_application.html
http://www.cmu.edu/iso/governance/procedures/net-data.html
http://www.uthscsa.edu/hop2000/5.8.11.pdf
http://www.uthscsa.edu/hop2000/5.8.26.pdf
http://security.utexas.edu/policies/monitoring.html
http://www.uthscsa.edu/hop2000/5.8.13.pdf
http://www.uthscsa.edu/hop2000/5.8.17.pdf
http://www.educause.edu/library/domain-name-policies?filters=sm_cck_field_super_facet%3A%22EDUCAUSE%20Library%20Items%22%20tid%3A33182
http://www.cmu.edu/iso/governance/guidelines/dns-servers.html
http://www.adminpolicies.ucla.edu/app/Default.aspx?&id=411
https://library.educause.edu/topics/policy-and-law/copyright-and-intellectual-property-policies
http://www.cmu.edu/iso/governance/guidelines/copyright-memo.html
http://security.utexas.edu/policies/standards_merchant.html
http://adminguide.stanford.edu/84.pdf
https://library.educause.edu/topics/information-technology-management-and-leadership/licensing
http://www.uthscsa.edu/hop2000/5.5.10.pdf
mailto:security-council@educause.edu?subject=Security Policy
http://www.educause.edu/library/campus-policy-and-law?filters=sm_cck_field_super_facet%3A%22EDUCAUSE%20Library%20Items%22%20tid%3A30384%20tid%3A30363#jqtab-1
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