University of Michigan

Project Overview:

For approximately 20 years the University of Michigan has provided its users with the ability to create and
manage groups, which are used for a wide variety of purposes. The University currently manages 85,000
groups through its enterprise MCommunity directory . After such a long period of time, and especially
given the current social climate of increased sensitivity to information privacy, we find it necessary to
reevaluate the best way of providing group management capabilities to our users. Ultimately, we would
like to provide our users with a rich set of groups, created using dynamic, automated processes, which
can securely authorize access to applications, enable email delivery, etc.

A primary project goal is to determine the best methodology for providing these services using
Grouper. We plan to pilot several University use cases to manage departmental groups used for both
access control and mail to explore and evaluate the Grouper product.

Organization Summary:

The birthplace of the Lightweight Directory Access Protocol (LDAP) and the OpenLDAP server software,
“the University of Michigan is a public research university with a primary campus and academic medical
center (Michigan Medicine) located in Ann Arbor, Michigan, and two satellite campuses in Flint and
Dearborn. The 19 schools and colleges on the Ann Arbor campus offer 250 degree programs and
comprise 44,000 students; 7,000 faculty members; and 14,000 staff. According to the latest national

data, the U-M spends more on research--$1.39 billion in FY2016--than any other U.S. public university. U-

M's graduate programs include 99 appearing on the top ten list of the U.S. News & World Report (4th
nationally).

For the most part, identity and access management services at the University of Michigan are provided
by two teams:

® The Line of Business team, which is responsible for the development of IAM applications and
services. The assistant director of the IAM Line of Business team reports to the executive
director of Information Assurance.

® The Operations team, which is responsible for the production support of IAM applications
and services. The manager of the IAM Operations team reports to the Data Engineering
Manager of Infrastructure Services.

Key Area(s) of Interest:

® Grouper Access Management Software

Contact Information:

Primary Campus Contact = Liam Hoekenga | liamr@umich.edu 734-615-1350
Operations Vasilios Pliakas | vpliakas@umich.edu | 734-936-5236
Architecture Jack Stewart mjstew@umich.edu 734-764-0853
Management DePriest Dockins | ddockins@umich.edu @ 734-647-8195
Executive Sponsor Kelli Trosvig ktrosvig@umich.edu

Others:

Aimee Lahann aimeelem@umich.edu = 734-764-5641

Jeanne Horvath | jeanneh@umich.edu 734-763-6920

Resources
Project Plan

Blogs: Groveling before Grouper, Ma
slow's Hammer

Internal Planning Documentation
Case Study

TechEx Presentation
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