midPoint Logging

Audit log sample

2016- 08- 31 14:42:53,005 | NFO 2016- 08-31T14: 42: 53. 005- 0400 ei d=1472668973005-0-1, et=ADD OBJECT, es=REQUEST,
sid=null, tid=1472668972973-0-1, toid=null, hid=null, |=FocusType: d775667f-868e-4fb7-a514-d1b95513bcd4
({http://mdpoint.evol veum com xm / ns/ publ i ¢/ conmon/ common- 3} user), T=FocusType: null ({http://m dpoint.evol veum
com xm / ns/ publ i ¢/ conmon/ cormon- 3} user), TO=null, D=[null:ADD], ch=http://m dpoint.evol veum conml xm / ns/ public

/ gui / channel s- 3#user, o=null, p=null, n¥
2016- 08- 31 14:42:53,028 DEBUG Details of event 1472668973005-0-1 stage REQUEST
Del t as:
Obj ect Del t aOper ati on
Del ta:

Obj ect Del t a<User Type>(User Type: nul | , ADD) :
user: (null, UserType)
parentOrgRef: [ ]
name: jaj
full Name: Janes Jokl
gi venNane: Janes
fam | yName: Jokl
activation:
admi ni strativeStatus: ENABLED
credential s:
passwor d:
val ue:
Prot ect edStri ngType( encrypt ed=Encr ypt edDat aType(encrypti onMet hod=Encrypti onMet hodType
(al gorithnmehttp://ww. w3. or g/ 2001/ 04/ xm enc#aes128-cbc), keyl nfo=Keyl nf oType
(keyNanme=Qt+Avy GW4CoXnduki z3RAzE7f H8=), ci pher Dat a=Ci pher Dat aType( ci pher Val ue=[ 32 bytes])))
assi gnnent :
Execution result: null
bj ect nane: nul |

2016-08-31 14: 42: 53,045 | NFO 2016-08-31T14: 42: 53. 045- 0400 ei d=1472668973045-0-1, et=ADD_OBJECT, es=EXECUTI ON,
sid=nul |, tid=1472668972973-0-1, toid=null, hid=null, |=FocusType: d775667f-868e-4fb7-a514-d1b95513bcd4
({http://mdpoint.evol veum conmf xnml / ns/ publ i ¢/ conmbn/ conmon- 3}user), T=FocusType: 840ala4l-fa64-4774-9c9c-
c907ebe3ae5b({http:// m dpoi nt. evol veum com xm / ns/ publ i ¢/ conmon/ common- 3} user), TO=null, D=[840ala4dl-fa64-4774-
9c9c-c907ebe3ae5b: ADD], ch=http://m dpoint. evol veum com xm / ns/ publ i c/ gui / channel s- 3#user, 0=SUCCESS, p=null, nr
2016- 08-31 14:42:53,047 DEBUG Details of event 1472668973045-0-1 stage EXECUTI ON
Del t as:
LensObj ect Del t aOper ati on
Del t a:
Obj ect Del t a<User Type>( User Type: 840ala4dl-f a64- 4774- 9c9c- c907ebe3ae5b, ADD) :
user: (840ala4l-fa64-4774-9c9c-c907ebe3ae5b, v0, UserType)
name: jaj
full Name: Janes Jokl
gi venNane: Janes
fam | yNanme: Jokl
activation:
admi ni strativeStatus: ENABLED
effectiveStatus: ENABLED
enabl eTi mest anp: 2016- 08- 31T14: 42: 53. 034- 04: 00
credential s:
passwor d:
val ue:
Prot ect edSt ri ngType( encrypt ed=Encr ypt edDat aType(encrypti onMet hod=Encrypti onMet hodType
(al gorithmehttp://ww. w3. or g/ 2001/ 04/ xm enc#aes128-cbc), keyl nfo=Keyl nf oType
(keyNanme=Q+Avy GW4CoXnduki z3RAzE7f H8=), ci pher Dat a=C pher Dat aType( ci pher Val ue=[ 32 bytes])))
net adat a:
cr eat eChannel :
http://m dpoint.evol veum com xm / ns/ publ i c/ gui / channel s- 3#user
creat eTi mestanp: 2016- 08- 31T14: 42: 53. 034- 04: 00
creatorRef: oi d=d775667f - 868e-4f b7- a514- d1b95513bcd4( User Type) (' keith")
iteration: 0O
iterationToken:
net adat a:
cr eat eChannel :



http://m dpoint. evol veum conml xm / ns/ publ i c/ gui / channel s- 3#user
createTi mestanp: 2016- 08-31T14: 42: 53. 040- 04: 00
creatorRef: oi d=d775667f - 868e- 4f b7- a514- d1b95513bcd4( User Type) (' kei th")
creat eApproverRef: [ ]
nodi f yApproverRef: [ ]
parent OrgRef: [ ]
trigger:
linkRef: [ ]
rol eMenber shi pRef: [ ]
assi gnnent :
enmpl oyeeType: []
organi zational Unit: []
organi zation: []
Execution result:
*op* com evol veum mi dpoi nt. nodel . i npl .| ens. ChangeExecut or. executeDel ta, st: SUCCESS, msg: null
*op* com evol veum m dpoi nt . t ask. api . Task. | i st Subt asksDeeply, st: SUCCESS, nsg: null
[c]linpl emrentati ond ass=com evol veum ni dpoi nt. t ask. quart zi npl . TaskQuart zI npl
[c] oi d=nul |
*op* com evol veum mi dpoi nt . t ask. api . Task. | i st Subt asksRaw, st: SUCCESS, nsg: null
[c]inplenentati ond ass=com evol veum mi dpoi nt. t ask. quart zi npl . TaskQuar t zI npl
[c] oi d=nul |
*op* com evol veum mi dpoi nt . repo. api . Reposi toryServi ce. addObj ect, st: SUCCESS, nsg: null
[ p] opti ons=RepoAddOpt i ons(overw ite=fal se, allowUnencryptedVal ues=fal se)
[ p] obj ect =user: 840aladl-fa64- 4774-9c9c- c907ebe3ae5b(j aj)
bj ect name:
PolyString(jaj,jaj)
audited: false

2016- 08-31 14:42:53,097 INFO 2016-08-31T14:42: 53. 096- 0400 ei d=1472668973096- 0-1, et =ADD_OBJECT, es=EXECUTI ON,
sid=nul |, tid=1472668972973-0-1, toid=null, hid=null, |=FocusType: d775667f-868e-4fb7-a514-d1b95513bcd4
({http://mdpoint.evol veum com xm / ns/ publ i ¢/ cormbn/ common- 3}user), T=FocusType: 840ala4l-fa64-4774-9c9c-
c907ebe3ae5b({http:// m dpoi nt. evol veum com xm / ns/ publ i ¢/ conmon/ common- 3} user), TO=null, D=[840ala4dl-fa64-4774-
9c9c- c907ebe3ae5h: MODI FY], ch=http:// m dpoint. evol veum com xn / ns/ publ i c/ gui / channel s- 3#user, 0=SUCCESS,
p=null, n¥
2016- 08-31 14:42:53,098 DEBUG Details of event 1472668973096-0-1 stage EXECUTI ON
Del t as:
LensObj ect Del t aOper ati on
Del t a:
bj ect Del t a<User Type>( User Type: 840ala4dl- f a64- 4774- 9c9c- c907ebe3ae5b, MODI FY) :
activation/ enabl eTi nest anp
REPLACE: 2016-08-31T14: 42: 53. 070- 04: 00
nmet adat a/ nodi f yChannel
REPLACE: http://mi dpoint.evol veum conml xni/ ns/ publ i c/ gui/ channel s- 3#user
net adat a/ nodi f yTi mest anp
REPLACE: 2016-08-31T14: 42:53. 078- 04: 00
net adat a/ nodi fi er Ref
REPLACE: oi d=d775667f - 868e- 4f b7- a514- d1b95513bcd4 ("' keith')

Execution result:
*op* com evol veum mi dpoi nt. nodel . i npl . | ens. ChangeExecut or. execut eDel ta, st: SUCCESS, nsg: null

*op* com evol veum mi dpoi nt. t ask. api . Task. | i st Subt asksDeeply, st: SUCCESS, nsg: null
[c]inpl enentati onC ass=com evol veum m dpoi nt. t ask. quart zi npl . TaskQuart zI npl
[ c] oi d=nul |
*op* com evol veum mi dpoi nt . t ask. api . Task. | i st Subt asksRaw, st: SUCCESS, nsg: null
[c]inplementationC ass=com evol veum mi dpoi nt. t ask. quart zi npl . TaskQuart zI npl
[c] oi d=nul |
*op* com evol veum m dpoi nt.repo. api . Reposi toryServi ce. nodi fyCbj ect, st: SUCCESS, msg: null
[ p] 0i d=840ala4l-fa64-4774-9c9c-c907ebe3ae5b
[ p] t ype=com evol veum mi dpoi nt. xnl . ns. _publ i c. conmbn. cormon_3. User Type
[ p] nodi fications=[ PropertyDelta(activation / {.../comon/common-3}enabl eTi nest anp,
REPLACE) , PropertyDel ta(nmetadata / {.../comon/ common- 3} nodi f yChannel , REPLACE), PropertyDel ta(netadata / {...
/ common/ common- 3} nodi f yTi nest anp, REPLACE), Ref erenceDel ta(nmetadata / {.../common/ conmon- 3} nodi fi er Ref, REPLACE)]
Qoj ect nane:
PolyString(jaj,jaj)
audited: false
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