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•  Approaches	  and	  issues	  with	  consent	  
•  Noble	  principles	  to	  be	  captured	  in	  technology	  
•  Buckets	  of	  needs	  
•  Some	  use	  cases	  and	  requirements	  
•  Pipelines	  and	  Possible	  components	  
•  Enterprise	  manager	  consideraDons	  
•  Adjacent	  issues	  	  

–  Minimal	  viable	  consent	  record	  at	  
hHps://github.com/KI-‐CISWG/MVCR/blob/master/mvcr-‐0.6.md	  

–  UMA	  
•  How	  do	  we	  proceed	  

Topics	  



•  It’s	  proving	  hard	  to	  get	  the	  right	  aHributes	  released	  	  
–  InsDtuDons	  are	  aHribute-‐retenDve	  	  
–  InternaDonal	  issues	  are	  hard	  
–  Liability	  impacts	  are	  uncertain	  

•  Two	  approaches	  to	  consent	  
–  InsDtuDonal/organizaDonal/IdP	  	  decision	  
–  End-‐user/individual	  decision	  

•  Consent	  has	  adjecDves:	  informed,	  accessible,	  revocable,	  fine-‐
grain,	  etc.	  

•  Related	  problems	  (e.g.	  selecDve	  release)	  compound	  the	  
situaDons	  

Approaches	  and	  issues	  with	  consent	  



a)	  Reduce	  occasions	  in	  which	  user	  is	  denied	  service	  due	  to	  lack	  of	  needed	  
aHributes.	  
	  
b)	  MiDgate	  IdP	  insDtuDon's	  risk	  of	  providing	  PII	  outside	  of	  a	  context	  in	  
which	  adequate	  protecDon	  can	  be	  expected.	  
	  
c)	  MiDgate	  SP	  insDtuDon's	  risk	  of	  being	  sued	  by	  user	  for	  misuse	  of	  their	  PII.	  
	  
d)	  Put	  privacy	  control	  in	  users'	  hands	  as	  a	  maHer	  of	  principle,	  or	  to	  comply	  
with	  conservaDve	  IdP	  insDtuDonal	  privacy	  policies	  
	  
e)	  Design	  an	  app	  that	  can	  address	  problems	  like	  those	  above,	  regardless	  of	  
whether	  it	  is	  actually	  used	  to	  address	  any	  actual	  problems.	  

Examples	  of	  problems	  we’d	  like	  to	  solve	  



•  RevocaDon	  of	  consent	  
•  EffecDve	  informed	  consent	  mechanisms	  
•  IdenDty	  portability	  

–  Being	  able	  to	  move	  one’s	  consent	  preferences	  from	  one	  IdP	  to	  
another	  	  

–  Not	  necessarily	  portability	  of	  idenDfiers,	  aHributes	  or	  authorizaDons	  
•  Unobservability	  not	  part	  of	  this	  model,	  but	  non-‐correlaDng	  

opaque	  idenDfiers	  are	  	  
•  Auditability	  for	  legal	  or	  regulatory	  requirements	  
•  Adding	  Privacy	  to	  Accessibility	  
•  Widespread	  appreciaDon	  for	  the	  concepts	  of	  required	  vs	  opDonal	  

aHributes	  though	  it	  is	  neither	  technically	  implemented	  yet	  or	  
marketplace	  tested.	  

Noble	  principles	  



•  Internal	  data	  stores	  
–  AHribute	  release	  policies	  per	  user	  	  

•  Cookies,	  db,	  other	  choices	  
–  PresentaDon	  to	  user	  support	  
–  AHribute	  mapping	  between	  sources	  and	  display	  renderings	  

•  External	  data	  sources	  
–  Calls	  to	  federaDon	  metadata	  
–  OpDonal	  vs	  required	  aHributes	  informaDon	  
–  SelecDve	  release	  of	  mulD-‐valued	  aHributes	  support	  
–  XML	  distribuDon	  of	  aHribute	  filters	  

•  InteracDons	  with	  everything	  
–  OrchestraDon	  with	  MFA	  
–  Callable	  from	  third	  party	  apps	  
–  API’s	  

Three	  types	  of	  “under	  the	  UI	  hood”	  needs	  



•  Support	  for	  a	  variety	  of	  end-‐user	  noDficaDon/consent	  approaches	  
•  Support	  for	  presentaDon	  to	  users	  for	  a	  variety	  of	  consent	  needs,	  from	  

individual	  aHributes	  to	  bundles	  
–  Custom	  aHributes?	  

•  Capability	  to	  see	  the	  values	  being	  released	  
•  MulD-‐lingual	  support	  
•  Mobile	  support	  
•  Ability	  to	  release	  certain	  sets	  of	  aHributes	  while	  not	  choosing	  to	  release	  

others,	  on	  a	  per	  instance	  basis	  
•  Ability	  to	  release	  certain	  values	  from	  a	  mulD-‐valued	  aHribute,	  on	  a	  per	  

instance	  basis	  
•  CapabiliDes	  to	  access	  a	  variety	  of	  informed	  consent	  sources,	  from	  

hierarchical	  and	  structured	  consent	  to	  ad	  hoc	  reputaDon	  systems	  
•  …	  

End	  user	  consent	  requirements	  on	  internals	  	  



•  Control	  the	  overall	  UI	  
–  Skins,	  logos,	  values	  being	  presented,	  etc	  

•  Control	  what	  specific	  choices	  are	  presented	  to	  user	  on	  a	  per	  site	  basis	  
•  Display	  human-‐oriented	  descripDons	  and	  values	  for	  geek-‐speak	  

aHributes	  
•  Support	  for	  off-‐line	  release	  
•  Create	  and	  manage	  aHribute	  bundles	  
•  Manage	  integraDon	  with	  MFA	  and	  other	  elements	  of	  the	  UX	  flow	  
•  Create	  and	  maintain	  secure	  audit	  logs	  of	  releases	  for	  legal	  and	  

regulatory	  requirements	  
•  Providing	  access	  to	  aHribute	  release	  policies	  for	  other	  applicaDons	  
•  Mapping	  between	  aHributes	  in	  inter-‐federaDon	  contexts	  
•  …	  

Enterprise	  IdP	  requirements	  



•  The	  user	  wants	  to	  view	  trust	  marks	  and	  other	  guidance	  for	  help	  
on	  decisions	  

•  The	  user	  would	  like	  a	  hierarchical	  format	  for	  informed	  consent	  
for	  more	  detail	  if	  needed	  

•  The	  user	  would	  like	  to	  use	  alternaDve	  forms	  of	  informaDon	  for	  
informed	  consent	  –	  reputaDon	  systems,	  etc.	  

•  The	  enterprise	  wants	  to	  manage	  the	  sources	  of	  trust	  
•  The	  enterprise	  wants	  to	  manage	  the	  standard	  informed	  consent	  

dialogues	  
•  …	  

Trust	  and	  informed	  consent	  related	  
requirements	  	  	  
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Components	  of	  a	  consent	  infrastructure	  

User	  GUI	  

Informed	  Consent	  
Support	   Enterprise	  Management	  

Console	  

AHribute	  Release	  
Policies	  in	  an	  UMA	  Store	  

Workflows	  AHribute	  Source	  

Out	  of	  band	  
noDficaDons	  

AHribute	  name/value	  
mapping	  support	  	  

NaDve	  UMA	  
outputs	   UMA	  -‐	  SAML	  

Oauth	  outputs	  

Log	  and	  
Audit	  

External	  
metadata	  
mangement	  



•  Enterprise	  IdP	  Management	  Console	  
–  How	  much	  to	  combine	  with	  other	  IdP	  management	  needs	  (local	  IdP	  

issues,	  federaDon	  issues,	  etc.)	  
–  How	  much	  to	  expose	  the	  consent	  opDons	  to	  other	  needs	  (Oauth,	  UMA,	  

etc.)	  
–  UX	  for	  the	  admin	  

•  AHribute	  release	  store	  
–  The	  engine	  block	  
–  API	  to	  access	  from	  other	  places	  
–  A	  good	  place	  to	  factor	  in	  UMA	  

•  External	  access	  to	  metadata	  
–  Federated	  feeds	  for	  required/opDonal,	  informed	  consent	  dialogues,	  

logos,	  end-‐enDty	  tags	  
–  Local	  feeds	  for	  dialogues,	  aHribute	  name/value	  translaDons,	  etc.	  
–  Likely	  to	  go	  beyond	  SAML	  metadata	  capabiliDes	  

Components	  of	  a	  consent	  infrastructure	  



•  Audit	  logs	  

•  AHribute/name	  value	  translaDons	  from	  geek	  to	  understandable	  

More	  components	  



PotenDal	  UMA-‐Based	  Privacy	  Lens	  

Benefits	  relaDve	  to	  non-‐UMA	  Privacy	  Lens	  
•  Can	  support	  proacDve	  user	  policy	  

•  Set	  policy	  in	  advance	  of	  access	  
•  Allow	  controlled	  on-‐going	  access	  

•  PotenDal	  “fan-‐out”	  to	  mulDple	  AAs	  
•  In	  a	  standards-‐based	  manner	  



•  Enterprise	  IdP	  Management	  Console	  Desirable	  features:	  
•  	   Ability	  to	  control	  the	  UI	  design	  and	  user	  choices	  on	  a	  per	  SP	  basis	  	  
•  	   	   Display	  of	  values	  being	  sent	  
•  	   	   Display	  of	  SP	  Logo,	  etc	  
•  	   	   OpDons	  for	  noDficaDon,	  consent	  suppression,	  frequency	  (e.g.	  one-‐Dme	  

releases	  vs	  recurring	  releases),	  etc.	  
•  	   Ability	  to	  plug	  in	  a	  variety	  of	  noDficaDon	  opDons	  
•  	   IntegraDon	  with	  revocaDon	  mechanism	  
•  	   Ability	  to	  manage	  the	  informed	  consent	  info	  via	  API’s,	  local	  stores,	  etc	  
•  	   Ability	  to	  skin	  the	  UI	  
•  	   Ability	  to	  change	  the	  UI	  
•  	   Shib	  integraDon	  issues	  	  
•  Managing	  audit	  logs	  
•  Security	  for	  console	  
•  Mapping	  aHribute	  names,	  etc	  
•  Interfacing	  with	  metadata	  	  
•  Linking	  to	  informed	  consent	  mechanisms	  

Key	  funcDons	  -‐	  IdP	  Management	  Console	  



•  Many	  federaDons	  create	  “recommended”	  aHribute	  release	  
policies	  per	  SP	  and	  distribute	  them	  to	  federaDon	  IdP’s.	  
–  hHps://www.switch.ch/aai/support/tools/resource-‐registry/	  
–  hHp://jagger.heanet.ie/	  
–  hHps://manager.aaf.edu.au/federaDonregistry/	  

•  Hub-‐and-‐spoke	  federaDons	  do	  consent	  management	  at	  the	  hub,	  
though	  that	  can	  be	  pushed	  out	  to	  the	  end-‐user.	  

FederaDon	  Services	  in	  Support	  of	  Consent	  


