
LARPP	  and	  PrivacyLens:	  
Enabling	  the	  A7ribute	  Rich	  Lifestyle	  	  	  	  



•  US	  Government	  iden.ty	  ac.vi.es	  –	  FICAM	  and	  NSTIC	  
•  Scalable	  Privacy	  grant	  

–  MFA,	  Ci.zen-‐centric	  aBributes,	  Anonymous	  creden.als,	  ABribute	  
ecosystem,	  privacy	  and	  consent	  management	  	  

•  Privacy	  and	  Consent	  Management	  
–  Basics	  of	  consent,	  the	  pain	  of	  aBribute	  reten.ve	  ins.tu.ons	  
–  Consent	  managements	  and	  PrivacyLens	  (PL)	  UI	  and	  Internals	  

•  ABribute	  rich	  lifestyle	  
–  Bundles,	  GPII,	  IsMemberOf	  and	  En.tlements,	  etc.	  	  	  
–  LARPP	  

•  Outcomes	  
–  What	  we’ve	  learned	  
–  What	  we	  need	  to	  learn	  
–  What	  comes	  next	  

Topics	  



•  2+	  year	  grant	  	  to	  Internet2/InCommon	  
•  Development	  partners	  include	  CMU,	  Brown,	  Wisconsin,	  

Ohio	  State	  and	  others	  
•  Several	  focal	  points	  

–  Promo.on	  of	  mul.-‐factor	  authen.ca.on	  
–  Ci.zen-‐centric	  aBributes	  and	  schema	  
–  Development	  and	  deployment	  of	  privacy	  managers	  
–  Examina.on	  of	  anonymous	  creden.als	  

•  hBps://spaces.internet2.edu/display/scalepriv	  

Scalable	  Privacy	  
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•  The	  original	  vision	  was	  for	  	  
–  Rich	  aBributes	  
–  Ac.ve	  end	  user	  privacy	  management	  op.ons	  for	  those	  aBributes	  on	  

a	  meaningful	  level	  
•  Along	  the	  way,	  we	  created	  SAML,	  SSO,	  Shibboleth,	  InCommon,	  

etc.	  
•  We	  are	  now	  returning	  to	  that	  vision	  with	  a	  set	  of	  powerful	  

capabili.es	  (schema	  and	  iden.fiers)	  and	  new	  end	  user	  privacy	  
tools	  

•  Iden.ty	  management	  isn’t	  about	  iden.ty.	  Its	  about	  aBributes.	  
Some	  of	  which	  may	  be	  iden.fiers	  that	  can	  connect	  to	  a	  specific	  
iden.ty	  and	  blah	  blah	  blah	  

•  BTW,	  original	  vision	  missed	  how	  complex	  the	  trust	  would	  be	  	  

Fulfilling	  the	  original	  federated	  iden.ty	  vision	  



•  Globally,	  the	  driving	  force	  is	  EU	  policy	  direc.ves	  
–  The	  US	  and	  Asian	  countries	  tend	  to	  lack	  na.onal	  level	  laws	  
–  EU	  policy	  direc.ves	  tend	  to	  be	  EU	  centric,	  e.g.	  EU	  to	  EU	  policies	  and	  EU	  

to	  the	  rest	  of	  the	  world	  policies	  
–  Ar.cle	  7	  of	  the	  EU	  Privacy	  Direc.ve	  requires	  user	  consent	  or	  alterna.ve	  

jus.fica.on	  
–  hBps://www.terena.org/mail-‐archives/refeds/pdfRxzCwYW7Sr.pdf	  

•  Consent	  now	  comes	  with	  requirements,	  including	  informed,	  accessible,	  
revocable,	  etc.	  

•  Conven.onal	  wisdom	  is	  that	  consent	  is	  hard	  to	  do	  and	  so	  use	  some	  
other	  jus.fica.on	  for	  an	  ins.tu.onal	  decision.	  
–  Standard	  excep.ons	  (medical	  emergency,	  law	  enforcement,	  etc.)	  
–  Contractual	  basis	  (e.g.	  outsourced	  service	  supplied	  to	  employees)	  
–  “Legi.mate	  interests”	  of	  the	  RP	  (hmmmm)	  

•  The	  key	  dis.nc.ons	  of	  hide/inform/consent	  the	  release	  to	  the	  user	  

Consent	  and	  the	  law	  



•  How	  to	  handle	  campuses	  in	  other	  countries?	  
–  ABribute	  release	  and	  local	  policy	  
–  Personal	  data	  storage	  

•  Several	  possible	  parameters	  
–  Loca.on	  of	  RP,	  loca.on	  of	  IdP,	  na.onality	  of	  user,	  loca.on	  of	  

campus	  
•  A	  growing	  number	  of	  federa.ons	  now	  think	  that	  consent	  will	  be	  

required	  for	  interfedera.on	  
•  Consistency	  of	  aBribute	  meanings	  between	  countries	  

–  Fac,	  staff	  and	  student	  

Interna.onal	  issues	  



•  The	  user	  may	  say	  no	  
–  It	  is	  likely	  that	  the	  applica.on	  will	  fail	  in	  a	  graceless	  way	  

•  Consent	  may	  not	  relieve	  the	  IdP	  of	  responsibili.es	  or	  liabili.es	  
•  The	  user	  may	  become	  numbed	  

–  Is	  this	  an	  equivalent	  to	  the	  invalid	  SSL	  cer.ficate	  users	  click	  through	  
•  How	  to	  implement	  informed	  consent	  and	  not	  be	  intrusive	  

The	  dangers	  of	  consent	  



Google	  and	  	  consent	  







•  Based,	  in	  plumbing,	  on	  the	  original	  Swiss	  uApprove	  and	  the	  
Japanese	  enhancements	  

•  Discussions	  with	  CMU	  privacy	  research	  community	  and	  a	  
resul.ng	  centerpiece	  in	  the	  NSTIC	  grant	  proposal	  

•  Research,	  human	  subject	  tes.ng,	  and	  development	  work	  over	  the	  
past	  18	  months	  

•  Has	  two	  major	  dimensions	  
–  The	  UI	  	  
–  Internals,	  including	  enterprise	  management	  console,	  histories	  and	  

audit	  logs,	  portable	  release	  preferences,	  revoca.on	  mechanisms,	  
informed	  consent	  dialogues,	  etc.	  

•  Open	  source	  hoping	  to	  create	  community	  

PrivacyLens	  background	  and	  future	  



•  Well-‐researched	  and	  clear	  UI	  
•  Hierarchical	  informed	  consent	  enabled	  
•  Fine	  grain	  aBribute	  release	  control	  
•  Affirma.ve	  ac.ons	  
•  Defaults	  to	  minimal	  release	  
•  Histories	  and	  logs	  
•  Variety	  of	  no.fica.on	  (and	  suppression)	  op.ons	  
•  Easily	  configurable	  privacy	  
•  Designed	  for	  the	  spectrum	  of	  users	  
•  V	  1.0	  beta	  available	  on	  github	  11/1	  

–  hBps://github.com/cmu-‐cylab-‐privacylens/Privacy-‐Lens	  

PrivacyLens	  UI	  	  











•  Privacy	  fundamentalists	  
–  Fundamentalists	  are	  generally	  distrusiul	  of	  organiza.ons	  that	  ask	  for	  their	  personal	  informa.on,	  

worried	  about	  the	  accuracy	  of	  computerized	  informa.on	  and	  addi.onal	  uses	  made	  of	  it,	  and	  are	  
in	  favor	  of	  new	  laws	  and	  regulatory	  ac.ons	  to	  spell	  out	  privacy	  rights	  and	  provide	  enforceable	  
remedies.	  They	  generally	  choose	  privacy	  controls	  over	  consumer-‐service	  benefits	  when	  these	  
compete	  with	  each	  other.	  About	  25%	  of	  the	  public	  are	  privacy	  Fundamentalists.	  	  

•  The	  pragma.cs	  
–  They	  weigh	  the	  benefits	  to	  them	  of	  various	  consumer	  opportuni.es	  and	  services,	  protec.ons	  of	  

public	  safety	  or	  enforcement	  of	  personal	  morality	  against	  the	  degree	  of	  intrusiveness	  of	  personal	  
informa.on	  sought	  and	  the	  increase	  in	  government	  power	  involved.	  They	  look	  to	  see	  what	  
prac.cal	  procedures	  for	  accuracy,	  challenge	  and	  correc.on	  of	  errors	  the	  business	  organiza.on	  or	  
government	  agency	  follows	  when	  consumer	  or	  ci.zen	  evalua.ons	  are	  involved.	  They	  believe	  that	  
business	  organiza.ons	  or	  government	  should	  “earn”	  the	  public’s	  trust	  rather	  than	  assume	  
automa.cally	  that	  they	  have	  it.	  And,	  where	  consumer	  maBers	  are	  involved,	  they	  want	  the	  
opportunity	  to	  decide	  whether	  to	  opt	  out	  of	  even	  non-‐evalua.ve	  uses	  of	  their	  personal	  
informa.on	  as	  in	  compila.ons	  of	  mailing	  lists.	  About	  57%.	  

•  The	  Unconcerned	  
–  The	  Unconcerned	  are	  generally	  trusiul	  of	  organiza.ons	  collec.ng	  their	  personal	  informa.on,	  

comfortable	  with	  exis.ng	  organiza.onal	  procedures	  and	  uses	  are	  ready	  to	  forego	  privacy	  claims	  
to	  secure	  consumer-‐service	  benefits	  or	  public-‐order	  values	  and	  not	  in	  favor	  of	  the	  enactment	  of	  
new	  privacy	  laws	  or	  regula.ons.	  About	  18%	  

The	  Wes.n	  Privacy	  Indices	  



•  Privacy	  fundamentalists	  
–  Fine	  grain	  aBribute	  release	  management	  
–  Variety	  of	  informed	  consent	  mechanisms	  

•  Displays	  trust	  marks,	  reputa.on	  systems,	  etc.	  	  
–  Ability	  to	  review	  each	  transac.on	  
–  Intelligent	  design	  

•  Pragma.cs	  
–  First	  use	  is	  minimal	  release	  selng	  
–  In	  recurring	  use,	  comes	  up	  in	  last	  used	  selng	  	  
–  Intelligent	  design	  

•  Unconcerned	  
–  First	  use	  is	  minimal	  release	  selng	  
–  In	  recurring	  use,	  comes	  up	  in	  last	  used	  selng	  	  
–  Can	  be	  set	  to	  only	  reappear	  amer	  change/.me	  triggers	  

Serving	  the	  Spectrum	  of	  Users	  	  



•  Permits	  the	  por.ng	  of	  components	  between	  plaiorms	  (the	  
varie.es	  of	  SAML	  providers	  and	  the	  OpenId	  Connect	  based	  IdP’s)	  

•  Affects,	  accessibility,	  integra.on	  with	  a	  variety	  of	  trust	  
environments,	  modularity,	  security,	  etc.	  

•  Affects	  enterprise	  IdP	  manageability	  
•  Iden.ty	  portability	  is	  a	  key	  characteris.c	  of	  the	  NSTIC	  vision	  
•  The	  key	  to	  interoperability,	  crea.ng	  a	  marketplace	  

The	  internals	  landscape	  



•  The	  internal	  data	  stores	  
–  Saved	  aBribute	  release	  preferences	  
–  Audit	  logs	  and	  user	  visible	  logs	  

•  The	  links	  to	  external	  metadata	  
–  Trustmarks	  
–  Informed	  consent	  API’s	  

•  Interac.ons	  with	  related	  subsystems,	  e.g.	  MFA	  mechanisms,	  discovery	  
services,	  etc.	  

•  UMA	  capabili.es	  for	  off-‐line	  control	  
•  ABribute	  descrip.ons	  
•  Enterprise	  IdP	  management	  console	  
•  Mappings	  and	  mul.lingual	  support	  
•  Revoca.on	  support	  

Key	  internal	  elements	  	  



Poten.al	  UMA-‐Based	  Privacy	  Lens	  

Benefits	  rela.ve	  to	  non-‐UMA	  Privacy	  Lens	  
•  Can	  support	  proac.ve	  user	  policy	  

•  Set	  policy	  in	  advance	  of	  access	  
•  Allow	  controlled	  on-‐going	  access	  

•  Poten.al	  “fan-‐out”	  to	  mul.ple	  AAs	  
•  In	  a	  standards-‐based	  manner	  



•  Establishing	  user	  choice	  op.ons	  in	  UI	  
•  Managing	  audit	  logs	  
•  Security	  for	  console	  
•  Mapping	  aBribute	  names,	  etc	  
•  Interfacing	  with	  metadata	  	  
•  Linking	  to	  informed	  consent	  mechanisms	  

Key	  func.ons	  -‐	  IdP	  Management	  Console	  



•  Basic	  aBributes	  
–  Core	  iden.fiers	  	  
–  Eduperson	  

•  Extensible	  aBributes	  
–  IsMemberOf,	  en.tltments	  

•  Bundles	  
–  Flavors	  and	  Add-‐ins	  

•  Schema	  
–  GPII	  for	  accessibility	  
–  DD214	  for	  Veteran’s	  Support	  

ABribute	  rich	  Lifestyle	  



•  A	  set	  of	  avatar	  ins.tu.ons	  that	  are	  exploring	  the	  issues	  in	  
deploying	  aBribute	  rich	  environments	  with	  PrivacyLens	  as	  a	  
consent	  manager.	  

•  Sponsored	  by	  the	  Scalable	  Privacy	  NSTIC	  grant	  	  
•  Ini.al	  set	  of	  webinars	  explored	  the	  basic	  issues	  and	  just	  did	  an	  

assessment	  and	  next	  steps	  process	  
•  hBps://wiki.larpp.internet2.edu/confluence/display/LARPP/

LARPP+Home	  
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Lifestyles	  of	  the	  	  
ABribute	  Rich	  and	  Privacy	  Preserved	  (LARPP)	  
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Not	  Live	  Ac.on	  Role	  Playing	  
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•  The	  leverage	  of	  federated	  iden.ty	  and	  MFA	  is	  huge,	  but	  the	  
economics	  are	  inverted	  (IdP	  pays,	  RP	  benefits)	  

•  The	  use	  of	  the	  right	  kind	  of	  iden.fiers	  is	  cri.cal	  to	  preserving	  
privacy	  

•  There	  is	  an	  open	  standard	  open	  source	  set	  of	  components	  and	  
capabili.es	  that	  can	  be	  plumbed	  together	  and	  implement	  
virtually	  all	  of	  the	  NSTIC	  vision.	  
–  Unobservability	  classic	  remains	  hard	  

•  Social2SAML	  is	  quite	  viable	  but	  has	  deep	  policy	  issues	  
•  Privacy	  can	  be	  managed;	  informed	  consent	  is	  viable.	  

Lessons	  Learned	  



•  The	  pain	  of	  aBribute	  release	  	  
•  What	  is	  deployed	  (Michigan,	  SwitchAAI)	  is	  working	  
•  PrivacyLens	  user	  interface	  becoming	  US	  Gov	  paradigm	  
•  Internals	  to	  support	  the	  PL	  interface	  are	  not	  developed	  
•  Interna.onal	  Issues	  are	  important	  and	  complex	  

Lessons	  Learned	  	  



•  Hands	  on	  demo	  experience	  
•  Campus	  policy	  issues	  

–  Framing	  the	  values	  and	  limits	  of	  consent	  
–  Deciding	  who	  decides	  what	  for	  whom	  
–  Planning	  a	  deployment	  

•  Are	  we	  selling	  or	  saviors?	  
•  Lots	  of	  missing	  human	  glue	  

–  Dialogues,	  human-‐readable	  renderings	  of	  aBributes,	  help	  desk	  
support,	  etc	  

•  Accessibility	  opportuni.es	  
•  Internals	  and	  management	  

Lessons	  not	  yet	  learned	  



•  Where	  is	  the	  gap	  between	  those	  feeling	  pain	  (e.g.	  researchers)	  and	  the	  
InCommon	  campus	  representa.ves	  who	  report	  no	  reports?	  
–  Work	  arounds,	  omen	  one-‐one	  reselng	  versus	  one	  to	  many	  	  
–  Fails	  in	  SP	  discovery	  construc.on,	  delays,	  abandonment	  

•  What	  is	  the	  campus	  .ming	  for	  IdP	  v3?	  	  
–  Next	  summer,	  good	  .me	  to	  do	  both	  

•  Who	  worries	  about	  the	  interna.onal	  issues	  for	  your	  ins.tu.on	  and	  the	  
poten.al	  need	  for	  consent	  from	  that?	  
–  A	  genuine	  issue	  

•  Is	  the	  accessibility	  poten.al	  worth	  a	  discussion	  group?	  
–  Needs	  a	  demo	  

•  Are	  there	  immediate	  campus	  problems	  for	  which	  PL	  would	  be	  an	  answer?	  
–  Yes.	  
–  The	  informed	  bar	  in	  consent	  is	  low	  

•  Others?	  

Ques.ons	  



•  InCommon	  interna.onal	  discussion	  group	  
–  ABribute	  release	  storage	  and	  related	  issues	  

•  Working	  demo	  site	  
–  campus	  discussion	  materials	  

•  Develop	  some	  of	  the	  missing	  glue	  
•  Decide	  on	  skunk	  works	  support	  approach	  and	  then	  encourage	  

skunkwork	  deployments	  
•  Create	  an	  enterprise	  management	  group	  to	  discuss	  required	  and	  

desired	  features	  
•  Create	  Shibboleth	  based	  implementa.on	  of	  internals	  to	  support	  

UI	  	  
•  Others?	  

Next	  steps	  


