Scalable Consent FAQ:

What is scalable consent?

Scalable Consent is an Internet2 activity to help enable end-users manage the use of their personal information in Internet transactions. We are developing a general-purpose identity management set of components that support effective and informed consent.  The work is the integration of a set of requirements produced by the TIER use case process with a set of initiatives called “Scalable Privacy”, driven by the Dept. of Commerce NSTIC grant to Internet2. 

Is it important to my institution? Is it urgent to my institution?

Consent can be a valuable tool in providing attributes to applications while preserving appropriate privacy. It has the potential to provide solutions for several of the challenges in moving forward in federated identity, balancing ease of use, preserving appropriate privacy, user responsibility, informed decision making, etc.  It will eventually be a part of the overall identity management environment for any organization.

The urgency will depend on how many problems attribute release is causing at your institution. If the organization does not participate in R&S, for example, then consent may be a very helpful alternative to still allow users to access research and scholarly sites.  If there is an internal campus app marketplace, where student and departmental applications interact with systems of record, then consent may enable those apps to properly get the info they need.  Other drivers may include institutional concerns about privacy violations and their desire to become better in protecting user privacy.

Is this technology or policy?

Both. There will be new software components, such as places to store attribute release preferences and enterprise management consoles that allow the organization to manage the users experience, manage audit logs, etc. One particular user-visible component is PrivacyLens, a next-gen UI developed by usability researchers at CMU.  The activity also includes policy dimensions, both at federation and campus levels. The federation will need to facilitate new types of metadata (such as information for consent dialogues) and support more attribute release strategies. At the campus level, there will be active discussions about when and how to use consent, the role of user and the enterprise, even where in the organization such decisions are made. 

What makes it “scalable”?

The capabilities are intended to scale in several dimensions.  They will work across a variety of protocols and consent situations. They will allow the user to manage consent across devices, access a variety of sources to make informed decisions, effectively manage the frequency and use of consent, and change their defaults.  The capabilities are usable for internal consent use cases, federated situations, and in international environments.

How does it relate to the general issues of attribute release? How does it relate to consent in Shibboleth v3?

Attribute release is a critical, and challenging, part of the federated identity landscape.  Attributes are the cargo for the transport protocols of Internet identity and getting effective but privacy-preserving release mechanisms has proven difficult. Several approaches are being deployed, including end-entity categories such as R&S (research and scholarship), and consent management. Shibboleth v3 has a client-side mechanism for consent. It is specific to Shib, and device and browser dependent.

What are the costs?

[bookmark: _GoBack]The software itself will be open source, with API’s that will allow integration of the capabilities with other interfaces that a campus may want to use. In addition, it is expected that much of the accompanying information (such as informed consent dialogues and required/optional attributes per application) will be provided by federated mechanisms. Campuses will need to provide integration into their own IdM environment, and user support.

When will this capability be available? What should I be doing now?

Elements of the consent infrastructure will be available over the next year. Given the significant planning efforts that many organizations will want to use to effectively tap the capabilities, campus discussions could begin now, introducing the opportunities and the issues to be considered. 
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