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Agenda 

•  History 
•  Theory 
•  Practice 
•  Future 



Vetting at Georgia Tech 

•  Self-service password recovery, v1 
– Same Security for everyone 

•  “A Google incident cannot lead to a FERPA report” 
 –GT Registrar 

•  Security Question, Shared secret, Repeat 
èLow success, helpdesk rates still high 

•  Pressures to improve 
– Affiliation growth, far beyond students & employees 

•  Parents, applicants, guests, alumni, former employees, 
retirees, online students, etc 

– Competition 
•  Beyond kneejerk “My bank is easier than this” 
•  Continuing-education alternatives 
•  Separate alumni accounts 



What we learned 

•  Vetting security should be proportional to the account’s 
access 
•  Email verification …or… Several rounds of questions 
•  Or, sometimes, in-person process is required 

•  Affiliations approximate security requirements 
•  Many password-recovery processes 

•  Self Service, IT Helpdesk, Registrar, PE, Delegated Admins 
•  Endless conversations can actually lead somewhere 

•  General agreement quickly, the rest took 2.5 years 



Theory: An Approach 

•  Assemble “questions” from many places 
– Enterprise: SIS, HRMS, Data Warehouse 
– Alumni 
– BuzzCard 
– Housing 
–  Identity 

•  Score the questions 
– Security value 
– Difficulty 

•  Security levels assigned to Affiliations & Apps 
(Vetting disabled for some people) 

- Phone (voice/text) 
- Email 
- Address (MC) 
- Plain answer 



Result: Flexible Vetting 
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Demo: Start 



Demo: Account Claiming 



Account Claiming Demo: Search 



Vetting Demo: Pick Account 



Vetting Demo: Phone & Email 



Vetting Demo: Email/Phone PIN 



Vetting Demo: More Questions 



Vetting Demo: Success 



Vetting Demo: Not Enough Points 



Vetting Demo: PhotoID Upload 



Vetting Demo: Phone Support 



Buzzcard Issuance & Vetting 

•  Problem:  
– Applicants have lower vetting requirement than 

Students 
– Accounts don’t magically become more secure 

•  Solution: 
– Piggyback on BuzzCard process: ID Checking 
– Mark account “vetting_strength=100” after 

Student with PhotoID enters Password 



BuzzCard Issuance, 3 Steps 

1.  Photo ID Check 
– Barcoded receipt after PhotoID is checked 

2.  Kiosk 
– User scans Receipt, enters Account Password 

3.  BuzzCard Desk 
– Uses receipt, takes picture and prints card 



Future 

•  More data sources 
–  Social & InCommon account binding 
–  Browser cookies 
–  ... 

•  Alumni: Full vs Partial Access 
•  Remote Students 
•  Security requirement 

–  Compute from Account’s privileges (instead of ePA) 
–  Consider recent authentication requests 

•  MFA 
–  (NOT: Using token as a recovery question) 
–  Lower vetting requirements of MFA-protected accounts? 

•  BuzzCard issuance, v3 
•  Phone-a-friend 
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Please	
  browse	
  to:	
  
	
  
h.p://csrc.nist.gov/groups/ST/
eauthen:ca:on/sp800-­‐63-­‐2_call-­‐
comments.html	
  
	
  
Or	
  	
  
	
  
h.p://1.usa.gov/1CGNC8P	
  
	
  
(these	
  go	
  to	
  the	
  same	
  page)	
  



What	
  schemas	
  for	
  establishing	
  
iden:ty	
  assurance	
  have	
  proven	
  
effec:ve	
  in	
  providing	
  an	
  appropriate	
  
amount	
  of	
  security,	
  privacy,	
  usability,	
  
and	
  trust	
  based	
  on	
  the	
  risk	
  level	
  of	
  
the	
  online	
  service	
  or	
  transac:on?	
  
How	
  do	
  they	
  differen:ate	
  trust	
  based	
  
on	
  risk?	
  How	
  is	
  interoperability	
  of	
  
divergent	
  iden:ty	
  solu:ons	
  
facilitated?	
  	
  



Could	
  iden:ty	
  assurance	
  
processes	
  and	
  technologies	
  be	
  
separated	
  into	
  dis:nct	
  
components?	
  If	
  so,	
  what	
  should	
  
the	
  components	
  be	
  and	
  how	
  
would	
  this	
  provide	
  appropriate	
  
level	
  of	
  iden:ty	
  assurance?	
  	
  



What	
  innova:ve	
  approaches	
  are	
  
available	
  to	
  increase	
  confidence	
  in	
  
remote	
  iden:ty	
  proofing?	
  If	
  
possible,	
  please	
  share	
  any	
  
performance	
  metrics	
  to	
  
corroborate	
  increased	
  confidence	
  
levels.	
  



What	
  privacy	
  considera:ons	
  
arising	
  from	
  iden:ty	
  assurance	
  
should	
  be	
  included	
  in	
  the	
  
revision?	
  Are	
  there	
  specific	
  
privacy-­‐enhancing	
  technologies,	
  
requirements	
  or	
  architectures	
  
that	
  should	
  be	
  considered?	
  



What	
  requirements,	
  processes,	
  
standards,	
  or	
  technologies	
  are	
  
currently	
  excluded	
  from	
  800-­‐63-­‐2	
  
that	
  should	
  be	
  considered	
  for	
  
future	
  inclusion?	
  



Should	
  a	
  representa:on	
  of	
  the	
  
confidence	
  level	
  in	
  a.ributes	
  be	
  
standardized	
  in	
  order	
  to	
  assist	
  in	
  
making	
  authoriza:on	
  decisions?	
  
What	
  form	
  should	
  that	
  
representa:on	
  take?	
  	
  



What	
  methods	
  can	
  be	
  used	
  to	
  
increase	
  the	
  trust	
  or	
  assurance	
  
level	
  (some:mes	
  referred	
  to	
  as	
  
“trust	
  eleva:on”)	
  of	
  an	
  
authen:cated	
  iden:ty	
  during	
  a	
  
transac:on?	
  If	
  possible,	
  please	
  
share	
  any	
  performance	
  metrics	
  to	
  
corroborate	
  the	
  efficacy	
  of	
  the	
  
proposed	
  methods.	
  


