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– 

because standards-based identity practices 
ensure that their risk requirements are met.

Service Providers can rely on community-
accepted standards in assessing Identity 
Provider systems, eliminating the burden of 
individual campus assessments. This will 
greatly reduce the time required to add new 

 – Financial 
(and other) services that require greater 

To see these documents, go to www.
incommon.org/assurance.

 This document 

Identity Providers must meet to be eligible for 

 
This document describes the identity 
assurance trust model that InCommon has 
adopted, including a functional model for 

model.

identities.

Service Providers incur a risk of compromise when making resources available via federated 

or medical data) require a greater level of trust for another party’s authentication and identity 
management system.

Service Providers reduce risk by requiring Identity Providers to adopt 
a set of standard identity and electronic credential practices that meet the service risk 

access the federated service.

 Supporting a standard set of assurance practices, and especially those 

services that require greater security because of data sensitivity (such as medical or 

as a critical IT system running in the cloud).

Federal Identity, Credential, and Access Management Program. As a 

services.  However, as with federation itself, Identity Assurance is useful 
across the academy, including research and administrative-related 

including federated grant submission
CI Logon will use Silver to access research services such as Open Science Grid.

loan reports.

InCommon Assurance Program
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framework of trust services for the safe sharing of online resources. InCommon operates 

annual fee. This program offers a true site license and truly unlimited 

The InCommon Federation enables scalable, trusted collaborations 
among its community of participants. 

InCommon Federation participants adopt common policies and 

service providers maintain access control to their online resources. The result is a secure and 
privacy-protecting method for providing individuals with single sign-on access to protected or 
licensed online resources. Service providers no longer need to maintain user accounts or deal 
with password management.

 

campus walls.
 

 
new resource.

 · One username and password for many services, done in a secure and privacy-preserving 

password reset requests, and fewer support calls.
 
 · Access decisions and user privacy controls are decided on a case-by-case basis for  

each resource, providing higher security and more granular control.

 · Reduced account management overhead for service providers.

InCommon is operated by Internet2 Participation is separate and distinct from membership in 

Any accredited two- or four-year higher edu-

education participants can sponsor their 
online service providers.
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