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• Data 

• Domain Models 

• APIs 

• Security 

• What are we doing today? next steps?

TOPICS



Heterogeneous Applications 
Multifaceted APIs

API DRIVEN APPLICATIONS
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USERS

API SECURITY
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API - SECURITY FRAMEWORKS
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Enterprise Service Container

    

Trusted System/API consumer

API Management

PeopleSoft IB-WebServices

IP Restriction
WS Service Operation security  

Developer Keys
Plan Access verification

IP Restriction

API Request 
Access Tokens (Developer Keys)

Validate API Plan based on Access Tokens
Grant | Deny access 

Extract Developer Keys
Generate Correlation ID

REST to SOAP translation
WS Security Header + OperID
Invoke PeopleSoft Service Operation endpoint

WebService Request Message

Validate OperID
Grant | Deny access 

WebService Response Message

SOAP to REST translation,  
Generate Response Message

Invoke message filter policy 
Apply message filter on Response Message 

Map users to roles and invoke assigned policy

Reverse Proxy Response 
Filtered Message pass-through to Service caller

API Response Message

Security
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Invoke Service Operation
Generate Response Message

IP Restriction

API Gateway

PoliciesRolesUsers

Developer Keys
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API 
Management

API Request
Accept: application/xml

API 
Backend

DatePower
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XML

1 Response Rule -  Gateway jScript determines which policy gets invoked based on Content-Type [XML | JSON]

2

2 Response Rule -  Gateway jScript - if XML content, run XSLT transform, return redacted payload in XML 

XML to DOM
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API Request
Accept: application/json

JSON to XML to DOM

JSON

Response Rule -  Gateway jScript - if JSON content, run jScript using recursive call on payload, return redacted payload in JSON 

DevKeys to Role(s) mapping Admin


