S

. Tk
EEGE) 0
Internet of Things

) o
% ¢
@ q

Internet2 CINO Internet of Things (loT) Working Group

Collaborative Innovation Community Meeting

Chairs
Ed Aractingi, Marshall University

11 Janua ry 2016  Brian Stengel, University of Pittsburgh L
Raj Veeramani, U Wisconsin-Madisorr.jD-L e
Steve Walllace, Indiana University

INTERNET.

POWERER R MUNITY



Agenda

 Cisco loT World Forum Recap — December 2015

* loT Working Group Plan Update

« E2ET&S for loT Workshop Update — February 4, 2016
 |loT Sandbox Next Steps

* Launching the Smart Cities/Campus Focus Group

« 2016 Plans and Next Steps
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Cisco loT World Forum: December 6-8, 2015 in Dubai

The Internet2 community was well represented:

« Both Florence Hudson and loT working
group co-chair Dr. Raj Veeramani from
University of Wisconsin-Madison
moderated sessions of the the loT World
Forum Research Symposium

* Florence also led a panel of Internet2
members and partners on “Collaborative
Innovation Communities for [oT” including
University of Wisconsin-Madison, IBM,
HEAnet, and |IEEE
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http://www.iotwf.com/
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loT Working Group Plan (Page 1 of 2)

End to End Trust & Security
Open Architecture for loT

Create a point of view and recommended next
steps to develop a comprehensive End to End

Trust & Security Open Architecture for the Internet

of Things

February 4, 2016, workshop in cooperation with
IEEE, NSF, and George Washington University

loT Sandbox and loT Stack

Determine the components of IT infrastructure for
IoT enablement and create a sandbox
environment for university researchers to test and
pilot

Develop loT Sandbox technical model and
business model for loT collaborative
development, with IBM and extend to others
IBM in Sandbox 2015, expand in 2016

Internet of Medical Things

How to best leverage — securely — loT for medical
devices

Develop plan for Healthcare / Life Sciences
including Internet of Medical Things in 2016

loT Taxonomy

Determine a common definition for loT

Draft white paper available on our Wiki:
http://bit.ly/1INAXWE

Network Segmentation for loT

Use of network segmentation to ensure additional
IoT connected devices don’t undermine overall
network security; Cisco blog post in The Security
Ledger http://bit.ly/1A1acwl

Scheduling webinar with Scott Harrell, Cisco VP
Product Management, Security Business Group
early 2016 to increase awareness within thew m
Community -
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loT Working Group Plan (Page 2 of 2)

Smarter Cities / Campuses:
Smart Grid with E2E IoT Trust
& Security Architecture

Building & Wireless
Waterways Testbed

Electric Vehicles

Power over Ethernet

Use of the Internet2 network to enable research
on smart grid communication and collaboration,
to extend to smarter cities.

Collaboration between the Port of Pittsburgh
Commission, University of Pittsburgh, and
Internet2 to bring cyberinfrastructure as a service
to researchers

Provide overview and practical examples of
Power over Ethernet and how it relates to loT,
including PoE devices, capabilities, campus
facilities that can be part of PoE, and funding
sources

Whitepaper (available on our Wiki:
http://bit.ly/1iJONSV) on opportunity to leverage
the Internet2 network for Smart Grid R&D with
End to End Trust & Security

Collaborating with DARPA, NIST, member
universities and utilities on how to best leverage
the Internet2 network as a Smart Grid testbed

Consider demo using SDN for loT
authentication, configuration, and security

PoE Draft whitepaper available on our Wiki:
http://bit.ly/1OuREdW
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E2ET&S for loT Workshop: February 4, 2016

e i Wi L o day event at the George Washington University Marvin Center in Washington, DC
' ¥IEEE in conjunction with IEEE, NSF, and George Washington University

' — Day 1, February 4, 2016: Deep technical workshop on E2ET&S for IoT open architecture needs,
EEgY??’y??taav:das\égﬁﬁ'; for £ tkmiielod viewpoints, use cases
,.,nfmxw — Day 2, February 5, 2016: IEEE ETAP (Experts in Technology and Policy) — /EEE Invitation Only

and offer recommendations that will help drive loT development.

+ Goal: Forresearchers, IT architects and security professionals from industry, government
and academia to discuss and agree the scope of an end to end trust and security open
architecture for IoT, resulting in a report out, identified research challenges, and point of
view with recommended next steps.

+ Target audience of 100 to 150 attendees: Universities, Agencies, loT related Standards
Organizations, U.S. Regional Research & Education Networks, Industry Players, Internet2
staff and Collaborative Innovation Community

— Nearly 100 registrant requests and interest expressed by about a dozen for paper submissions

« Updated Agenda available on the loT Wiki (http://bit.ly/1KDleHu)
* Interested in attending? http.//bit.ly/1Rb29p7
Interested in submitting a paper? Send via email by January 15: d.ceruto@ieee.org
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Expanding the loT Sandbox

* Goal: Provide a portal and mechanisms for the Internet2 community to
gain access to and develop new solutions for [oT utilizing Industry
solutions that best enable the community to integrate loT into curriculums,
and develop loT applications

« Currently includes the IBM BlueMix Foundation (Presented at TechEx

http.' //bit. /y /1 MCIVW S L) Internet2 announces the loT Sand-BOX Program
* Expanding to other Industry players, to potentially include: E}iﬁiﬁ}?ﬁiﬁ%ﬁ kg;:;:guiloﬂ
- Amazon Web Solutions AWS loT https.://aws.amazon.com/iot/ ﬁ?fg JZ&Z’?EEE,Z“EE gﬁ’?ﬁg&?‘ﬁfﬂfﬁﬁ‘”‘b“s
- Apple’s ResearchKit https.//developer.apple.com/researchkit/ or HealthKit duration of aSemester.
https.//developer.apple.com/healthkit/ Each kit contains:
- Cisco’s Internet of Things Dev Center https://developer.cisco.com/iot :ﬁifé?.ffiﬂ.’;‘ftf; é;).fgﬁ fﬁftf*;lﬁ?gu P d’?ﬁ?ﬁ?’:tf.j)
- Google Nest https://nest.com/ 1%22‘;?1?22,‘2;% 515?1;3 rﬂcﬁzr]:f;gj etc.)
Microsoft (Presented at TechEx http://bit.ly/1MqvwSL) * student ariggftructor documentation
soft (Presented at TechEx http://bit.ly/1MqvwSL) S DOR ot o NS TOM Brobion and

Azure) to provide access and training to their IoT
cloud-based development environments.
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Launching Smart Cities/Campus Pilot Group

« Tentative Goal: Identify current best practices and develop next practices, use cases, and
innovations in Smart Cities/Campus testbeds. Include opportunity to leverage the Internet2
network as a test bed and backbone for smart campus/cities, incorporating end-to-end
trust and security elements

« Timing: Launch January 2016, followed by regular cadence of collaborative calls

* Inaugural Participants:

ﬂl ARIZONA STATE ‘llJ INDIANA UNIVERSITY BLOOMINGTON|
UNIVERSITY

N PRINCETON
UNIVERSITY

’?"luu;“":
‘ () M VireiniaTech
UNIVERSITY of WASHINGTON
W) WISCONSIN

Others Interested? Email Emily Nichols enichols@Internet2.edu
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Innovation Working Group Operations Timeline:
2016 — We evolve and grow

1H 2H
* E2ET&S for loT workshop(s) » Assess/extend Sandbox approach
« Smart Grid testbed planning * Smart Grid testbed
« Smart Campus focus group « Smart Campus enablement
* Expand loT Sandbox » Continued loT and DBDA strategy
» Develop Healthcare/Life Sciences development
(HCLS) strategy « E2ET&S collaboration across extended
* Increase researcher engagement community
* Develop DBDA Digital « HCLS strategy execution
Humanities/Humanists strategy « DBDA Digital Humanities strategy continuation
» Continue education & awareness for » Constant market insight gathering
new innovation opportunities * Innovation input from community

Ongoing Community Input
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loT Community Next Steps

* Reqister to attend the E2ET&S for loT Workshop, presentation
submissions due January 15t

* loT Sandbox — let us know if you want to participate

« Smart Cities/Campus focus group participation — let us know if
you want to participate or have potential use cases

CINO@Internet2.edu
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Questions & Answers...
Thank You
iotchairs@Internet2.edu
CINO@Internet2.edu
@Flolinternet2
@EmilyNInternet2
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